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Overview

+ The             EU project

+ Introduction to push systems
– Main concepts

– Push systems vs. other DS paradigms

+ Minstrel in detail
– Architecture

– Hybrid broadcasting

– Implementation
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The           Project
+ Open Personalized Electronic Information

Commerce System

+ Funded by the         European Union in the
   Information Society Technologies Program
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           - The Goal

+ Enable enterprises to produce, sell, deliver,
and manage highly personalized contents and
services over the Internet

– Describe information offers and requests (BOL)

– Find matches between offers and requests (+ profiles)

– Timely delivery (push system)

– Flexible and secure (micro-/macro-) payments

– Authentication, non-repudiation, copyright

– Mediation (super-distribution) and brokering

– Flexible business models

© Manfred Hauswirth, 2001 Slide 5/41

P
ay

m
en

t

T
ar

g
et

in
g S

E
T

M
ill

ic
en

t

A
g

le
ts

V
o

ya
g

er

R
eq

u
es

t 
an

d
M

at
ch

m
ak

in
g

N
eg

o
ti

at
io

n E
m

ai
l

M
in

st
re

l

Offer
Management

User Interface

Security Services

Business Workflow

D
el

iv
er

y 
a

n
d

D
is

se
m

in
at

io
n

Secude

Browser

Communication Infrastructure

User Profiles

The           Architecture

© Manfred Hauswirth, 2001 Slide 6/41

RequestRequest

Reply

Meanwhile on the Internet  ...

+ Unskilled users: Internet = WWW + Email

+ Quality of information found/retrieved
proportional to knowledge/skills

+ On-demand, user-initiated interaction

+ Information passively waits for users

+ Portals + E-Shops
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SubscribeSubscribe

Receive

UnsubscribeUnsubscribe

Announce

Publish

Push
Infrastructure

A push towards the Future

+ Users
– select among information channels
– subscribe to some channels

+ Pull 
�

 push
+ New interaction pattern: push/pull mix

Reply
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Communication Models
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Push Systems vs. Event-based Systems
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Information Sources

News Agency
(Broadcaster)

Receivers

Channels
• Authenticity & integrity
• Optional payment
• Optional security

Customers
(Subscribers)

A sample Scenario: News Agency
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Some more sample Applications

+ Intra-company employee information
system

+ Electronic maintenance manual

+ Stock ticker system

+ News agency information system

+ Software distribution

+ Electronic classroom
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Push System Component Model
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Minstrel’s Challenges

+ Actively disseminate information to a
large number of users

– Active push distribution
– Scalability (users, network bandwidth)

• Off-line receivers

• Distribution algorithm (network/server load)
• Caching Infrastructure

• Publication of available Channels

– Authenticity and integrity of information
– Payment methods and business models
– Static and executable content (security !)
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Broadcasting Strategies

+ Multicast
– limited access

+ Client pull
– scales well
– frequency vs. coherence

+ Server push
– directory of subscribers
– scalability?

+ Hybrid approaches
– push/pull mix
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Minstrel Hybrid Broadcasting (1)
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What’s in a Sample?

Sample

sid: Id;
subject: String;
timestamp: Date;
priority: int;

Offer

oid: Id;
timestamp: Date;
vendorId: Id;
channelId: Id;
validFrom: Date;
validTo: Date;
description: String;
quantity: int;
price: double;
currency: String;
paymentUrl: Url;
receiptRegistrationUrl: Url;

ProductInfo

pid: Id;
name: String;
version: int;
mimeType: String;
size: int;
expires: Date;

              Agent    {abstract} 

aid: Id;
version: int;
expires: Date;
mimeTypes: String[];
codebaseURL: Url;

init()
start()
stop()
destroy
getState()

Cargo

cid: Id;
mimeType: String;
packing: String;
description: String;
contentURL: Url;

1

1

0..1

0..1 **

*

*
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What’s in a Shipment?

Offer

oid: Id;
timestamp: Date;
vendorId: Id;
channelId: Id;
validFrom: Date;
validTo: Date;
description: String;
quantity: int;
price: double;
currency: String;
paymentUrl: Url;
receiptRegistrationUrl: Url;

ProductInfo

pid: Id;
name: String;
version: int;
mimeType: String;
size: int;
expires: Date;

1

1

1
offerId

Shipment

sid: Id;
subject: String; 
offerId: Id;
timestamp: Date;

offer id (oid)
uniquely identifies
the offer related to

this shipment

Cargo

cid: Id;
mimeType: String;
packing: String;
description: String;
contentURL: Url;

              Agent    {abstract} 

aid: Id;
version: int;
expires: Date;
mimeTypes: String[];
codebaseURL: Url;

init()
start()
stop()
destroy
getState()

0..1

*

1

*

*
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Delay: Minstrel vs. Serial
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Distribution of Delays
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Broadcasting: Key Technologies

+ XML messages over HTTP
– Off-the-shelf web server

– Java servlets (light-weight servlet engine for
clients)

– Off-the-shelf XML Parser

+ Intelligent message scheduling

+ Persistent Document Object Model
(PDOM) database (XML documents)
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Protocol Stack

HTTP
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Communication Security

+ Samples & shipments are digitally
signed

– no message tampering

– no masquerading

– no replaying (timestamps)

+ All communication can be encrypted
(SSL)

– no wiretapping

– confidentiality
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Executable Content

+      Java Secure Execution Framework
(JSEF)

– Beyond Java’s security model

– Additive and subtractive permissions

– Hierarchical user groups

– Global and local policy

– Interactive security negotiation

– XML-based configuration
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Payment

+ Micro-/Macro-Payment

+ Payment methods are defined by the
offers

+ Payment business models are defined
by the offers

– pay-per-view, flat fee, time-based, etc.

– before/after delivery

+ Must rely on existing payment systems
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Implementation

+ Alpha version of Minstrel v2
– Client- and server-side protocol engines

– MADP/MRRP: XML via HTTP

– Servlet-based (light-weight servlet engine
for clients)

– Client GUI (Swing) + light-weight component
framework

– Pay-per-view business model + Millicent
payment
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Servlets

Servlet Engine

HTTP Request
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JVM

ServletServlet
Zone

ServletServlet
Zone

Web
Server
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Broadcaster: Control/Data Flow
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Receiver : Control/Data Flow
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MADP Client Activity Diagram
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Multithreaded HTTP Client

Distribution Queue

Delay Queue

No Response
Discard Request?

Admin
Thread

Dispatch

Queue

New 
Request

Send
now?

No

Yes

Timeout

Response

Requestor

Thread Pool

HTTP connection

HTTP connection

Thread 1

Thread m

@ A B C D E F G H I J K L J M N O P Q R N O P S S N O P R O

Yes

No

N N P N N
HTTP Request  with Timestamp

HTTP Request

Retry?

Yes

No

© Manfred Hauswirth, 2001 Slide 40/41

Ongoing Work

+ Port servlets to servlet specification
v2.2 (currently v2.0) - v2.3 already on
the way (Tomcat)

+ Minstrel CMS

+ Unified (web-based) administration and
configuration

+ Base Distribution Component

+ Papers on Minstrel
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Questions ?


