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Abstract

PGP5“web of trust” approactprovidesbasicidentificationfacilities. Onebenefitof this approachs
thatit triesto lowertheinfrastructureequirementsuchthat,for example,no certificationauthoritiesare
required.In this paperwe alsopursuethis objective but take it evenfurther We present self-contained
P2P-basedlirectory that provides similar guaranteegor identificationas PGP and like PGPrequires
no dedicated third-party infrastructure. The participatingpeersprovide the infrastructurealong with
theirnormaloperation.But unlike PGPit doesnotrequireout-of-systenmechanismso disseminat¢he
public key. Insteadwe exploit propertiesof the underlyingP2Psystemto ensurecorrectkey publication
andretrieval by probabilisticquorums. We arguethatthis is an efficient and morereliable mechanism

comparedo web-of-trustapproaches.
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1 Intr oduction

CurrentP2P systemsfall into one of threegroups: hierarchical,for example, Kazaa,unstructuredfor
example,Gnutella,andstructuredfor example,CAN, P-Grid, ChordandPastry At the momentonly the
first two groupsarewide-spreadStructured2Psystemsarestill subjectto research.

The key drawback of currenthierarchicalsystemss their lack of scalability Unstructuredsystems
which arecompletelydecentralizedolve this, but at the price of high bandwidthconsumptiorn(flooding,
constrainedoroadcast).Moreover, it is not clearhow suchunstructuredP2P systemscan supportother
serviceghanfile sharing.This explainsthe adwventof structured?2Psystemsawvhich atthe momentmainly
follow variantsof thedistributedhashtable(DHT) approachDHT systemslelegatepartsof theoverallkey
spaceo particularpeersanduseproximity routing for queries.This avoids floodingandhencedrastically
lowersbandwidthconsumptionlateng, andcomputingrequirementsf the peers.

However, thetight associatiorof key spacewith peeramakesit importantto identify thepeerscorrectly
in the routing processpatrticularlyif peersmay have dynamiclP addressesAlso Byzantineor malicious
peerscould collaborateto launchDOS attacksor try to impersonatethers. Apart from just makingP2P
systemsandtheir routing reliable andresilient, establishingpeeridentity canalso provide securityguar
anteedor theapplicationghataredevelopedon top of suchinfrastructurege-commercegrid computing,
web services).We canachieve authenticatiorand other securityaspectdik e authorizationor reputation
managemenif we canprovide a securemechanisnto identify the participatingpeers. Traditionally; for
identification,eitherusername/passwd schemesr public key authenticatiorhave beenused. Unfortu-
natelyusername/passwd basedschemesreunsuitablgor P2Psystemsandstandargublickey schemes
requiredirectoriesandcertificationauthoritieswhich introducescentralizatiorthroughthe backdoor.

Fromtheexperiencesvith PGP5 [3] web-of-trustmodelwe know thatit is possibleto sustainadecen-
tralized public key infrastructure(PKI). PGPdepend®n the smallworld phenomenomf socialacquain-
tancethatis obseredin its trust(certificate)graph.In theweb-of-trustmodel,a participantof the system
(peer)knows the public keys of someotherpeers,andconsiderghis knowledgesacrosanctlt alsorelies
on someof thesepeergwith possiblyvaryingdegreeof trust)to certify the public keys of otherpeers.The
knowledgeof peers’public key is obtainedby finding a pathin the peeracquaintance/trugraph. This
formsthe “web-of-trust:” If P4 truststhat Kg is Pg’s public key, andalsorelieson Pg to certify a third
party’s public key, then P4 will believein K¢ being Po'spublickey if Pg certifiesit.

Approache®f this group,however, have certainpeculiaritiesvhich make themunsuitablefor a decen-

tralizedPKI aswe ervisionit:

e Pathdiscoveryis inefficient becausehe effort is not sharedandhashigh, unboundedateng, since

pathsare explored by randomwalks, and thus do not exploit the graphs structuralpropertiesas
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structured?2Psystemsvould do.

e AsthenamePGP(PrettyGoodPrivacy) suggestsweb-of-trustapproachearedesignedor privacy
purposes.To completelybelieve in a persons public key, the informationhasto be obtainedout-
of-band. Otherwiseonly certificationsprovided by personsknown in real life areaccepted.Thus,
identificationis assumedmplicitly. Particularlyin the absencef ary quantifiableguaranteeit is
prematureto saythat the web-of-trustmodelwill translatewell from its traditionalfocus of confi-
dentialcommunicatiorin emailto the developmentof a public key infrastructurein a P2Psystem,

wherepeerswill interactwith totally unknavn peersandpeeridentity is of principalconcern.

e Web-of-trustmodelsfail to usethe collective knowledgeof the whole societybut useonly infor-
mationavailablewithin a smallnumberof transitive hopsin the trustgraph. However, the ultimate
purposeof a decentralizedPKI| shouldbe to provide a way to establishidentity of unknovn peers
beyond reasonableloubt. Web-of-trustmodelscannotguaranteghat sincetransitive pathsare not

guaranteed.

¢ Finally, sincethetruston otherpeers’certificationis essentiallyad-hocaweb-of-trustis susceptible

to thetreacheryof evenoneor very few trustedpeers.

Thesereasonamotivatedus to explore the possibility to usea structuredP2P systemto store public
keys, andusea quorumbasedapproachto reliably find public keys of otherpeers,andhenceestablish
peeridentity. The questionto investigatewaswhethera P2Psystemcould provide a decentralizedKI
without relying on ary specializedoleslik e that of a trustedthird party nor using out-of-systensupport
like exchangingpublic keys offline. Besidesthis we hadto take into accountadditional challengesof
realisticP2PsystemsPeersareoftenoffline, their IP addres§DHCP) may change andpeermay behae
maliciously Soevenfor a P2Psystems basicrouting purposesidentificationis alreadyrequired.

Thoughthis introducesa cyclic dependeng—the systemintendedfor identificationdependsn iden-
tification itself—we demonstratanalytically and with an examplethat a P2P systemmaintaininga de-
centralizedPKI directoryfor its participatingpeerscanindeedberealizedandcannotonly toleratecertain
degreeof inconsisteny, but alsohasself-healingproperties.

Our systemis basedon the P-Grid P2Psystem[1] (http://www.p-grid.og/). However, our approachs
genericenoughsuchthatit is realizabldn otherstructured?2Psystemsaswell. P-Gridis acompletelyde-
centralizedandself-organizingindex structurebasedn a distributedprefix treethatis constructedhrough
adistributed,randomizednteractionmechanismSimplifying it is a binarytreedistributedamongthethe
participatingpeerswhereeachpeer(actuallyit is a setof replicatingpeers)is responsibldgor onepathof

theoveralltree,i.e., peersaretheleavesin this tree. Navigatinga queryin this treeis doneby forwarding
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it from peerto peeraccordingto the peers’local routing tablesuntil one of the responsibldeaf peersis
reached.

Searchingn P-Grid is efficient and fast(O(log(n)), wheren is the numberof leaves). The P-Grid
constructionprocessguaranteeshat peerrouting tablesalways provide at leastone pathfrom ary peer
receving a requestto at leastone of the peersholding a replica of the requestedndex information, so
thatary querycanbe satisfiedregardlesof the peerqueried. Additionally, it guaranteeshata sufficient
numberof replicasexistsfor any pathandthatthe peersrepresenting certainpathalsoknow theirreplicas.
In contrasto mostotherstructured?2Papproache$CAN is anexception),peersin P-Grid cannegotiate
andchoosethe key spacethey wantto beresponsibldor irrespectve of their own logical identifier (self-
organizationseparatiorof concerns).Thisimplies betterload balancingpropertiesandresilienceagainst

attacks.

2 Locating and identifying peers

In P-Gridasin ary otherstructuredP2PsystemdynamiclP addressee.g, becausef DHCP) area key
problemto be solved. Theroutingtablesmustbe keptup-to-datewith the currentlP addressesf the peer

population.In the queryrouting procesghefollowing problemscanoccur:

1. Peerp goesoffline anda differentpeerq getsp’s IP address.The otherpeerswantingto routea

gueryto p mustbe ableto detectthis change.

2. A peergoesonline againwith a new IP address.The otherpeersmustbe ableto detectthis, check

identification,andupdatetheir routingtablesaccordingly

While this may soundsimple, it is in facta rathercomplex problemif it is to be solvedinsidea sys-
temwithoutthe help of trustedthird partiesbecaus&2Psystemsarehighly decentralize@ndno standard
mechanismexist to communicatesuchchangefficiently for large-scalesystemgqa comprehensie dis-
cussionof this problemis providedin [4]). MobilelP or IPv6 would solve this problembut they arenotin
placeandit is unclearwhenthey will be.

So,in factthis basicproblemwhich needso be solvedfor routing purposess alreadya identification
problem.We have to identify peersby universallyuniqueidentifiersandusetheseidentifiersin therouting
tables.For really contactinga peerin the routing processhowever, we have to mapthis identifierontothe
peers currentlP address.Informally our solutionworks the following way: If a peers addresschanges
it insertsits currentID-to-IP mappinginto P-Grid so that other peerscanretrieve it. The insertionuses
a probabilisticquorumto ensurethatthe mappingis storedconsistentlyat a numberof replicatingpeers.

Using the samemethoda peeralsoinsertsits public key. We alsoassumehatif a peerhasinteracted
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with anotherpeerin the pastwhich will frequentlybe the casebecausehat is requiredby the P-Grid
constructionprocessthenit hasthe peers public key. While maintainingthe P-Grid, the public key is
neededo verify thatit is the samepeerwith which a particularpeerhadinteractedn the past.To prohibit
malicioususeall requestsand answersadditionally are signed. Finding an up-to-datelD-to-IP mapping
meansqueryingP-Grid using a peers ID asthe key. The correctnes®f the queryresultwill againbe
verifiedby a probabilisticquorum.

This approachhowever, hasa subtle catch: On the one handwe usethe P-Grid to index arbitrary
information (applicationindex) and on the otherhandwe usethe sameP-Grid as a directory servicefor
alsostoringthe ID-to-IP mappingdor its participatingpeersthatis neededy the P-Griditself to perform
routing. In otherwords: Queriesin P-Grid requirerouting decisionsand during routing, queriesto the
sameP-Gridfor mappingsoccut The approachis self-containedbut a legitimatequestionto askis “Will
it work in practise sincewe are producingrecursve queries(hen/gg problem)?”.In fact,the goodnews
is: Underrealisticassumptionsysing cached D-to-IP mappings,andtrying to updatethe cacheentries
uponroutingfailures,theapproactworksfine andexhibits acceptablgerformancd4].

Let usnow getbackto the problemof identification.If we canuseP-Gridasa self-containedlirectory
systemfor suchID-to-IP mappingswe canalsouseit asa general,self-containeddentificationinfras-
tructure: Along with the ID-to-IP mappingswe canalsostorea peers public key which canthenalsobe
retrievedwith the sameprobabilisticguaranteeastheD-to-IP mappingandhencebe usedasthebasisfor
identificationof arbitrarypeerswith similar guaranteeasin PGP

In thefollowing sectionsve will giveamoredetailedook atthealgorithm,giveanexplaining,concrete
example,andprovide someresultsfrom the analyticalmodelwe developed4] to justify thatour quorum-

basedP2P-PKIworks despitethe hen/gg problemmentionedabove.

3 Basicidentification algorithm

Uponinstallationeachpeerp generates universallyuniqueid (uuid) by applyinga cryptographiclyse-
cure hashfunction to the concatenatestaluesof the currentdateandtime, the peers currentIP address
addr, andalargerandomnumber For the algorithmwe distinguish3 phasesbootstrappeerstartup,and
operationphase.

During bootstrap oncegenerates private/publidkey pair andinsertsamappingbetweerits uuid and
its currentlP addressiddr, alongwith its public key into P-Grid (insertsandupdatesaredoneaccording
to thealgorithmpresentedh [2]). Thisrequests signedwith theprivatekey of p andincludesatimestamp
to preventreplayattacks.If it is discoveredduringthis stepthata mappingfor the proposeduuid already

exist (thoughthis is very unlikely) a new uuid is computedand the stepis repeated. The insertionis
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consideredsuccessfuif acertainminimumnumberof replicashave confirmedto have storedthe mapping
(theresponsibleeplicasare selectedaccordingto the uuid). It is thusimplicitly ensuredhatthe correct
public key is replicated.This meansotherpeerscannow queryP-Gridfor the mappingandfor the public
key of p andusea quorumto checkwhetherthey canrely on the result. The retrieved public key canbe
storedlocally andusedfor authenticatiorpurposesn thefuture.

During every peerstartupfollowing thebootstrapp thencheckswhetherits IP addreshaschangedIf
so0,p insertsinto P-Gridits presentD-to-IP mapping(signed).Replayattacksarepreventedby timestamps.
From the propertiesof DHTs (key association}the relevant replicasresponsibléor storingthe ID-to-IP
mappingalreadyhave p's public key.

Thesestepsensurghemaintenancef correctiD-to-IP mappingsn the P-Grid. In theoperationgphase
the algorithmworksasfollows: p needgo contactpeerg. If it hasnotinteractedwith ¢ earlierandit does
nothave acachedD-to-IP mappingandg’s publickey, it queriegheP-Griddirectoryusingq'suuid asthe
key. As aresultit will receve anumberof signedanswerdrom a numberof replicasstoringthe mapping.
If a certainquorumof the received public keys/mappingsareidentical andthe signaturesare correct,p
assumeshatthe mappingis correctandstoreq’s key for furtherrequestsHowever, it still maybe thatq
justwentoffline andsomebodyelsenow uses;’s IP addresglegitimatelyor notdoesnotmake a difference
here).To copewith thatp usesa standarcthallenge/responsaesingrandomnumbers.

Having ¢'s public key speedsup the whole processn the future becausep doesnot needto find a
guorumarymoreif it requestg’s up-to-datdD-to-IP mapping.Sinceall requestaresignedandit already
hasq’s public key it canimmediatelychecktheresultsit recevesby checkingthe signatureof thereceved
data(sinceq signsits ID-to-IP mappingduringinsertion/update).

In the above descriptionwe have assumedmplicitly that during the routing of the original queryno
additional(recursve) queriesare necessaryHowever, it may occurthatat somepeersall requiredentries
in its routing table have becomestaleanda recursve queryto the sameP-Grid needsto be issued.This
may seenlik e ahen/@g problembut aswe shav in thefollowing it canbe solved.

Sofar the querystratgyy works asfollows: A peertriesto reply to a queryif it hasthe resultsstored
locally, or elseforwardsthe queryto at leastone of the peersin its routing table accordingto P-Grid’s
routingalgorithm. If noneof thesepeerscanbe contactedthe queryfails andis abandoned.

We canmaodify this query handlingalgorithmto take into accountthe needfor recursve queries: If
a peerfails to contactary of the peersin its routing table, it initiatesa new queryto discover the latest
ID-to-IP mappingof the peersin theroutingtable,andif sucha peercanbelocated the cacheis updated
andthe original queryis thencontinued(forwarded). To avoid queryloopsandguarantegerminationof
therecursve algorithmatime-to-live countis used.

Under the assumptionghat a certainminimum numberof peersis online and a certainnumberof
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replicasexist, it hasbeenshawvn thatthe recursie versionsucceedsvith high probability [4]. However,
the possibility existsthata queryterminateswithout successThe only remedythenis to repeathe query
at alatertime assuminghatthe peerpopulationhaschangedandalike the routing tables)andthe query
hasa chancedo succeedhen.

Abstractingfrom the underlying P-Grid (or ary other DHT), the routing of the queriescanalso be
viewedasrouting/navigatingin atrustgraph(similar to theweb-of-trustmodelof PGP) but insteadof per
formingarandomwalk, it is anefficient proximity routingin the structured®2Psystemthusguaranteeing
existenceof pathsto the informationaswell asthe efficiency of suchsearches.Reliability is provided
throughreplicationandprobabilisticquorum.

Wheninteractingwith ary arbitrarypeerfor a purposeotherthanmaintainingthe directoryitself, the
samedirectorycanbeusedto storeandqueryinformationlik e certificateof peersandsupportapplications
which requirean identificationscheme. For mary purposeseven the identificationrequiredfor P-Grid
routingitself will be sufficient. The additionaladvantageof usingP-Gridis thatno additionalspecialized
infrastructureis requiredbecausehe participantsof a systemimplicitly provide the infrastructurein a
P2Pway. Thusno third party infrastructurehasto be in placebeforethe systemcan operateand use
identificationinformation, nor out-of-systemmechanismsre used. Henceour approachachievesa self-
containedP2Pdirectorysystem.

Thefollowing Sectiord4 will now give aconcreteexampleto make ourtheoreticatonsiderationgasier
to understan@ndSections will provide acondensednformalversionof theresultsof theproofpresented

in [4] to justify this claim.

4 Example

This sectiongives an exampleof how the query algorithm describedabove work in a concretesetting.
While the P-Gridis in thestateasshavn in Figurel(a),assumehatp, recevesaquery@(01x).

Thequerymaybefor searchingary informationin P-Grid, eitherinformationaboutsomeparticipating
peeror any otherinformation.In this examplesituation,p; failsto forwardthe queryto p5 andp;4 because
the cacheentriesfor ID-to-IP mappingarestale(underlinedentriesin theroutingtable). An isolatedquery
would fail immediately

However, a peerthat hasfailed to contactall of the peersin its routing table eitherbecausehey are
offline or becauséheir physicaladdresss differentfrom whatis cachedocally, first triesto discover the
latestaddressefor theentries(peers)in its routingtable. In our examplewe assumehatinformationabout
piq is insertedandqueriedusinga 4-bit representationf the“id.” Routingin P-Gridis doneby finding the

longestcommonprefix of the querywith the pathsin the routing table (left of the colon) andforwarding
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Figurel: Beforeandafterrecursvely queryingP-Grid

thequeryto oneof the peersgivenon theright sideof the colonof thatline.

So, p; initiatesRecursve-Queryps), i.e., @(0101), which needsto be forwardedto eitherps or pi4.
Thisfails again.p; maytheninitiate Recursve-Query(p14), i.€.,(Q(1110)), which needsto beforwarded
to p12 and(or) p13. p12 is offline (unshadedvals), soirrespectve of the cachebeingstaleor up-to-date,
Q(p14) failsto beforwardedo p;». p13 is online,andthecachedohysicaladdres®f p, 5 atp; is up-to-date,
s0Q(p14) is successfullyforwardedto p; ;.

p13 needso forward Q(p14) eitherto p» or p1». It fails to forwardit to p;2, sinceit is offline. Further
p13 fails to forward it to p, becausdts cachedentry for p, is stale. p;3 thusinitiates anotherquery,

Recursive-Queryp,), i.e., (Q(0010)). It mayinitiate Recursve-Queryp;») aswell.
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Fromp;s, Q(p2) is forwardedto ps. Fromps, Q(p2) is forwardedto oneof p; andpy. Assumepg
replies.Thusp, 3 learngp,’slatestphysicaladdressandupdateghelD-to-IP mappingn its local cache p; 3
alsostartsprocessin@ndforwardsthe original Recursie-Query(p; 4) to p2. p2 providesp;4's up-to-date
addressandp; updatest in its cache(directly or via p; 3, dependingon theimplementation).

Having learntp, 4’s currentphysicaladdressp; now forwardstheoriginal query@(01x) to p14. In this
casenotonly is theoriginal querysatisfiedput alsop; hasanopportunityto learnandupdateps’s physical
addresssincep, 4 is responsiblgor ps’s latestphysicaladdress.Thus, apartfrom successfullyreplying
to the original query, p; updateghe physicaladdresdor p,4, and possiblythat of p5. Further because
of the initiated child queries,p;3 updatests cachedaddresdor p». The final statewith several caches
updatedafter the completionof Q(01x) at p; is shawn in Figure 1(b). This examplethusdemonstrates
how a self-containedlirectory canwork, toleratingnot only a certaindegreeof inconsisteninformation,
but alsorepairingsomeof them(self-healing).

For the purposeof completenesdet usnow considerP-Gridin termsof the peers’knowledgeof each
others’public keys. We elaboratehow the P-Grid of Figure 1 evolvesfrom anearlierstate.SinceP-Grid's
accesstructureis constructedhroughrandompeerinteraction[1], let us considera time whenpeersp;
andpy, bothresponsibldor path“00”, meetanddecidethatp; will beresponsibldor “000” while pg will
beresponsibldor “001” (or they candecideto bereplicas).For routingto bereliablein P-Grid (asin any
otherDHT), if p; laterrecevesaqueryfor “001” it needdo forwardit to pg, andthusneeddo locateand
identify pg. Soduring the P-Grid constructionprocessp; storespy’s public key. In additionp; locally
cacheghe currentlD-to-IP mappingof pg. In thefuture, p; first triesto usethis cachednformation,and
only uponfailure,issuesa queryto locatepyg aselaboratedn the above example,andverifiesits identity
usingthelocally storedpublic key thatwasobtainedduring P-Grid construction.

At alatertime, p; may interactwith p; andthey decideto becomereplicasfor “000”. In thatcasep,;
may replicatep,’s routing table and cacheof ID-to-IP mappings.Additionally it may obtainpy’s public
key from p,. However, if p; doesnottrustp, 's certificationfor pg’s public key, it canoptto queryP-Grid
for it (probabilisticquorum). This makesthe approachmore robust againstindividual or collaboratve
maliciousbehaior of peers,ascomparedo PGP Sincequeriesare efficient in P-Grid, the overheadof
forming probabilisticquorumis insignificantto the randomwalksin thetrustgraphof web-of-trustbased
schemes.

Thus,the P-Grid constructiorprocessnsureshateachpeerhasthe public key of otherpeerdistedin

its routingtablewhichin contrasto theID-to-IP mappingsdoesnot change.
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5 Viability of a quorum-basedP2P-PKI

To evaluatetheviability of sucha self-containedlirectory we developedananalyticalmodel[4]. Figure2

summarize®ur obsenationsfor arealisticsituation.
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Figure2: Resultsfor thealgorithmto identify peersby recursve queries

Thefirst threeplotsarefor a balanced-Grid of depth7 with 4 replicasat eachleaf. Thusthereare28
cachedD-to-IP mappingsat eachpeer Theresultsareprobabilisticandhencefor a real systemto shav
suchstatisticalbehavior, it would needalargerpopulationof peerssuchthatthereexistsamoderatehhigh
numberof replicas.Simulationgresentlyundervayalsoshaw self-healingcharacteristicghusreinforcing
theconclusiongiravn from the analyticalresults.

If all local cachesare consistentandall peersare online, thenthe expectednumberof messageso

completeaqueryin P-Gridis O(log(n)) wheren is thenumberof leavesin P-Grid (evenwhenthe P-Grid

10
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treeis unbalanced) However, whenonly a certainpercentagef the peersis online (denotedby p_on in
Figure 2) and physicaladdressentriesin the routing cachesare possiblystale,the numberof messages
increasegby a factor)asshown in Figure2(a). This is the overheadncurredin successfullylocatinga
particularpeerby recursve queries. As a consequencef suchrecursve queries,a fraction of the stale
cachess updatedaswaselaboratedn the example).Soif we assumenly 60% of the peersbeingonline
and25%of the cacheentriesbeingstalethe performancestill is very efficient, with a mamginal overheadas
comparedo whenall cachecdentriesin P-Grid's routingtablesattheindividual peersareup-to-date.

Figure 2(b) quantifiesthe self-healingproperty suchthat a fraction of the stale cachesare updated
while conductingherecursve querying.Herewe obsenethatthefractionof cacheentriesthatareupdated
increasesvith thepercentagef staleentries.Thisis becausésolatedqueriedail morefrequentlyinitiating
recursve queries. For example,with 60% of the peersbeing online and 25% of the cacheentriesbeing
stale,about6% of the staleentrieswill berectifiedwhenthereis anew query

Recursve queriesmaystill fail, eitherbecause¢he peerbeinglookedfor is offline or becaus¢hequery
entersa loop (which is detected).The resultingprobability of failing to locateindividual peers(which is
lower boundby the probability of peersbeingoffline) versughe percentagef cacheseingstale,is shavn
in Figure 2(c), for variousvaluesof p_on. For example,if 80% of the peersare online and20% of the
cachesrestalethenthe probabilityfor notbeingableto contacta peeris around37%.

Letusassumehatthereare50replicad(i.e, thenumberof nodesn eachP-Gridleaf) andthe probability
of contactinga peerafter recursvely searchingP-Grid is 40% (i.e., only 20 of themare expectedto be
found), thenthe probability of successfullyforming a quorumof a minimum of 11 correctresults(i.e.,
> 50%) is shawn in Figure 2(d), with varying percentagef malicioususerswho may individually try
to impersonateor collaborateto launchdistributed denial of serviceattackagainstthe directory system.
As may be obsened, the systemcanprovide correctidentificationwith very high probability (essentially
100%),toleratingattacksby up to 20% maliciouspeers.

Thesefiguresprovide sufficient evidenceto concludethat an efficient, resilient, self-containedself-
organizingandself-healingP2Pdirectoryis indeedrealizablen a P2Psystemwith predominantlycooper

atingparticipants.
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