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Abstract

PGP’s“web of trust” approachprovidesbasicidentificationfacilities.Onebenefitof thisapproachis

thatit triesto lower theinfrastructurerequirementssuchthat,for example,nocertificationauthoritiesare

required.In this paperwe alsopursuethis objective but take it evenfurther. We presenta self-contained

P2P-baseddirectory that providessimilar guaranteesfor identificationasPGP, and like PGPrequires

no dedicated,third-party infrastructure. The participatingpeersprovide the infrastructurealongwith

theirnormaloperation.But unlike PGPit doesnot requireout-of-systemmechanismsto disseminatethe

publickey. Insteadwe exploit propertiesof theunderlyingP2Psystemto ensurecorrectkey publication

andretrieval by probabilisticquorums.We arguethat this is an efficient andmorereliablemechanism

comparedto web-of-trustapproaches.
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1 Intr oduction

CurrentP2Psystemsfall into one of threegroups: hierarchical,for example,Kazaa,unstructured,for

example,Gnutella,andstructured,for example,CAN, P-Grid,ChordandPastry. At themomentonly the

first two groupsarewide-spread.StructuredP2Psystemsarestill subjectto research.

The key drawbackof currenthierarchicalsystemsis their lack of scalability. Unstructuredsystems

which arecompletelydecentralizedsolve this, but at thepriceof high bandwidthconsumption(flooding,

constrainedbroadcast).Moreover, it is not clearhow suchunstructuredP2Psystemscansupportother

servicesthanfile sharing.Thisexplainstheadventof structuredP2Psystemswhichat themomentmainly

follow variantsof thedistributedhashtable(DHT) approach.DHT systemsdelegatepartsof theoverallkey

spaceto particularpeersanduseproximity routingfor queries.This avoidsfloodingandhencedrastically

lowersbandwidthconsumption,latency, andcomputingrequirementsof thepeers.

However, thetight associationof key spacewith peersmakesit importantto identify thepeerscorrectly

in theroutingprocess,particularlyif peersmayhave dynamicIP addresses.Also Byzantineor malicious

peerscouldcollaborateto launchDOSattacksor try to impersonateothers.Apart from just makingP2P

systemsandtheir routing reliableandresilient,establishingpeeridentity canalsoprovide securityguar-

anteesfor theapplicationsthataredevelopedon top of suchinfrastructures(e-commerce,grid computing,

web services).We canachieve authenticationandothersecurityaspectslike authorizationor reputation

managementif we canprovide a securemechanismto identify the participatingpeers.Traditionally, for

identification,eitherusername/password schemesor public key authenticationhave beenused. Unfortu-

natelyusername/passwordbasedschemesareunsuitablefor P2Psystemsandstandardpublickey schemes

requiredirectoriesandcertificationauthoritieswhich introducescentralizationthroughthebackdoor.

Fromtheexperienceswith PGP’s [3] web-of-trustmodelweknow thatit is possibleto sustainadecen-

tralizedpublic key infrastructure(PKI). PGPdependson thesmallworld phenomenonof socialacquain-

tancethat is observedin its trust(certificate)graph.In theweb-of-trustmodel,a participantof thesystem

(peer)knows thepublic keys of someotherpeers,andconsidersthis knowledgesacrosanct.It alsorelies

onsomeof thesepeers(with possiblyvaryingdegreeof trust)to certify thepublickeysof otherpeers.The

knowledgeof peers’public key is obtainedby finding a path in the peeracquaintance/trustgraph. This

formsthe“web-of-trust:” If ��� truststhat �	� is ��� ’s public key, andalsorelieson �
� to certify a third

party’spublickey, then �
� will believe in �	� being ��� ’s publickey if �
� certifiesit.

Approachesof thisgroup,however, havecertainpeculiaritieswhichmakethemunsuitablefor adecen-

tralizedPKI aswe envision it:

� Pathdiscovery is inefficientbecausetheeffort is not shared,andhashigh,unboundedlatency, since

pathsare explored by randomwalks, and thus do not exploit the graph’s structuralpropertiesas
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structuredP2Psystemswoulddo.

� As thenamePGP(PrettyGoodPrivacy) suggests,web-of-trustapproachesaredesignedfor privacy

purposes.To completelybelieve in a person’s public key, the informationhasto be obtainedout-

of-band. Otherwiseonly certificationsprovidedby personsknown in real life areaccepted.Thus,

identificationis assumedimplicitly. Particularly in the absenceof any quantifiableguarantee,it is

prematureto saythat the web-of-trustmodelwill translatewell from its traditionalfocusof confi-

dentialcommunicationin email to thedevelopmentof a public key infrastructurein a P2Psystem,

wherepeerswill interactwith totally unknown peers,andpeeridentity is of principalconcern.

� Web-of-trustmodelsfail to usethe collective knowledgeof the whole societybut useonly infor-

mationavailablewithin a smallnumberof transitive hopsin thetrustgraph.However, theultimate

purposeof a decentralizedPKI shouldbe to provide a way to establishidentity of unknown peers

beyondreasonabledoubt. Web-of-trustmodelscannotguaranteethat sincetransitive pathsarenot

guaranteed.

� Finally, sincethetrustonotherpeers’certificationis essentiallyad-hoc,aweb-of-trustis susceptible

to thetreacheryof evenoneor very few trustedpeers.

Thesereasonsmotivatedus to explore the possibility to usea structuredP2Psystemto storepublic

keys, andusea quorumbasedapproachto reliably find public keys of otherpeers,andhenceestablish

peeridentity. The questionto investigatewaswhethera P2Psystemcould provide a decentralizedPKI

without relying on any specializedroleslike thatof a trustedthird partynor usingout-of-systemsupport

like exchangingpublic keys offline. Besidesthis we had to take into accountadditionalchallengesof

realisticP2Psystems:Peersareoftenoffline, their IP address(DHCP)maychange,andpeermaybehave

maliciously. Soevenfor aP2Psystem’sbasicroutingpurposes,identificationis alreadyrequired.

Thoughthis introducesa cyclic dependency—thesystemintendedfor identificationdependson iden-

tification itself—we demonstrateanalyticallyandwith an examplethat a P2Psystemmaintaininga de-

centralizedPKI directoryfor its participatingpeerscanindeedberealizedandcannotonly toleratecertain

degreeof inconsistency, but alsohasself-healingproperties.

Our systemis basedon theP-GridP2Psystem[1] (http://www.p-grid.org/). However, our approachis

genericenough,suchthatit is realizablein otherstructuredP2Psystemsaswell. P-Gridis acompletelyde-

centralizedandself-organizingindex structurebasedonadistributedprefix treethatis constructedthrough

a distributed,randomizedinteractionmechanism.Simplifying it is a binarytreedistributedamongthethe

participatingpeerswhereeachpeer(actuallyit is a setof replicatingpeers)is responsiblefor onepathof

theoverall tree,i.e.,peersaretheleavesin this tree.Navigatinga queryin this treeis doneby forwarding

3



EPFL Technical Report IC/2003/25

it from peerto peeraccordingto the peers’local routing tablesuntil oneof the responsibleleaf peersis

reached.

Searchingin P-Grid is efficient and fast ( 
���������������� , where � is the numberof leaves). The P-Grid

constructionprocessguaranteesthat peerrouting tablesalwaysprovide at leastonepath from any peer

receiving a requestto at leastoneof the peersholding a replicaof the requestedindex information,so

thatany querycanbesatisfiedregardlessof thepeerqueried.Additionally, it guaranteesthata sufficient

numberof replicasexistsfor any pathandthatthepeersrepresentingacertainpathalsoknow theirreplicas.

In contrastto mostotherstructuredP2Papproaches(CAN is anexception),peersin P-Gridcannegotiate

andchoosethekey spacethey want to beresponsiblefor irrespective of their own logical identifier (self-

organization,separationof concerns).This impliesbetterloadbalancingpropertiesandresilienceagainst

attacks.

2 Locating and identifying peers

In P-Gridasin any otherstructuredP2PsystemdynamicIP addresses(e.g,becauseof DHCP)area key

problemto besolved.Theroutingtablesmustbekeptup-to-datewith thecurrentIP addressesof thepeer

population.In thequeryroutingprocessthefollowing problemscanoccur:

1. Peer� goesoffline anda differentpeer � gets � ’s IP address.The otherpeerswantingto routea

queryto � mustbeableto detectthis change.

2. A peergoesonlineagainwith a new IP address.Theotherpeersmustbeableto detectthis, check

identification,andupdatetheir routingtablesaccordingly.

While this maysoundsimple,it is in facta rathercomplex problemif it is to be solved insidea sys-

temwithout thehelpof trustedthird partiesbecauseP2Psystemsarehighly decentralizedandno standard

mechanismsexist to communicatesuchchangesefficiently for large-scalesystems(a comprehensivedis-

cussionof this problemis providedin [4]). MobileIP or IPv6 would solve this problembut they arenot in

placeandit is unclearwhenthey will be.

So,in factthis basicproblemwhich needsto besolvedfor routingpurposesis alreadya identification

problem.Wehaveto identify peersby universallyuniqueidentifiersandusetheseidentifiersin therouting

tables.For reallycontactinga peerin theroutingprocess,however, wehave to mapthis identifierontothe

peer’s currentIP address.Informally our solutionworks the following way: If a peer’s addresschanges

it insertsits currentID-to-IP mappinginto P-Grid so that otherpeerscanretrieve it. The insertionuses

a probabilisticquorumto ensurethat themappingis storedconsistentlyat a numberof replicatingpeers.

Using the samemethoda peeralso insertsits public key. We alsoassumethat if a peerhasinteracted
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with anotherpeerin the pastwhich will frequentlybe the casebecausethat is requiredby the P-Grid

constructionprocess,then it hasthe peer’s public key. While maintainingthe P-Grid, the public key is

neededto verify thatit is thesamepeerwith which a particularpeerhadinteractedin thepast.To prohibit

malicioususeall requestsandanswersadditionallyaresigned. Finding an up-to-dateID-to-IP mapping

meansqueryingP-Grid usinga peer’s ID as the key. The correctnessof the query resultwill againbe

verifiedby a probabilisticquorum.

This approach,however, hasa subtlecatch: On the onehandwe usethe P-Grid to index arbitrary

information(applicationindex) andon the otherhandwe usethe sameP-Grid asa directoryservicefor

alsostoringtheID-to-IP mappingsfor its participatingpeers,thatis neededby theP-Griditself to perform

routing. In otherwords: Queriesin P-Grid requirerouting decisionsandduring routing, queriesto the

sameP-Gridfor mappingsoccur. Theapproachis self-contained,but a legitimatequestionto askis “Will

it work in practise,sincewe areproducingrecursive queries(hen/egg problem)?”.In fact, thegoodnews

is: Underrealisticassumptions,usingcachedID-to-IP mappings,andtrying to updatethe cacheentries

uponroutingfailures,theapproachworksfineandexhibitsacceptableperformance[4].

Let usnow getbackto theproblemof identification.If wecanuseP-Gridasaself-containeddirectory

systemfor suchID-to-IP mappingswe canalsouseit asa general,self-containedidentificationinfras-

tructure:Along with the ID-to-IP mappingswe canalsostorea peer’s public key which canthenalsobe

retrievedwith thesameprobabilisticguaranteesastheID-to-IP mappingandhencebeusedasthebasisfor

identificationof arbitrarypeers,with similar guaranteesasin PGP.

In thefollowingsectionswewill giveamoredetailedlook atthealgorithm,giveanexplaining,concrete

example,andprovidesomeresultsfrom theanalyticalmodelwe developed[4] to justify thatour quorum-

basedP2P-PKIworksdespitethehen/eggproblemmentionedabove.

3 Basicidentification algorithm

Upon installationeachpeer� generatesa universallyuniqueid ( �����! ) by applyinga cryptographiclyse-

curehashfunction to the concatenatedvaluesof the currentdateandtime, the peer’s currentIP address

"  � �#%$ anda largerandomnumber. For thealgorithmwe distinguish3 phases:bootstrap,peerstartup,and

operationsphase.

Duringbootstrap� oncegeneratesaprivate/publickey pairandinsertsamappingbetweenits �����! and

its currentIP address"  & '# $ alongwith its public key into P-Grid(insertsandupdatesaredoneaccording

to thealgorithmpresentedin [2]). This requestis signedwith theprivatekey of � andincludesatimestamp

to preventreplayattacks.If it is discoveredduringthis stepthata mappingfor theproposed�����( already

exist (thoughthis is very unlikely) a new �����! is computedand the stepis repeated.The insertionis
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consideredsuccessfulif acertainminimumnumberof replicashaveconfirmedto havestoredthemapping

(theresponsiblereplicasareselectedaccordingto the �����( ). It is thusimplicitly ensuredthat thecorrect

public key is replicated.This meansotherpeerscannow queryP-Gridfor themappingandfor thepublic

key of � andusea quorumto checkwhetherthey canrely on theresult. The retrievedpublic key canbe

storedlocally andusedfor authenticationpurposesin thefuture.

Duringeverypeerstartupfollowing thebootstrap,� thencheckswhetherits IP addresshaschanged.If

so,� insertsinto P-Gridits presentID-to-IP mapping(signed).Replayattacksarepreventedby timestamps.

From the propertiesof DHTs (key association)the relevant replicasresponsiblefor storing the ID-to-IP

mappingalreadyhave � ’s publickey.

Thesestepsensurethemaintenanceof correctID-to-IP mappingsin theP-Grid. In theoperationsphase

thealgorithmworksasfollows: � needsto contactpeer � . If it hasnot interactedwith � earlierandit does

nothaveacachedID-to-IP mappingand � ’spublickey, it queriestheP-Griddirectoryusing � ’s �����! asthe

key. As a resultit will receivea numberof signedanswersfrom a numberof replicasstoringthemapping.

If a certainquorumof the received public keys/mappingsare identicalandthe signaturesarecorrect, �
assumesthat themappingis correctandstore � ’s key for furtherrequests.However, it still maybethat �
justwentoffline andsomebodyelsenow uses� ’s IP address(legitimatelyor notdoesnotmakeadifference

here).To copewith that � usesastandardchallenge/responseusingrandomnumbers.

Having � ’s public key speedsup the whole processin the future because� doesnot needto find a

quorumanymoreif it requests� ’sup-to-dateID-to-IP mapping.Sinceall requestsaresignedandit already

has� ’spublickey it canimmediatelychecktheresultsit receivesby checkingthesignatureof thereceived

data(since � signsits ID-to-IP mappingduringinsertion/update).

In the above descriptionwe have assumedimplicitly that during the routing of the original queryno

additional(recursive)queriesarenecessary. However, it mayoccurthatat somepeersall requiredentries

in its routing tablehave becomestaleanda recursive queryto the sameP-Grid needsto be issued.This

mayseemlike ahen/eggproblembut aswe show in thefollowing it canbesolved.

So far thequerystrategy worksasfollows: A peertries to reply to a queryif it hasthe resultsstored

locally, or elseforwardsthe queryto at leastoneof the peersin its routing tableaccordingto P-Grid’s

routingalgorithm.If noneof thesepeerscanbecontacted,thequeryfailsandis abandoned.

We canmodify this queryhandlingalgorithmto take into accountthe needfor recursive queries:If

a peerfails to contactany of the peersin its routing table, it initiatesa new queryto discover the latest

ID-to-IP mappingof thepeersin theroutingtable,andif sucha peercanbelocated,thecacheis updated

andtheoriginal queryis thencontinued(forwarded).To avoid queryloopsandguaranteeterminationof

therecursivealgorithmatime-to-livecountis used.

Under the assumptionsthat a certainminimum numberof peersis online and a certainnumberof
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replicasexist, it hasbeenshown that the recursive versionsucceedswith high probability [4]. However,

thepossibilityexiststhata queryterminateswithout success.Theonly remedythenis to repeatthequery

at a later time assumingthat thepeerpopulationhaschanged(andalike the routingtables)andthequery

hasa chanceto succeedthen.

Abstractingfrom the underlyingP-Grid (or any other DHT), the routing of the queriescanalso be

viewedasrouting/navigatingin a trustgraph(similar to theweb-of-trustmodelof PGP),but insteadof per-

formingarandomwalk, it is anefficientproximity routingin thestructuredP2Psystem,thusguaranteeing

existenceof pathsto the informationaswell as the efficiency of suchsearches.Reliability is provided

throughreplicationandprobabilisticquorum.

Wheninteractingwith any arbitrarypeerfor a purposeotherthanmaintainingthedirectoryitself, the

samedirectorycanbeusedto storeandqueryinformationlikecertificatesof peersandsupportapplications

which requirean identificationscheme.For many purposeseven the identificationrequiredfor P-Grid

routing itself will besufficient. Theadditionaladvantageof usingP-Gridis thatno additionalspecialized

infrastructureis requiredbecausethe participantsof a systemimplicitly provide the infrastructurein a

P2Pway. Thus no third party infrastructurehasto be in placebeforethe systemcan operateand use

identificationinformation,nor out-of-systemmechanismsareused.Henceour approachachievesa self-

containedP2Pdirectorysystem.

Thefollowing Section4 will now giveaconcreteexampleto makeour theoreticalconsiderationseasier

to understandandSection5 will provideacondensed,informalversionof theresultsof theproofpresented

in [4] to justify this claim.

4 Example

This sectiongivesan exampleof how the queryalgorithm describedabove work in a concretesetting.

While theP-Gridis in thestateasshown in Figure1(a),assumethat ��) receivesa query *+�-,/.10'� .
Thequerymaybefor searchingany informationin P-Grid,eitherinformationaboutsomeparticipating

peeror any otherinformation.In thisexamplesituation,� ) fails to forwardthequeryto ��2 and�43!5 because

thecacheentriesfor ID-to-IP mappingarestale(underlinedentriesin theroutingtable).An isolatedquery

would fail immediately.

However, a peerthat hasfailed to contactall of the peersin its routing tableeitherbecausethey are

offline or becausetheir physicaladdressis differentfrom what is cachedlocally, first triesto discover the

latestaddressesfor theentries(peers)in its routingtable.In ourexampleweassumethatinformationabout

��687 is insertedandqueriedusinga4-bit representationof the“id.” Routingin P-Gridis doneby finding the

longestcommonprefix of thequerywith thepathsin the routing table(left of thecolon)andforwarding
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Figure1: Beforeandafterrecursively queryingP-Grid

thequeryto oneof thepeersgivenon theright sideof thecolonof thatline.

So, ��) initiatesRecursive-Query�9� 2 � , i.e., *+�-,/.:,/.:� , which needsto be forwardedto either � 2 or � 3!5 .
This fails again.� ) maytheninitiate Recursive-Query�;�43!5<� , i.e., ( *+�=.�.'.>,&� ), which needsto beforwarded

to �?3�@ and(or) �43=A . �?3�@ is offline (unshadedovals),so irrespective of thecachebeingstaleor up-to-date,

*+�9�?3=5:� fails to beforwardedto �?3�@ . �43=A is online,andthecachedphysicaladdressof �?3�A at � ) is up-to-date,

so *+�9� 3=5 � is successfullyforwardedto � 3=A .
� 3�A needsto forward *+�;� 3!5 � eitherto � @ or � 3�@ . It fails to forwardit to � 3�@ , sinceit is offline. Further,

� 3�A fails to forward it to � @ becauseits cachedentry for � @ is stale. � 3�A thus initiates anotherquery,

Recursive-Query�9� @ � , i.e., ( *+�-,',/.:,�� ). It mayinitiateRecursive-Query�;� 3�@ � aswell.
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From � 3=A , *+�9� @ � is forwardedto � 2 . From � 2 , *	�;� @ � is forwardedto oneof ��) and ��B . Assume��B
replies.Thus� 3�A learns� @ ’s latestphysicaladdressandupdatestheID-to-IP mappingin its localcache.� 3�A
alsostartsprocessingandforwardstheoriginal Recursive-Query�9� 3=5 � to � @ . � @ provides � 3=5 ’s up-to-date

address,and��) updatesit in its cache(directlyor via � 3=A , dependingon theimplementation).

Having learnt� 3=5 ’scurrentphysicaladdress,��) now forwardstheoriginalquery *+�-,/.10'� to � 3=5 . In this

case,notonly is theoriginalquerysatisfied,but also� ) hasanopportunityto learnandupdate��2 ’sphysical

address,since�?3=5 is responsiblefor ��2 ’s latestphysicaladdress.Thus,apartfrom successfullyreplying

to the original query, � ) updatesthe physicaladdressfor �43!5 , andpossiblythat of ��2 . Further, because

of the initiated child queries,� 3�A updatesits cachedaddressfor � @ . The final statewith several caches

updatedafter the completionof *+�-,/.C0D� at ��) is shown in Figure1(b). This examplethusdemonstrates

how a self-containeddirectorycanwork, toleratingnot only a certaindegreeof inconsistentinformation,

but alsorepairingsomeof them(self-healing).

For thepurposeof completeness,let usnow considerP-Gridin termsof thepeers’knowledgeof each

others’publickeys. We elaboratehow theP-Gridof Figure1 evolvesfrom anearlierstate.SinceP-Grid’s

accessstructureis constructedthroughrandompeerinteraction[1], let usconsidera time whenpeers�43
and� B , bothresponsiblefor path“00”, meetanddecidethat �?3 will beresponsiblefor “000” while � B will

beresponsiblefor “001” (or they candecideto bereplicas).For routingto bereliablein P-Grid(asin any

otherDHT), if � 3 laterreceivesa queryfor “001” it needsto forwardit to ��B , andthusneedsto locateand

identify ��B . So during the P-Grid constructionprocess,� 3 stores��B ’s public key. In addition � 3 locally

cachesthecurrentID-to-IP mappingof ��B . In thefuture, � 3 first triesto usethis cachedinformation,and

only uponfailure, issuesa queryto locate��B aselaboratedin theabove example,andverifiesits identity

usingthelocally storedpublic key thatwasobtainedduringP-Gridconstruction.

At a later time, �?3 mayinteractwith � ) andthey decideto becomereplicasfor “000”. In thatcase� )
may replicate�?3 ’s routing tableandcacheof ID-to-IP mappings.Additionally it mayobtain � B ’s public

key from �?3 . However, if � ) doesnot trust �?3 ’s certificationfor � B ’s public key, it canopt to queryP-Grid

for it (probabilisticquorum). This makes the approachmore robust againstindividual or collaborative

maliciousbehavior of peers,ascomparedto PGP. Sincequeriesareefficient in P-Grid, the overheadof

forming probabilisticquorumis insignificantto therandomwalksin thetrustgraphof web-of-trustbased

schemes.

Thus,theP-Gridconstructionprocessensuresthateachpeerhasthepublickey of otherpeerslistedin

its routingtablewhich in contrastto theID-to-IP mappingsdoesnot change.
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5 Viability of a quorum-basedP2P-PKI

To evaluatetheviability of suchaself-containeddirectory, wedevelopedananalyticalmodel[4]. Figure2

summarizesour observationsfor a realisticsituation.
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Figure2: Resultsfor thealgorithmto identify peersby recursivequeries

Thefirst threeplotsarefor a balancedP-Gridof depth7 with 4 replicasat eachleaf. Thusthereare28

cachedID-to-IP mappingsat eachpeer. Theresultsareprobabilisticandhencefor a realsystemto show

suchstatisticalbehavior, it wouldneedalargerpopulationof peers,suchthatthereexistsamoderatelyhigh

numberof replicas.Simulationspresentlyunderwayalsoshow self-healingcharacteristics,thusreinforcing

theconclusionsdrawn from theanalyticalresults.

If all local cachesareconsistentandall peersareonline, then the expectednumberof messagesto

completeaqueryin P-Gridis 
��-H�I:J4�K����� where� is thenumberof leavesin P-Grid(evenwhentheP-Grid
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treeis unbalanced).However, whenonly a certainpercentageof the peersis online (denotedby � I1� in

Figure2) andphysicaladdressentriesin the routing cachesarepossiblystale,the numberof messages

increases(by a factor)asshown in Figure2(a). This is the overheadincurredin successfullylocatinga

particularpeerby recursive queries. As a consequenceof suchrecursive queries,a fraction of the stale

cachesis updated(aswaselaboratedin theexample).Soif weassumeonly 60%of thepeersbeingonline

and25%of thecacheentriesbeingstaletheperformancestill is veryefficient,with amarginaloverheadas

comparedto whenall cachedentriesin P-Grid’s routingtablesat theindividualpeersareup-to-date.

Figure2(b) quantifiesthe self-healingproperty, suchthat a fraction of the stalecachesareupdated

while conductingtherecursivequerying.Hereweobservethatthefractionof cacheentriesthatareupdated

increaseswith thepercentageof staleentries.Thisisbecauseisolatedqueriesfail morefrequently, initiating

recursive queries.For example,with 60% of the peersbeingonline and25% of the cacheentriesbeing

stale,about6%of thestaleentrieswill berectifiedwhenthereis anew query.

Recursivequeriesmaystill fail, eitherbecausethepeerbeinglookedfor is offline or becausethequery

entersa loop (which is detected).Theresultingprobabilityof failing to locateindividual peers(which is

lowerboundby theprobabilityof peersbeingoffline) versusthepercentageof cachesbeingstale,is shown

in Figure2(c), for variousvaluesof � I1� . For example,if 80% of the peersareonline and20% of the

cachesarestalethentheprobabilityfor not beingableto contactapeeris around37%.

Let usassumethatthereare50replicas(i.e,thenumberof nodesin eachP-Gridleaf)andtheprobability

of contactinga peerafter recursively searchingP-Grid is 40% (i.e., only 20 of themareexpectedto be

found), thenthe probability of successfullyforming a quorumof a minimum of 11 correctresults(i.e.,
LNM ,&O ) is shown in Figure2(d), with varying percentageof malicioususerswho may individually try

to impersonate,or collaborateto launchdistributeddenialof serviceattackagainstthe directorysystem.

As maybeobserved,thesystemcanprovide correctidentificationwith very high probability (essentially

100%),toleratingattacksby up to 20%maliciouspeers.

Thesefiguresprovide sufficient evidenceto concludethat an efficient, resilient,self-contained,self-

organizingandself-healingP2Pdirectoryis indeedrealizablein aP2Psystemwith predominantlycooper-

atingparticipants.

References

[1] Karl Aberer, ManfredHauswirth,MagdalenaPunceva,andRomanSchmidt. Improving DataAccess

in P2PSystems.IEEE Internet Computing, 6(1),2002.

11



EPFL Technical Report IC/2003/25

[2] AnwitamanDatta,ManfredHauswirth,andKarl Aberer. Updatesin Highly Unreliable,Replicated

Peer-to-PeerSystems.In ICDCS, 2003.

[3] S.Garfinkel. PGP: Pretty Good Privacy. O’Reilly & Associates,1994.

[4] ManfredHauswirth,AnwitamanDatta,andKarl Aberer. HandlingIdentity in Peer-to-PeerSystems.

TechnicalReportIC-2002-67,EPFL,2002.

12


