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Abstract. Gnutellais still oneof the mostpopularP2Psystemswith millions of
users.The adwantagef Gnutellaareits low maintenanceverheadts excel-
lent robustnesgroperties andits query processinge xibility. Recentimprove-
ments,suchasthe introductionof ultrapeersandaugmentechodedegreesalso
signi cantly reducedits excessve network bandwidthusagewhich was one of
Gnutellas major dravbacks.Despitetheseimprovements Gnutellais still inef-
cient for rarequeriesin termsof low successatesandmassive messagerop-
agationoverheadIn this paperwe augmentthe unstructuredsnutellanetwork
with a structuredoverlay network of ultrapeershasedon the KademliaDHT to
addresghe problemof rarequeriesin Gnutella.We presenthe requiredquery
maintenanceand ultrapeerelectionalgorithmswhich useboth overlaysat their
optimal ef ciency, describethe protocolsandarchitectureof our hybrid system,
andpresenburimplementatioron the basisof the LimeWire Gnutellaclientand
the AzureusKademliaimplementationTo demonstrat¢éhe advantagesandef -
cieng of our hybrid approachwe provide experimentalresultsfrom large-scale
experimentswith hybrid ultrapeersunningon PlanetLabwhich wereconnected
to the live LimeWire Gnutellaand AzureusKademlianetworks, with approxi-
mately4 million (LimeWire) and800thousandAzureus)connectedisersduring
theexperiments.

1 Intr oduction

RecentP2Presearchasfocusedto a large extenton structuredsystemsmostpromi-
nentlyDHTswhich offer avery high searctperformanceandlow bandwidthoverheads
atthe costof having to usesophisticategrotocolsto dealwith network realitiessuch
aschurnandstill limited expressienessof supportedsearchpredicatesin contrast,
unstructuredoverlays, most prominently Gnutella,are very robust and offer e xible
supportfor queryprocessindut paytheseadvantagesvith excessiely highbandwidth
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consumptiorandlow successatesandmassie messag@ropagatioroverheador rare
gueries.To addressheseproblemsof Gnutella,we proposea hybrid overlay network
which combinegheadwantage®f bothworlds.

Before we take a closerlook at our proposal,it is importantto review the devel-
opmentof the Gnutellanetwork asmary improvementshave beenintroducedover the
yearsandseveral assumptionsvhich werecorrectfor the original Gnutellaoverlay of
2001nolongerhold, despitestill beingusedasthe basisof mostwork on Gnutella.

Mostimportantly thetopologyandperformancef theGnutellanetwork have evolved.

In respectto topology a superpeerarchitectureof higherlayer ultrapeersand lower-
layerleafnodesvasintroducedThemostpopularclients(LimeWire, Bearshare)yvhich
accountfor morethan90% of the network, usethis architectureandenforcea constant
numberof openconnectionbetweertheclientsandbetweertheultrapeerandtheleaf
layer. This resultsin a atter nodedegreedistribution so thatthe nodedegreescanno
longerbeassumedo follow a powerlaw distribution andadditionallythis architecture
malkesthe Gnutellanetwork evenmoreresilientto failure.

Furthermorethe userbasehasgrown considerablySinceits original conception,
theGnutellanetwork hasevolvedto morethan4 million simultaneousisersButthanks
to theintroductionof the two-tier topology, dynamicquerying,andqueryrouting pro-
tocol (QRP)improvementsthe Gnutellanetwork hasscaledto matchthis substantial
growth of its userbaseUltrapeersalsosuppressinnecessamnaintenanceetwork traf-

¢ asleavesnolongerparticipatein the continuousping-ponginteractiongo discover
peersthustherequiredbandwidthoverheador maintenancevassigni cantly reduced.

The augmentedodedegreeanddynamicqueryinghave maintainedhe ef ciency
of the messageooding technique The network crawls describedn [1] show thatthe
numberof peersreachedper TTL hopis stablecomparedo the original studies[2—
4] which were performedwhen the network was considerablysmaller and that the
predictiondoneby the dynamicqueryingmechanisnmis very accurateup to a certain
threshold.

Despiteall theseémprovementsvhich have reducedheresourceconsumptiorcon-
siderablysomedravbacksof Gnutellaremain suchasnoupperboundonquerylateng
andthe inefcient processingf rare queries.While the lateng boundis a probably
unsohabletheoreticalproblem,rare queriescan be mademore ef cient by practical
meansFor this purposewne proposeo augmenGnutellawith a structuredbverlaynet-
work of ultrapeerdasecn the KademliaDHT.

In the following we rst give a concisedescriptionof the currentprotocolsand
optimizationsusedin the Gnutellanetwork andgive a detailedproblemdescriptionto
enablethe readerto assesshe advantagesf our hybrid approach.Thenwe present
therequiredgquery maintenanceandnetwork electionalgorithmsthat provide the best
ef ciency dependingnthe searchedlata.We will shav thata hybrid systemnotonly
providesreliable searchresults,but also considerablydecreaseshe bandwidthover-
headin the Gnutellasystemcreatedby the messageood inducedby highly propa-
gatedsearcheskFinally, the ef ciency of our approachis demonstratedy large-scale
experimentawith hybrid ultrapeergunningon PlanetLabwhich wereconnectedo the
live LimeWire Gnutellaand AzureusKademlianetworks, with approximately4 mil-
lion (LimeWire) and800thousandAzureus)connectedisersduring the experiments.
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The experimentswere donewith a production-qualityimplementationwhich is likely
to includedin afutureversionof the LimeWire P2Psoftware.

2 Current Gnutella technology

The original Gnutella[5] usesa simple constrainedooding approachfor search A
queryis forwardedto a x ed numberof neighbors(typically 4) until its time-to-live
(TTL) in termsof forwarding steps(typically 7) is exhaustedor a loop is detected
(queriesbeara uniqueid for this purpose).Queryresultsare routedback along the
querypathto the original requesterSeveral studies[2, 6, 7] have shovn that Gnutella
forms a small-world network which ensureghat the searchresultscanbe found with
relatively low TTL. However, this ooding approactresultsin a very high bandwidth
consumptiorandinconsistentlatadiscovery, makingthe original Gnutellaquiteinef -
cient.

Gnutellawasoneof the rst completelydecentralizedP2Psystemsandit hasbeen
evolving constantlysinceits original conception.The initial, primitive versionof the
protocol hasbeenextendedand augmentedo addressseveral shortcomingssuchas
excessve bandwidthconsumptionand query delays. Theseimprovementsinclude a
superpeertopology(ultrapeers)gqueryrouting,anddynamicquerying.In thefollowing
webrie y presentheseadditionsto give anup-to-datepictureof thecurrentlydeployed
Gnutellaversion.

Ultrapeers A signi cant improvementto the original modelis to createa hierarchy
within the network, partitioningthepeersnto leave nodesandsuperpeerscalledultra-
peerdn Gnutella.Thegoalis to reducebandwidthconsumptiorwithout compromising
GnutellasrobustnessUItrapeersareconnectedsin theoriginal Gnutellawhile leaves
arenot part of this network but are connectedo at leastone ultrapeerwhich shields
themfrom undesiredraf c andhandlegshequeryprocessindor them.An ultrapeehas
multiple leavesandis connectedo multiple otherultrapeersLimeWire's implementa-
tion currentlyuses3-5 ultrapeerconnectiongor eachleaf andeachultrapeerservices
upto 32leavesandhasconnectionso 30 otherultrapeersUltrapeersareselectedased
onlonguptime,higherbandwidthandreachability(notbehinda re wall) of apeer For
uptimeit hasbeenshawvn in [4] thatthe probability thata hoststaysonlineis directly
relatedto how longit hasbeenconnectedo the network. Hostsshouldthereforehave a
reasonabhhigh uptimeto beultrapeercandidateswWhenanew nodejoinsthe network,
it recevesalist of potentialultrapeerdo try to connecto. Eachnodealsokeepsallist
of ultrapeerst hasencounterethroughpongreplies.If aleaflosesaconnectiorto one
of its ultrapeersit will try to connectto anodein thislist.

Query Routing Protocol (QRP) To fully exploit thistopology, ultrapeersequiresome
knowledgeof the datatheir leavesexposeto the restof the network. To this end, leaf
peersperiodicallysenda setof hashe®f their datato the ultrapeer This setof hashes
is calleda queryrouting protocoltable (QRPtable).Whenanultrapeerecevesa data
query it checksits QRPtablesandforwardsthe queryonly to thoseleareswhich have
apotentialmatch.
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Out of Band queries In the original Gnutellaspeci cation, query responsesvere
routedbackto the originatoralongthe path of the query This usessigni cant band-
width andincreaseghe probability that messagesre lost. To addresghis problem,
searclresultscannow be returneddirectly to the queryoriginator This so-calledout-
of-bandmessging requiresthat a hostcanacceptunsolicitedUDP paclets,which is
notalwaysthecaseA vendorspeci ¢ ag hasthusbeenaddedn thequerymessagéo
inform the respondingpeersif the queryoriginatorcanreceve out of bandresponses.
If aleaf cannotreceve out of bandmessagethenits ultrapeercanactasa proxy.

To further reducebandwidthconsumptionalso the conceptof dynamicquerying
wasintroduced.Theunderlyingideais thataleaf rst sendsa probequeryto a subset
of its ultrapeerdo estimatethe popularityof the queryandbasedon the returnedhits,
it eithersendsaregularqueryto someof its ultrapeeror usesamoreaggressie search
stratgyy with to a larger numberof ultrapeersThis stratgy makes a lot
of sensdan le-sharing applicationsasusersaretypically not interestedn a complete
resultbut in areasonabl@umberof hits they canusefor downloads.

Thepopularityof aqueryis calculatedastheratio of returnechits vs.thenumberof
contactecpeers.Thenumberof contactecpeerscanbeestimatedy
where s the ultrapeemodeout-degree(all ultrapeersareassumedo have the same

). Dependingon thisratio, threescenariosrepossible:

1. If theratiois low, thequeryis consideredareandsentagainwith ahigh TTL.

2. If theratiois medium thequeryis sentto a biggernumberof ultrapeersvith alow
TTL.

3. If theratiois high, the searctstops.

Foreven ner-grainedcontrolof query ooding LimeWire usesatime to_wait_per_hop
variablewhich determineshe aggressienesf the searchin termsof thetime to wait
beforesendingthe next query( o w control),e.g.,it sendsthe querywith TTL=3 and
thenwaitstime_to_wait_per_hop beforesendingthe next querywith a higherTTL. The
new TTL is calculatedwith respecto theratio but in LimeWire is never greaterthan6.
Again, thistimeoutis ne-tuned dependingpnthe querypopularity

Becausdeavesare constantlyconnectedo at least3 ultrapeerswvho performdy-
namicqueryingand becauseepliesto thosequeriescan be sentout-of-bandwithout
coming back throughthe ultrapeersa noti cation mechanismhas beenintroduced:
Whenaleafhasrecevedsufcient results;t sendsa QueryStatusResponse  mes-
sageto its ultrapeemwhich thenconsiderghe queryascompletedanddiscardst.

3 Kademlia

Kademlia[8] is a distributedhashtable (DHT). Eachnodein the network is assigned
arandom160 bit identi er (ID) andtheresultingID spaceis represente@sa binary
tree.Searchis performedby greedypre x routing similar to Pastry[9], Tapestry[10]
or P-Grid[11]. The nodes routing table containsa list of hosts,calleda k-budket, for
everybit atadistanceof 2 to 2 from itself, where .In abinarytree
this meanghatevery hostknows at leastoneotherhoston the oppositesideof thetree
for every bit, i.e., routing tablesare of size . Eachk-bucket containsa list of
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the nodeslosesto arangeof IDs in the Kademlianetwork, makingit responsibldor

asubtreeof thetotal binarytree.The k-bucketsareorderedwith the mostrecentlyseen
nodesat the tail andleastrecentlyseennodesat the head effectively implementinga

leastrecentlyused(LRU) eviction policy. They areregularly refreshedo improve the

resilienceof thesystemagainsthurn,ensuringhatthebucketsalwayshave afreshlist

of nodesFurthermore, is a system-widereplicationparametefusually20), selected
suchthatit is veryimprobablethatall nodedeavethenetwork beforethebucketis re-

freshedIt hasbeenshavn thatKademliask-bucketsimprovethesystemsresilienceto

churnandreducethe bandwidthrequiredfor routingtablemaintenancgl2]. Kademlia
resembled-Grid [11] with the only differencethat IDs in Kademliaare chosenran-

domly andare of constaniength,whereasn P-Grid nodelDs correspondo the data
a peeris responsibldor andthelengthof the ID is determinedby the numberof data
itemsin the systemandis dynamicallyadjusted.

Kademliausesa XOR metricto determinghedistanceof two peerdn thekeyspace,
e.g..twonodeswith IDs0011and1011haveadistanceof XOR(0011,1011¥

. Asin thisscheménigherorderbits have ahigherimpactonthedistancethe XOR
metricmatcheghe structuralpropertiesof thebinarytree.

To look up a speci ¢ key, nodesconsulttheir routing tablesfor the peerwith the
closestdistanceto the queriednode,contactit, andasa reply receve a list of nodes
closerto the key. Thenthis resultis usedin the sameway until theresponsiblenodeis
reachedj.e., in eachstepat leastl bit is resolhed, resultingin searchcom-
plexity. The advantageof this algorithmis thatmessagesannotbe lost dueto random
peerdepartureasthe originatorcontrolsevery stepof the queryresolution.Moreover,
eachinteractionin the queryresolutionallows the two peersto exchangeandimprove
theirroutingtables.

When a nodejoins the network, it sendsa queryfor its own nodelD to a node
alreadyconnectedo the DHT. This returnsa list of nodescloseto the hostID which
thenew peeriteratively contactauntil it nds the closestodeto itself. Finally, in order
to Il upits routingtable,thenodelooksup all the nodesfurthestaway from its closest
known hosts consequentlynitializing its routingtable.

As a performancemprovementKademlia can perform lookup operationsasyn-
chronouslyin parallel,i.e., every lookup stepis doneby sendingamessagéo nodes
simultaneouslyselectingthe closestnodeto the target from the responsesand send-
ing the next setof  lookups.The goalsareto avoid being slowed down by staleor
high-lateng nodesandto reachthe targetID throughthe shortestpath possible.Par-
allel lookupsreducethe numberof hopsrequiredto reacha hostby allowing random
improvementof a new contacts closenes$o thetargetkey at eachstepof thelookup.

4 Rare queriesand diminishing return

Messageooding asusedin unstructuredetworksworkswell for discoveringpopular
databecaus@aquerycanbepropagatedo alargenumberof nodeswith arelatively low
TTL, i.e., low numberof hops[3, 13], and populardataitemshave a high replication
factorin the network [14]. However, for rareitems, messageooding in unstructured
networks performspoorly asit consumes largeamountof bandwidthdueto thelarge
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numberof message®oded into thenetwork, querieshaveahighlateng asit increases
whicheachhopuntil ahit is found,andit is unreliableasthesearcthasalow probability
of reachinga hostwhich hastherequireddata.

In contrastDHTs offer averygoodsearciperformancetypically , for ary
dataitemin thesystenindependentf its popularityandbandwidthconsumptions low.
However, DHTsrequiresophisticategbrotocolsto dealwith network dynamics(churn)
andstill only supportqueriesof limited expressvity. Moreover, DHTs are commonly
not optimizedfor mass-markt le sharingapplicationswheremostrequestsare for
a small numberof very popular les andwherethe network churnis extremely high.
Thereforetherationalof the approactpresentedn this paperis to useGnutellaasthe
basiccommunicatiorinfrastructureto connectpeersandto performpopularsearches,
andto usea DHT to publishandqueryfor rareitems.

4.1 De ning raredataitems

Thebasicdesignquestionfor sucha hybrid systemis, how raredataitemsarede ned.
Previous studies[6, 13—15] have evaluatedthe datadistribution in Gnutellabut have
commonlyusedsimulationsor producedhrti cial querieso measurejueryrepliesand
result sets.Moreover, thesestudieshave focusedon network characteristicsuchas
overall queryand le distribution acrossconnectecpeers.n contrastto thesestudies
we needusercentricstatistican orderto gainknowledgeof individual peerbehaiors.

To this end,we hadto performa numberof experimentsto collect the required
statistics We deployed 50 ultrapeemodeson PlanetLalj16] andlinked theminto the
live LimeWire network. Thesenodesran a modi ed LimeWire client and recorded
queriesand correspondingesultsin the Gnutellanetwork. More precisely we used
ultrapeerprobeswith a customimplementatiorof the LimeWire core and performed
passie measurements,e., measurementthat did not interferewith the network by
actively generatingnessagedn the experimentswe recordedmore than100'000in-
coming querieswhich producedover 4.5 million results.Threesetswhereproduced
by the probeson 19/01/200621/01/2006and29/01/2006 recordingqueriesfor 1 day
in the rst experimentandfor 2 daysin the othertwo experiments.To normalizethe
statisticsthefollowing changesvereappliedto the datasets:

1. Queriesthatdid not completebecausdhe leavesdisconnectedrom the ultrapeer
beforethe end of the searchwere discardedasthis doesnot provide relevantin-
formation.

2. Leaveshave 3-5 openultrapeerconnectionsEven thoughthe probeshave been
deployedin dispersedocationsaroundthe world, someleavesconnectedo more
thanoneprobeat a time. This led to duplicateentriesin the dataset. Thesewere
identi ed andremoved.

3. Whenleavesreceve enoughresults(150in LimeWire), they notify their ultrapeers
to stopqueryingthe network by QueryStatusResponse  asdescribedabove.
We have thereforereplacedhe valueof theresultsetof thesequerieswith thefol-
lowing formula: ——, where is theresultsetsize currentlyrecorded
by theprobeand is the out-degreeof leaves.This formulacalculateshe average
numberof resultsreturnedby eachof theleaf s ultrapeersAs theleafhasreceved
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150resultsin total, it meanst hasreceved resultsfrom its otherultrapeers,
whichwe nally divide by theout-degreeminustheprobeto nd theaveragenum-
berof resultsroutedperultrapeer

4.2 Experimental results

Query latencyand resultsetsize.Our rst goalwasto gatheiknowledgeonthequery
popularityof individual queriesto assesthe possibility of improvementgo the current
network. Figure 1 shavs the cumulative distribution function (CDF) of querytimes
recordedn theexperiments.

A query stopsonly if it was successfubnd has generatecenoughresults,or in
the caseof a failure, whenthe maximumsearchtime haselapsedj.e., 200 seconds
in LimeWire. The rst obsenationfrom this datasetis the discontinuityin the query
timeswhich is dueto the dynamicqueryingmechanisnasit adaptsthe TTL of the
searchmessagelependingon the query popularity Searchesre rst sentto a small
setof peersandthe searchhorizonis thenincreasedrogressiely if necessaryThis
createshe waves of resultsin the gure. The secondobsenation, which is the most
relevant for our purpose,s that 80 percentof the queriesare successfubefore 120
secondswhile approximatelyl8 percentof searchesrekilled and never get enough
results.
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Fig. 1. CDF of querytimes

Additionally, asshavn in Table 1, successfufjueriesgenerallyhase a goodmean
responséime of 15.958seconddor the rst response@nda meanresultsetsize94.04.
The correspondinggures for querieswhich returnedinsufcient resultsetsizesare
138.149secondsand 13.09 hits (thesenumberdoesnot include queriesthat did not
returnary result).

Thesedataindicatethatthe Gnutellanetworkis veryef cient in nding themajority
of data,providing quitelargeresultsetsin asmallamountof time, but thatalmost20%
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Table 1. Resultsetsizeand rst resultlateny with respecto the queryoutcome

Queryoutcome¢Meanresultsetsizgmean rst responsdateny (sec)Total (%)
successful 94.04 15.958 81.76
failure 13.09 138.149 18.24

of thequeriescouldbene t from animprovedresourcdocationmechanisnsuchasthe
onewe proposdn this paper

Spam ltering Spam Itering wasa dif cult taskandhasconsiderablysloved down
the analysis,speci cally becausahe Bayesianlter usedhadto be trainedwith indi-
vidual searchbehaiiors andthuswasnot ef cient for universal Itering of junk data.
The lter was rst trainedvery strictly, producinga large amountof falsepositvesand
thereforeabnormallysmallresultsetsfor all thequeriesThisresultedn leavesdiscon-
nectingfrom the probesto nd moreresponsie ultrapeersThuswe relaxedthe Iter
excessvely atthe costof having inconsistencies thedatasets As alreadymentioned,
the dynamicquerierin LimeWire hasa timeoutof 200 secondsFigure 2 shavs those
queriesthat receve their rst resultsafter this timeout, thus correspondingo those
querieghatgotresultsonly from messagewith a high numberof hopsin the network.

It is interestingto seethatactuallymary datapointsfor large resultsetsizesexist,
thusseamingo indicatequeriesfor populardataitemswhich have beenstoppedThis
canbe explainedby two scenarios(1) The queryis for datathatis highly clusteredn
the network andthe queryoriginatoris poorly connectedo this cluster (2) The query
hasarrivedat a spammingnode,which automaticallyresponddo it by sendinga large
resultsetwith bogusdata.Of the two scenarioshowever, the secondone corresponds
to theresultsshovn in the gure.

Fig. 2. Querieswith high latencieq )
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Fromour collecteddata,we foundthatthe meanresultsetsizefor queriess around
90,andthat98 percenf theansweredjuerieggettheir rst resultsbeforel00seconds,
asshavnin Figure3.

Fig. 3. Firstresultlateny / meanresultsetsize

It is thereforevery unlikely for a queryto receve no responsédefore200 seconds
andthenreceve a largeresultset. This behaior canbe explainedby the factthatonly
afew peersn thenetwork aremaliciousandthereforethe probability of reachinghese
nodesis proportionalto the distancetraveled by a query messagei.e., the number
of hopsit performs.Consequentlythe longerthe querylasts,the morelikely it is to
be corruptedwith spamdata,hencethe dynamicqueryingmechanisris particularly
inef cient for raredataitems.After continuoudraining of the Bayesianlter , we were

nally ableto collectreasonableata,however, relying considerablyon the IP address
blacklists ratherthanonthe Iter to excludespam.

Sideresults In the courseof ourimplementatiorandevaluationof theultrapeerprobes,
we discoveredbugs[17] thatallowed maliciousnodesto effectively block the dynamic
queryingmechanisnmfrom augmentingthe searchhorizon of a query Somequeries
could stop beforereturning ary non-junk resultsas a consequencef the dynamic
querier mistakingly assumingthat its target result set size had beenreached.These
bugswere x edin ourimplementation.

Basedon thesediscussionsye will presenthe hybrid topology of our approach
andthehybridresourcdocationalgorithmsusedn ourimplementatiorin thefollowing
sections.

5 Hybrid Gnutella Topology

In orderto optimally exploit bothnetwork types,it is importantto usethemin situations
wherethey performbest:Gnutellais ef cient with respecto high network churn,pop-
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ular les, andrangequerieswhereaDHT resourcdocationalgorithmsareextremely
efcient in nding exactmatchedor datakeysin the network, but generallyincur high
effortsto dealwith churn.

It wasthereforeclearthatwe hadto excludea considerablesubsetof the unstruc-
turednetwork, andusethe DHT only with thosepeerghatcouldprovideahigherdegree
of stability. As this coincideswith the requirementdor ultrapeerswe decidedto only
useultrapeersn the DHT.

In the resultingtopology leaveshave no accesdo the DHT, andonly a subsetof
stableultrapeerareconnectedo thestructurechetwork. Thegoalis to connecbnly the
innermostlayersof Gnutellas onion-like overlay, asdescribedn [1]. Thisis achieved
by ensuringthat only ultrapeerswith a sufciently high uptime connectto the hybrid
network. Stableultrapeerensurghatthemaintenancéraf ¢ in theDHT is minimized.

As only a subsetof the ultrapeerpopulationis stableenoughto participatein the
DHT we needto gatherand disseminatestability characteristicso enablethe system
to nd goodcandidatesln additionto all the characteristicsletailedin Section2 re-
quiredto becomeanultrapeeiin the Gnutellanetwork, we de ne anadditionalvariable,
DHT.CAPABLE maintainedby eachpeer which takesinto accounthe currentsession
andaveragesessioruptimes Following the studyin [1], we proposeninitial minimum
sessioruptimeof 24 hoursin orderto ensurehatthe ultrapeeris partof the stablecore
of theunstructuredhetwork.

Therestof theGnutellanetwork doesnotparticipatein theDHT andis only allowed
to interactwith it to queryandpublish(rare)data.Thereforethe addressesf the DHT
nodesneedto be announcedn the Gnutellanetwork, which we achieve by extending
the existing ping-pongschemesuchthat the pongmessagearriesan additionalven-
dor messag@artcontainingthe senders participationstatusin the DHT. This method
doesnot addary additionaloverheado the network, aswe just adda small pieceof
informationto standarcing-ponginteractionswvhich alsodoesnot breakcompatibility
aswe follow therecommendeg@rocedurdor extensiongo Gnutella.

Consequentlyregularultrapeerdiold anadditionalroutingtableof hostsconnected
to the DHT to whichthey canrouteDHT-relatedmessagedie introducetwo new ven-
dormessages theGnutellaprotocol:DHTQUERYREQUESRIADHT.STOREREQUEST
whichareusedby leavesandnon-DHT ultrapeerdo interactwith thestructuredverlay.
Whena peerwishesto querythe DHT, it sendsa GnutellaQueryRequest message
encapsulatethto aDHTQUERYREQUESiessagéo aDHT peerit knows. If thepeer
sendingthe queryis aleaf nodeshieldedby ultrapeersit sendsghe messagéeo oneof
its ultrapeersvhichforwardsit to aDHT node.Subsequerihteractionssuchasreturn-
ing resultsor downloadingdata,are donethroughthe standardGnutellaprotocol. The
DHT.STOREREQUEST usedto insertraredatainto the DHT andis handledin the
sameway asthe DHTQUERYREQUESiiessage.

6 Hybrid ResourcelLocation

Our hybrid systemstrivesto provide betterresourcdocationby combiningthe advan-
tagesof unstructuredandstructurednetworks. However, this canonly be achieved by
relying ontechniqueghatoptimizethe useof both networks dependingon querypop-
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ularity. In the following we proposealgorithmsthatcanbe appliedin a hybrid system
basedon the Gnutellanetwork. We do not provide exact tuning parametewaluesfor

the variablesintroducedin thesealgorithms,dueto the fact that the optimumbehar-

ior of the overall systemhasto be determinedhrougha large-scaledeploymentand
continuousempiricalstudieswvhichis ontheway atthemoment.

6.1 Dynamic Querying

The dynamicquerierin LimeWire triesto efciently locateresourcesn the unstruc-
turednetwork. It trimsthemessageooding to matchquerypopularityandcontrolsthe
aggressienes®of asearchlt is hencestraightforvardto integratethe DHT searchinto
thedynamicquerier Listing 1.1 shavsthe hybrid searchalgorithmwe useat ultrapeers
participatingin the DHT:

for queries in dynamic-querier
while (t QUERY.TIMEOUT) // the dynamic querying timeout
if (! forwardedToLeaves)
forwardQueryToLeaves() ; // first send query to our direct leaves
forwardedToLeaves = true;

else if (! sentProbeQuery)
sendProbe(); // then send probe query to estimate data availability
sentProbeQuery = true;

else if ((!queriedDHT) AND
((t FIRST.T.DHTLIM AND resultSet == 0) OR
(t =TDHTLIM AND resultSet RESULTSET.DHTLIM))
sendDHTQuery() ;
queriedDHT = true;

else
sendDynamicQuery () ; // An adaptative TTL query is sent in Gnutella

Listing 1.1.Hybrid dynamicqueryingalgorithm

The dynamicquerierstartsby sendingthe queryto all the ultrapeers directleaves.
Next, it dispatcheshe probequery whichenablest to estimatehe dataavailability for
this query If a certaintime expires,which wasallocatedfor standardsnutellaqueries
to returnmeaningfulresults,it queriesthe DHT for results. Thecriteriawhento query
the DHT are derived from our empirical studiespresentedn Section4.2 andare as
follows:

— Our empirical studiesshav that more than 99 percentof the successfubueries
gettheir rst resultbefore 100 secondsWe thereforedecidedto start querying
the DHT if no resultshave arrived beforethat time. To that end, we introducea
FIRST _T_DHTLIM constant.

— Only searcheshat did not returnenoughresultwithin T_DHTLIM time aretaken
into considerationThis timeoutis setto 120secondsThe minimumresultsetsize
is determinecby RESULTSETDHTLIM, which we setto 23, asit is the average
sizefor unsuccessfujueriesn our experiments.

Forthisalgorithmto work werequiretheleavesto implementhestandard)ueryStatusResponse

synchronizatiormechanismo notify their ultrapeerif they receved enoughresults
throughout-of-bandreplies.

11
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6.2 Managingraredatain the DHT

Publishingraredatain the DHT is a non-trivial problem,asindividually at eachpeer
thereis no a-priori knowledgeon the availability of a particular le in the network. As

the hybrid systemonly usesthe DHT for rare les, it is alsonot a optionto system-
atically allow every hostto publishinformationaboutits entire datalibrary. Thuswe

proposehefollowing techniquedor publishingdatato the DHT.

Client-basedpublishing The rst mechanisnfor client-basegublishingwe suggest
is to associate counterwith eachdataitem sharedyy a peer This counteris persistent
over sessiongndcountsthe requestsecevedfor a dataitem over a periodof time to
asseséts popularity Whenthe client detectsthat the demandfor a particularitem is
low, it sendsaDHT.STOREREQUES® storeit in theDHT layer.

The secondmechanismnior client-basegublishingis a two-stepprocesghatrelies
on le downloads.Whena peerdownloadsarare le, i.e.,with alow numberof loca-
tion, it addsitself to the DHT asanotherocationusingDHT.STOREREQUEST the
locationthe le wasdownloadedrom did notexistin theDHT yet,thepeeralsoinserts
theoriginallocationinto the DHT. Additionally, to complyto Kademlias speci cation,
we requireevery peerto republishits dataeveryhoursothatthe DHT canexpire values
for disconnectedhostsafter this timeout.Whena hoststartsa new sessiorwith a dif-
ferentlP andport, it republishesll its data,suchthatthe new valueseraseheprevious
ones.

Network-based publishing Ultrapeershave two opportunitiesto detectand publish
raredataitemsin casethe searchs proxied.The rst is afterthedynamicquerierstops
becauset did not get enoughresultsbeforethe timeoutor becauset contactedtoo
mary hosts.In this casethe dynamicquerieriteratesthroughthelist of therepliesthat
have arrivedandpublishegare les asshavn in Listing 1.2.

it QUERY.TIMEOUT) AND (resultSet  RESULTSET.DHTLIM))
foreach response in query.responses
if (isSpam(response)) continue; // don't publish spam responses
else
if (response.numberOfLocations NUMLOCSDHTLIMIT) // low file availability
publishDHTFile(response) ;

Listing 1.2.Post-quernypublishingalgorithm

The only additionalvariableintroducedin Listing 1.2, with respectto the hybrid
resourcelocation algorithm,is NUMLOC®HTLIMIT . It ensureghat replication of
the datato be insertedis really low andis an additionalprotectionagainstspam,as
maliciousnodeghatsystematicallyansweiqueriesalsofake alargenumberof available
locations.We useaninitial valueof 2 for thatvariable(basedon heuristics).

Thesecondpportunityto publishrare les it to detecatecomingresponsedVhen
a queryis unpopulayit sometimegerformsa large numberof hopsbeforereaching
a hostthat hasthe data.Consequentlysomeresponsesnay arrive after the dynamic
querierdies,andmustbe interceptedandpublishedin the DHT usingthe samecondi-
tionsasabove.

12
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Finally, asa prerequisitefor both techniquesthe ultrapeerhasto verify that the
le it wantsto publishis not alreadyin the DHT. As the resourcdocationalgorithm
presentedh Listing 1.1 queriesthe DHT for rareitems, it is straightforvardto know if
the elementthatis goingto be publishedis alreadystoredin the structuredoverlay or
not. For eachsearchtheultrapeetthereforekeepsrackof theresponsesecevedfrom
theDHT andcompareshosewith the le it wishesto publishbeforestoringit.

6.3 Removing popular data fromthe DHT

Thepopularityof a le intheDHT canbemeasuredby the numberof timesit hasbeen
downloaded With client-basegublishing,peerssearchthe DHT for a le, download
it, andaddthemselesto thelist of locationsavailablefor that le. Thereforeijt is easy
to detectand remove entriesin the DHT which have becomepopular:If the number
of locationsfor a DHT entrygoesbeyonda threshold NUMLOCSKIMIT ), this means
thatthe le hasin factbecomepopularandthusis nolongerto beconsideredgsarare
dataitem and can simply be removed from the DHT. In our hybrid implementation,
thisis accomplishedby storinganemptyvaluefor a givenkey, i.e., the corresponding
entryin theDHT is deleted.

7 Experimental evaluation

To fully evaluateour system alarge-scaledeploymentof our hybrid clientwould have
beenrequired.As this wasnot feasible the goal of our evaluationhasbeento simulate
gueriedor raredataitemsavailablein the Gnutellanetwork andin theDHT andanalyze
bothnetworks' characteristicendbehaiors. Our evaluationwasthereforefocusedon
the ef ciency of our hybrid algorithmsin detectingand publishingrare itemsin the
structuredoverlay.

7.1 Setupof the experiments

In the experimentswe deployed 50 hybrid ultrapeerson PlanetLab Each ultrapeer
ran on a dedicatedPlanetLabnode. Then the ultrapeerswere connectedo the live

LimeWire Gnutellanetwork (approximately4 million usersduring the experiments)
andthe AzureusKademlianetwork (approximately800thousandusersduring the ex-

periments) Thenwe usedthe network-basegublishingalgorithmpresentedh Section
6.2 to publishrare dataitems returnedin the response®f queriescoming from the
LimeWire leavesconnectedo our hybrid ultrapeersAfter afew hours,to receve suf-

cient amountf raredataitems,we issuedqueriesfor rare les by iteratingthrough
rare les publishedn the DHT, simultaneouslhgueryingthe Gnutellanetwork andthe
DHT, andrecordingthelateng of the searchor both networks.

In the setupof the experimentsve alsoconsideredhefollowing issues:

Data availability: As the DHT only indexesrare databut doesnot storethe corre-
spondingphysical les, a searchmaysucceedut the storingpeersmay beof ine.
In Gnutellain contrast,only nodesthat have the queried le respondto a query

13



Technical report LSIR-REPORT-2006-007

To malke a fair comparisorbetweerboth networks, thuswe hadto ensurethatthe
nodesholdingrare les indexedin the DHT werestill onlineduringthetest.To that
end,we systematicallysenta ping messagéo every hostbeforestartingthe tests
to verify their availability. As re walledhostsareshieldedrom thiskind of traf c,
we could notincludetheminto our evaluation.

Nodeavailability: In LimeWire's implementationa nodedoesnot answerqueriesin
the casethatit cannotuploadthe data,for example whenthe nodealreadyhastoo
mary openconnection®r whenthenodeonly haspartsof thedataitem. Thusping
messagewerenotsufcient to verify thatthenodecouldrespondo aquery To get
aroundthis problemwe additionallyusedLimeWire's proprietaryHEADPINGand
HEADPON®essagesyherethe latter containsinformationaboutthe availability
of the le andthenode.

Query trimming: Our rst evaluationshovedalinearincreasan theDHT'sresponse
time. Thatwasdueto thefactthateachhybrid ultrapeemwasstartingthousandof
gueriessimultaneouslypntheDHT, andthateachqueryperformsmultiple lookups
in parallel.In orderto correctthis, we enforceda 5 secondsreak betweenthe
gueriesjn ordernotto overloadthe system.

Unbiasedrouting tables: After thecollectionphaseof raredataitems,wereinitialized
the Gnutellaand Kademliarouting tablesof eachhybrid ultrapeerbeforestarting
thequeryexperimentsThis ensuredhattheroutingtableswerenot biasedowards
contactghathadalreadybeenseenwhile interceptingqueriesand publishingdata
items.

7.2 Experimental results

Theresultgpresentethelon have beerrecordedn08/02/200609/02/200611/02/2006,
12/02/200614/02/2006and15/02/2006 Table2 summarizesheresultsfor querysuc-
cessandquerylateng in bothoverlays.

Table 2. MeansearcHateng for bothoverlays

| Overlay[|QuerysuccessatdMeanquerylateng|

Gnutellg 0.27 75989ms
DHT 0.99 3878ms

Although we only queriedfor rare datawhich wasavailablein the network (data
and node availability was ensuredas describedin Section7.1), Gnutellacould only
nd 27 percentof thesedataitems,whereaghe DHT hada successateof 99 percent.
The missing1 percentis dueto individual nodefailuresin republishingdatain the
DHT. Moreover, the searcHateng for the DHT is approximately20 timeslower than
Gnutellas. As shavn in Figure4, morethan50 percentof the answerdrom the DHT
comein lessthana secondgventhough800'000nodesparticipatedn the DHT during
our tests(the gure shavsonly the rst 5 second®f thefull plot which wasthe most
interestingnterval for us;thusthe CDF doesnot reach100%).
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Fig.4. DHT searchateny

Theseresultsprove thatour algorithmsweresuccessfuin identifying andpublish-
ing raredataitems,andshow the potentialgainin successateandlateng. As expected,
they demonstrat&nutellas unreliability andinef ciency in nding rareitems.

In orderto evaluatethe in uence of the parameterRESULTSETDHTLIM (result
setthresholdfor unsuccessfufjuerieslandNUMLOC®HTLIMIT (replicationthresh-
old) discussedh Sectiong, we split thehybrid ultrapeersnto four groupswith different
combination®f theseparametewraluesasshovn in Table3.

Table 3. Testgroupparameters

[ Group [RESULTSEIDHTLIMNUMLOC®HTLIMIT |

Groupl 10 1
Group2 20 1
Group3 30 1
Group4 30 3

Figure5 shaws the Gnutellasearchsuccessatefor the differentgroups.It proves
that relaxing the parametershat selectrare les directly affectsthe ef ciency of the
hybrid platform. This testalso demonstratethe importanceof ne-tuning the hybrid
algorithm's parameter# orderto stopthe Gnutellanetwork's querymessageooding
attheoptimaltime.

The bandwidthoverheadn the hybrid approactmainly consistsof the bandwidth
requiredto insertdataitemsinto theDHT, i.e.,thelookupcoststo nd thenodeto store
thevalueplustheputmessage'size.Thelookupcostis afunctionof thenetwork'ssize
andthe degreeof parallelismof the systemwhich is representedy the parameter
in Kademlia.lf for eachhop, nodesarecontacted in Azureus)andwe need
approximately20 hopsto reachthetargetin anetwork of 800'000connectedademlia
nodes.aroughestimateof the numberof requiredlookup messages 80 messagesf
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Fig. 5. Successatesfor differentparameters

size297 (41 bytesheader+ 256 bytesdata),i.e., 23760bytesoverall in the DHT per
insertoperation Queryingproducesa similar messagdoad.

By analyzingthe statisticsfrom our plain Gnutellaultrapeerswe seethatthe av-
eragenumberof nodesqueriedfor searcheshatlastlessthan100secondds 73710,
while theaveragenumberof nodegyueriedfor searcheghatlastmorethan100seconds
is 697'050,i.e., usel0 timesmore bandwidth.Consequentlyif thelongerqueriesare
performedthroughthe DHT, we shouldbe ableto reducethe messageooding in the
network by approximatelyan orderof magnitude Therefore even after addingmain-
tenance publishingand querying,the DHT can potentially be of greatbene t to the
Gnutellanetwork.

Finally, load balancingin the hybrid systemis automaticallydone by removing
overly popularqueriedfrom the DHT. With thealgorithmspresenteéh Section6.2,only
itemsbelongingto the tail of the le distribution in the Gnutellanetwork areinserted
in theDHT. Consequentljtheseatemsshouldnever generate high demandatasingle
node.

8 RelatedWork

Our approachextendsthe casemadein [14] for a hybrid searchinfrastructure.That
paperprovidesan initial proof-of-concepiproposalfor a hybrid system but doesnot
de ne thetopologyof the hybrid Gnutellanetwork andthe necessarjnteractiongo an
extentwhichis requiredfor a practicaldeployment.Our contributionsbeyondthework
describedn [14] are:(1) We re ned the proposedsystemby tightly integratinghybrid
queryinganddatapublishingalgorithmsinto themostrecentGnutellaspeci cationand
provide a real-world, large-scale gxperimentalevaluationof the algorithmsin a live
Gnutellanetwork to backup our claims.(2) We usethe up-to-datedynamicquerying
techniqueand extendthe ultrapeerelectiontechniquego be ableto selectvely build
andquerythe DHT. (3) We provide a detaileddescriptionof the interactionshetween
thestructuredandthe unstructureaverlay.

Castroet al. [18] proposea hybrid systemin which the network maintenances
handledby a structurednetwork andthe searchand datareplicationis donein anun-
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structurednetwork. This studyis basedon the obsoleteoriginal Gnutellanetwork and
thereforedoesnottake into consideratiorall therecentimprovementsaswe do.
Severalapproachef3, 19-21]have beentrying to addresghe scalabilityproblems
of the original Gnutellaprotocolby modifying the network topology the queryalgo-
rithms or the datareplicationstratgiesin the network. Most of thesehave proposed
techniqueshatexploit nodeheterogeneitandintroducesome o w controlfor queries,
similarto thoseusedin the modernGnutellanetwork andpresentedh this paper

9 Conclusions

In this paperwe have presentedan extensionof Gnutellawith a DHT to addresshe
problemof queriesfor rare les which are approximately20% of the total queries
in Gnutella.We presentedxperimentalresultsfrom a large-scalesxperimentalstudy
thatshow that Gnutellahandlessuchqueriesvery inef ciently und unsuccessfulland
that suchqueriescauseexcessve bandwidthconsumptionOur hybrid approachuses
Gnutellafor popular les which it canhandleef ciently anda KademliaDHT of ul-

trapeerdor rare les. We presentedhe algorithmsto setup the hybrid infrastructure,
to detectandmanagearedataitems,andto queryfor suchdata,anddemonstratethe
ef ciency andvalidity of ourapproactby alarge-scalexperimentadeploymentin the
live Gnutella(4 million users)and AzureusKademlia(800 thousandusers)networks.
Our resultsshav thatGnutellacanbene t considerablyffrom our hybrid approactasit

increasesuccessatesfrom 27%to 99% anddecreasebandwidthconsumptiorby an
orderof magnitude The experimentswveredonewith a production-qualityimplemen-
tationwhichis likely to includedin afutureversionof the LimeWire P2Psoftware.
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