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Abstract. Gnutellais still oneof themostpopularP2Psystemswith millions of
users.The advantagesof Gnutellaare its low maintenanceoverhead,its excel-
lent robustnessproperties,andits queryprocessing�e xibility . Recentimprove-
ments,suchasthe introductionof ultrapeersandaugmentednodedegreesalso
signi�cantly reducedits excessive network bandwidthusagewhich wasoneof
Gnutella's majordrawbacks.Despitetheseimprovements,Gnutellais still inef-
�cient for rarequeriesin termsof low successratesandmassive messageprop-
agationoverhead.In this paperwe augmentthe unstructuredGnutellanetwork
with a structuredoverlay network of ultrapeersbasedon the KademliaDHT to
addresstheproblemof rarequeriesin Gnutella.We presentthe requiredquery,
maintenance,andultrapeerelectionalgorithmswhich useboth overlaysat their
optimalef�ciency, describetheprotocolsandarchitectureof our hybrid system,
andpresentour implementationonthebasisof theLimeWire Gnutellaclientand
theAzureusKademliaimplementation.To demonstratetheadvantagesandef�-
ciency of our hybrid approachwe provide experimentalresultsfrom large-scale
experimentswith hybrid ultrapeersrunningon PlanetLabwhich wereconnected
to the live LimeWire GnutellaandAzureusKademlianetworks, with approxi-
mately4 million (LimeWire)and800thousand(Azureus)connectedusersduring
theexperiments.

1 Intr oduction

RecentP2Presearchhasfocusedto a largeextenton structuredsystems,mostpromi-
nentlyDHTswhichoffer averyhighsearchperformanceandlow bandwidthoverheads
at thecostof having to usesophisticatedprotocolsto dealwith network realitiessuch
as churnand still limited expressivenessof supportedsearchpredicates.In contrast,
unstructuredoverlays,most prominentlyGnutella,are very robust and offer �e xible
supportfor queryprocessingbut paytheseadvantageswith excessively highbandwidth
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consumptionandlow successratesandmassivemessagepropagationoverheadfor rare
queries.To addresstheseproblemsof Gnutella,we proposea hybrid overlaynetwork
whichcombinestheadvantagesof bothworlds.

Beforewe take a closerlook at our proposal,it is importantto review the devel-
opmentof theGnutellanetwork asmany improvementshave beenintroducedover the
yearsandseveralassumptionswhich werecorrectfor theoriginal Gnutellaoverlayof
2001no longerhold,despitestill beingusedasthebasisof mostwork onGnutella.

Mostimportantly, thetopologyandperformanceof theGnutellanetworkhaveevolved.
In respectto topologya super-peerarchitectureof higher-layer ultrapeersandlower-
layerleafnodeswasintroduced.Themostpopularclients(LimeWire,Bearshare),which
accountfor morethan90%of thenetwork, usethis architectureandenforcea constant
numberof openconnectionsbetweentheclientsandbetweentheultrapeersandtheleaf
layer. This resultsin a �atter nodedegreedistribution so that thenodedegreescanno
longerbeassumedto follow a power-law distributionandadditionallythis architecture
makestheGnutellanetwork evenmoreresilientto failure.

Furthermore,the userbasehasgrown considerably:Sinceits original conception,
theGnutellanetworkhasevolvedto morethan4 million simultaneoususers.But thanks
to theintroductionof thetwo-tier topology, dynamicquerying,andqueryroutingpro-
tocol (QRP)improvements,the Gnutellanetwork hasscaledto matchthis substantial
growthof its userbase.Ultrapeersalsosuppressunnecessarymaintenancenetwork traf-
�c asleavesno longerparticipatein thecontinuousping-ponginteractionsto discover
peers,thustherequiredbandwidthoverheadfor maintenancewassigni�cantly reduced.

Theaugmentednodedegreeanddynamicqueryinghave maintainedtheef�ciency
of themessage�ooding technique.Thenetwork crawls describedin [1] show that the
numberof peersreachedper TTL hop is stablecomparedto the original studies[2–
4] which were performedwhen the network was considerablysmaller, and that the
predictiondoneby the dynamicqueryingmechanismis very accurateup to a certain
threshold.

Despiteall theseimprovementswhichhavereducedtheresourceconsumptioncon-
siderably, somedrawbacksof Gnutellaremain,suchasnoupperboundonquerylatency
and the inef�cient processingof rarequeries.While the latency boundis a probably
unsolvabletheoreticalproblem,rarequeriescanbe mademoreef�cient by practical
means.For thispurposeweproposeto augmentGnutellawith astructuredoverlaynet-
work of ultrapeersbasedon theKademliaDHT.

In the following we �rst give a concisedescriptionof the currentprotocolsand
optimizationsusedin theGnutellanetwork andgive a detailedproblemdescriptionto
enablethe readerto assessthe advantagesof our hybrid approach.Then we present
therequiredquery, maintenance,andnetwork electionalgorithmsthatprovide thebest
ef�ciency dependingon thesearcheddata.We will show thata hybrid systemnot only
providesreliablesearchresults,but also considerablydecreasesthe bandwidthover-
headin the Gnutellasystemcreatedby the message�ood inducedby highly propa-
gatedsearches.Finally, the ef�ciency of our approachis demonstratedby large-scale
experimentswith hybrid ultrapeersrunningon PlanetLabwhich wereconnectedto the
live LimeWire GnutellaandAzureusKademlianetworks, with approximately4 mil-
lion (LimeWire) and800thousand(Azureus)connectedusersduringtheexperiments.
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The experimentsweredonewith a production-qualityimplementationwhich is likely
to includedin a futureversionof theLimeWire P2Psoftware.

2 Curr ent Gnutella technology

The original Gnutella[5] usesa simpleconstrained�ooding approachfor search.A
query is forwardedto a �x ed numberof neighbors(typically 4) until its time-to-live
(TTL) in termsof forwarding steps(typically 7) is exhaustedor a loop is detected
(queriesbeara uniqueid for this purpose).Query resultsare routedback along the
querypathto theoriginal requester. Severalstudies[2,6,7] have shown thatGnutella
forms a small-world network which ensuresthat thesearchresultscanbe foundwith
relatively low TTL. However, this �ooding approachresultsin a very high bandwidth
consumptionandinconsistentdatadiscovery, makingtheoriginalGnutellaquiteinef�-
cient.

Gnutellawasoneof the�rst completelydecentralizedP2Psystemsandit hasbeen
evolving constantlysinceits original conception.The initial, primitive versionof the
protocol hasbeenextendedand augmentedto addressseveral shortcomingssuchas
excessive bandwidthconsumptionand query delays.Theseimprovementsinclude a
super-peertopology(ultrapeers),queryrouting,anddynamicquerying.In thefollowing
webrie�y presenttheseadditionsto giveanup-to-datepictureof thecurrentlydeployed
Gnutellaversion.

Ultrapeers A signi�cant improvementto the original model is to createa hierarchy
within thenetwork,partitioningthepeersinto leavenodesandsuper-peers,calledultra-
peersin Gnutella.Thegoalis to reducebandwidthconsumptionwithoutcompromising
Gnutella's robustness.Ultrapeersareconnectedasin theoriginalGnutellawhile leaves
arenot part of this network but areconnectedto at leastoneultrapeerwhich shields
themfrom undesiredtraf�c andhandlesthequeryprocessingfor them.An ultrapeerhas
multiple leavesandis connectedto multiple otherultrapeers.LimeWire's implementa-
tion currentlyuses3–5ultrapeerconnectionsfor eachleaf andeachultrapeerservices
upto 32leavesandhasconnectionsto 30otherultrapeers.Ultrapeersareselectedbased
onlonguptime,higherbandwidth,andreachability(notbehinda�re wall) of apeer. For
uptimeit hasbeenshown in [4] that theprobability thata hoststaysonline is directly
relatedto how long it hasbeenconnectedto thenetwork. Hostsshouldthereforehavea
reasonablyhighuptimeto beultrapeercandidates.Whenanew nodejoinsthenetwork,
it receivesa list of potentialultrapeersto try to connectto. Eachnodealsokeepsa list
of ultrapeersit hasencounteredthroughpongreplies.If a leaf losesaconnectionto one
of its ultrapeers,it will try to connectto anodein this list.

Query Routing Protocol(QRP) To fully exploit thistopology,ultrapeersrequiresome
knowledgeof thedatatheir leavesexposeto therestof thenetwork. To this end,leaf
peersperiodicallysenda setof hashesof their datato theultrapeer. This setof hashes
is calleda queryroutingprotocoltable(QRPtable).Whenanultrapeerreceivesa data
query, it checksits QRPtablesandforwardsthequeryonly to thoseleaveswhichhave
a potentialmatch.
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Out of Band queries In the original Gnutellaspeci�cation, query responseswere
routedbackto the originatoralongthe pathof the query. This usessigni�cant band-
width and increasesthe probability that messagesare lost. To addressthis problem,
searchresultscannow bereturneddirectly to thequeryoriginator. This so-calledout-
of-bandmessaging requiresthat a hostcanacceptunsolicitedUDP packets,which is
notalwaysthecase.A vendor-speci�c �ag hasthusbeenaddedin thequerymessageto
inform therespondingpeersif thequeryoriginatorcanreceive out of bandresponses.
If a leafcannotreceiveoutof bandmessagesthenits ultrapeercanactasaproxy.

To further reducebandwidthconsumptionalso the conceptof dynamicquerying
wasintroduced.Theunderlyingideais thata leaf �rst sendsa probequeryto a subset
of its ultrapeersto estimatethepopularityof thequeryandbasedon thereturnedhits,
it eithersendsaregularqueryto someof its ultrapeersor usesamoreaggressivesearch
strategy with

���	��

�

to a larger numberof ultrapeers.This strategy makesa lot
of sensein �le-sharing applicationsasusersaretypically not interestedin a complete
resultbut in a reasonablenumberof hits they canusefor downloads.

Thepopularityof aqueryis calculatedastheratioof returnedhitsvs.thenumberof
contactedpeers.Thenumberof contactedpeerscanbeestimatedby ���������

�

����� ����� �"!

�

,
where � is theultrapeernodeout-degree(all ultrapeersareassumedto have thesame

� ). Dependingon this ratio, threescenariosarepossible:

1. If theratio is low, thequeryis consideredrareandsentagainwith a highTTL.
2. If theratio is medium,thequeryis sentto abiggernumberof ultrapeerswith a low

TTL.
3. If theratio is high, thesearchstops.

Foreven�ner -grainedcontrolof query�ooding LimeWireusesatime to wait per hop
variablewhichdeterminestheaggressivenessof thesearchin termsof thetime to wait
beforesendingthenext query(�o w control),e.g.,it sendsthequerywith TTL=3 and
thenwaitstime to wait per hopbeforesendingthenext querywith a higherTTL. The
new TTL is calculatedwith respectto theratiobut in LimeWire is nevergreaterthan6.
Again, this timeoutis �ne-tuneddependingon thequerypopularity.

Becauseleavesareconstantlyconnectedto at least3 ultrapeerswho performdy-
namicqueryingandbecauserepliesto thosequeriescanbe sentout-of-bandwithout
coming back throughthe ultrapeers,a noti�cation mechanismhasbeenintroduced:
Whena leafhasreceivedsuf�cient results,it sendsaQueryStatusResponse mes-
sageto its ultrapeerwhich thenconsidersthequeryascompletedanddiscardsit.

3 Kademlia

Kademlia[8] is a distributedhashtable(DHT). Eachnodein thenetwork is assigned
a random160 bit identi�er (ID) andthe resultingID spaceis representedasa binary
tree.Searchis performedby greedypre�x routingsimilar to Pastry[9], Tapestry[10]
or P-Grid [11]. Thenode's routing tablecontainsa list of hosts,calleda k-bucket, for
everybit # at a distanceof 2# to 2#�$

� from itself, where%'&(#*)

�"+

% . In a binarytree
this meansthateveryhostknowsat leastoneotherhoston theoppositesideof thetree
for every bit, i.e., routing tablesareof size ,

��-/.10324! . Eachk-bucket containsa list of
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the 5 nodesclosestto arangeof IDs in theKademlianetwork,makingit responsiblefor
asubtreeof thetotalbinarytree.Thek-bucketsareorderedwith themostrecentlyseen
nodesat the tail andleastrecentlyseennodesat thehead,effectively implementinga
leastrecentlyused(LRU) eviction policy. They areregularly refreshedto improve the
resilienceof thesystemagainstchurn,ensuringthatthebucketsalwayshaveafreshlist
of nodes.Furthermore,5 is a system-widereplicationparameter(usually20), selected
suchthatit is veryimprobablethatall 5 nodesleavethenetwork beforethebucketis re-
freshed.It hasbeenshown thatKademlia'sk-bucketsimprovethesystem'sresilienceto
churnandreducethebandwidthrequiredfor routingtablemaintenance[12]. Kademlia
resemblesP-Grid [11] with the only differencethat IDs in Kademliaarechosenran-
domly andareof constantlength,whereasin P-Grid nodeIDs correspondto thedata
a peeris responsiblefor andthe lengthof the ID is determinedby thenumberof data
itemsin thesystemandis dynamicallyadjusted.

KademliausesaXOR metricto determinethedistanceof two peersin thekeyspace,
e.g.,two nodeswith IDs0011and1011haveadistanceof XOR(0011,1011)= �

%6%1%�7

�98;:

<

7

� � 8 . As in thisschemehigherorderbitshaveahigherimpactonthedistance,theXOR
metricmatchesthestructuralpropertiesof thebinarytree.

To look up a speci�c key, nodesconsulttheir routing tablesfor the peerwith the
closestdistanceto the queriednode,contactit, andasa reply receive a list of nodes
closerto thekey. Thenthis resultis usedin thesameway until theresponsiblenodeis
reached,i.e., in eachstepat least1 bit is resolved,resultingin ,

�=-�.60*24! searchcom-
plexity. Theadvantageof this algorithmis thatmessagescannotbelost dueto random
peerdeparture,astheoriginatorcontrolseverystepof thequeryresolution.Moreover,
eachinteractionin thequeryresolutionallows thetwo peersto exchangeandimprove
their routingtables.

Whena nodejoins the network, it sendsa query for its own nodeID to a node
alreadyconnectedto theDHT. This returnsa list of nodescloseto thehostID which
thenew peeriteratively contactsuntil it �nds theclosestnodeto itself. Finally, in order
to �ll up its routingtable,thenodelooksupall thenodesfurthestaway from its closest
known hosts,consequentlyinitializing its routingtable.

As a performanceimprovementKademliacan perform lookup operationsasyn-
chronouslyin parallel,i.e.,every lookupstepis doneby sendinga messageto > nodes
simultaneously, selectingthe closestnodeto the target from the responses,andsend-
ing the next setof > lookups.The goalsare to avoid beingslowed down by staleor
high-latency nodesandto reachthe target ID throughthe shortestpathpossible.Par-
allel lookupsreducethenumberof hopsrequiredto reacha hostby allowing random
improvementof a new contact'sclosenessto thetargetkey at eachstepof thelookup.

4 Rare queriesand diminishing return

Message�ooding asusedin unstructurednetworksworkswell for discoveringpopular
databecauseaquerycanbepropagatedto alargenumberof nodeswith arelatively low
TTL, i.e., low numberof hops[3,13], andpopulardataitemshave a high replication
factorin the network [14]. However, for rareitems,message�ooding in unstructured
networksperformspoorly asit consumesa largeamountof bandwidthdueto thelarge
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numberof messages�ooded into thenetwork,querieshaveahighlatency asit increases
whicheachhopuntil ahit is found,andit isunreliableasthesearchhasalow probability
of reachingahostwhichhastherequireddata.

In contrast,DHTsofferaverygoodsearchperformance,typically ,

��-/.10324! , for any
dataitemin thesystemindependentof its popularityandbandwidthconsumptionis low.
However, DHTsrequiresophisticatedprotocolsto dealwith network dynamics(churn)
andstill only supportqueriesof limited expressivity. Moreover, DHTs arecommonly
not optimizedfor mass-market �le sharingapplications,wheremost requestsare for
a small numberof very popular�les andwherethe network churnis extremelyhigh.
Therefore,therationalof theapproachpresentedin this paperis to useGnutellaasthe
basiccommunicationinfrastructureto connectpeersandto performpopularsearches,
andto usea DHT to publishandqueryfor rareitems.

4.1 De�ning rar edata items

Thebasicdesignquestionfor sucha hybrid systemis, how raredataitemsarede�ned.
Previous studies[6,13–15]have evaluatedthe datadistribution in Gnutellabut have
commonlyusedsimulationsor producedarti�cial queriesto measurequeryrepliesand
result sets.Moreover, thesestudieshave focusedon network characteristicssuchas
overall queryand�le distribution acrossconnectedpeers.In contrastto thesestudies
we needuser-centricstatisticsin orderto gainknowledgeof individualpeerbehaviors.

To this end,we had to perform a numberof experimentsto collect the required
statistics.We deployed50 ultrapeernodeson PlanetLab[16] andlinkedtheminto the
live LimeWire network. Thesenodesran a modi�ed LimeWire client and recorded
queriesand correspondingresultsin the Gnutellanetwork. More precisely, we used
ultrapeerprobeswith a customimplementationof the LimeWire coreandperformed
passive measurements,i.e., measurementsthat did not interferewith the network by
actively generatingmessages.In the experimentswe recordedmorethan100'000 in-
comingquerieswhich producedover 4.5 million results.Threesetswhereproduced
by theprobeson 19/01/2006,21/01/2006and29/01/2006,recordingqueriesfor 1 day
in the �rst experimentandfor 2 daysin the othertwo experiments.To normalizethe
statistics,thefollowing changeswereappliedto thedatasets:

1. Queriesthatdid not completebecausethe leavesdisconnectedfrom theultrapeer
beforetheendof thesearch,werediscarded,asthis doesnot provide relevant in-
formation.

2. Leaveshave 3–5 openultrapeerconnections.Even thoughthe probeshave been
deployedin dispersedlocationsaroundtheworld, someleavesconnectedto more
thanoneprobeat a time. This led to duplicateentriesin thedataset.Thesewere
identi�ed andremoved.

3. Whenleavesreceiveenoughresults(150in LimeWire), they notify theirultrapeers
to stopqueryingthe network by QueryStatusResponse asdescribedabove.
We have thereforereplacedthevalueof theresultsetof thesequerieswith thefol-
lowing formula: ?

�A@B!

:

�DC
�

��E

F

�

� , where @ is the resultsetsizecurrentlyrecorded
by theprobeand � is theout-degreeof leaves.This formulacalculatestheaverage
numberof resultsreturnedby eachof theleaf'sultrapeers.As theleafhasreceived
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150resultsin total,it meansit hasreceived �"G

%

�H@ resultsfrom its otherultrapeers,
whichwe�nally divideby theout-degreeminustheprobeto �nd theaveragenum-
berof resultsroutedperultrapeer.

4.2 Experimental results

Query latencyand resultsetsize.Our �rst goalwasto gatherknowledgeonthequery
popularityof individualqueriesto assessthepossibilityof improvementsto thecurrent
network. Figure 1 shows the cumulative distribution function (CDF) of query times
recordedin theexperiments.

A query stopsonly if it was successfuland hasgeneratedenoughresults,or in
the caseof a failure, when the maximumsearchtime haselapsed,i.e., 200 seconds
in LimeWire. The �rst observation from this datasetis thediscontinuityin thequery
timeswhich is due to the dynamicqueryingmechanismas it adaptsthe TTL of the
searchmessagedependingon the querypopularity. Searchesare �rst sentto a small
setof peers,andthe searchhorizonis thenincreasedprogressively if necessary. This
createsthe wavesof resultsin the �gure. The secondobservation,which is the most
relevant for our purpose,is that 80 percentof the queriesare successfulbefore120
secondswhile approximately18 percentof searchesarekilled andnever get enough
results.

Fig.1. CDFof querytimes

Additionally, asshown in Table1, successfulqueriesgenerallyhave a goodmean
responsetimeof 15.958secondsfor the�rst responseanda meanresultsetsize94.04.
The corresponding�gures for querieswhich returnedinsuf�cient result set sizesare
138.149secondsand13.09hits (thesenumberdoesnot includequeriesthat did not
returnany result).

ThesedataindicatethattheGnutellanetwork is veryef�cient in �nding themajority
of data,providing quitelargeresultsetsin asmallamountof time,but thatalmost20%
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Table 1. Resultsetsizeand�rst resultlatency with respectto thequeryoutcome

QueryoutcomeMeanresultsetsizemean�rst responselatency (sec)Total (%)
successful 94.04 15.958 81.76

failure 13.09 138.149 18.24

of thequeriescouldbene�t from animprovedresourcelocationmechanismsuchasthe
oneweproposein this paper.

Spam�ltering Spam�ltering wasa dif�cult taskandhasconsiderablysloweddown
the analysis,speci�cally becausetheBayesian�lter usedhadto be trainedwith indi-
vidual searchbehaviors andthuswasnot ef�cient for universal�ltering of junk data.
The�lter was�rst trainedverystrictly, producinga largeamountof falsepositivesand
thereforeabnormallysmallresultsetsfor all thequeries.This resultedin leavesdiscon-
nectingfrom theprobesto �nd moreresponsive ultrapeers.Thuswe relaxedthe �lter
excessively at thecostof having inconsistenciesin thedatasets.As alreadymentioned,
thedynamicquerierin LimeWire hasa timeoutof 200seconds.Figure2 shows those
queriesthat receive their �rst resultsafter this timeout, thus correspondingto those
queriesthatgot resultsonly from messageswith ahighnumberof hopsin thenetwork.

It is interestingto seethatactuallymany datapointsfor largeresultsetsizesexist,
thusseamingto indicatequeriesfor populardataitemswhich have beenstopped.This
canbeexplainedby two scenarios:(1) Thequeryis for datathat is highly clusteredin
thenetwork andthequeryoriginatoris poorly connectedto this cluster. (2) Thequery
hasarrivedat a spammingnode,which automaticallyrespondsto it by sendinga large
resultsetwith bogusdata.Of thetwo scenarios,however, thesecondonecorresponds
to theresultsshown in the�gure.

Fig.2. Querieswith high latencies( IKJML"L"NPORQ )
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Fromourcollecteddata,wefoundthatthemeanresultsetsizefor queriesis around
90,andthat98percentof theansweredqueriesgettheir �rst resultsbefore100seconds,
asshown in Figure3.

Fig.3. First resultlatency / meanresultsetsize

It is thereforevery unlikely for a queryto receive no responsebefore200seconds
andthenreceivea largeresultset.This behavior canbeexplainedby thefactthatonly
a few peersin thenetwork aremaliciousandthereforetheprobabilityof reachingthese
nodesis proportionalto the distancetraveled by a query message,i.e., the number
of hopsit performs.Consequently, the longer the query lasts,the more likely it is to
be corruptedwith spamdata,hencethe dynamicqueryingmechanismis particularly
inef�cient for raredataitems.After continuoustrainingof theBayesian�lter , we were
�nally ableto collectreasonabledata,however, relying considerablyon theIP address
blacklists ratherthanon the�lter to excludespam.

Sideresults In thecourseof ourimplementationandevaluationof theultrapeerprobes,
wediscoveredbugs[17] thatallowedmaliciousnodesto effectively block thedynamic
queryingmechanismfrom augmentingthe searchhorizon of a query. Somequeries
could stop before returning any non-junk resultsas a consequenceof the dynamic
queriermistakingly assumingthat its target result set size had beenreached.These
bugswere�x edin our implementation.

Basedon thesediscussions,we will presentthe hybrid topologyof our approach
andthehybridresourcelocationalgorithmsusedin ourimplementationin thefollowing
sections.

5 Hybrid Gnutella Topology

In orderto optimallyexploit bothnetwork types,it is importantto usethemin situations
wherethey performbest:Gnutellais ef�cient with respectto high network churn,pop-
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ular �les, andrangequeries,whereasDHT resourcelocationalgorithmsareextremely
ef�cient in �nding exactmatchesfor datakeys in thenetwork, but generallyincurhigh
efforts to dealwith churn.

It wasthereforeclearthatwe hadto excludea considerablesubsetof theunstruc-
turednetwork,andusetheDHT onlywith thosepeersthatcouldprovideahigherdegree
of stability. As this coincideswith therequirementsfor ultrapeers,we decidedto only
useultrapeersin theDHT.

In the resultingtopology, leaveshave no accessto the DHT, andonly a subsetof
stableultrapeersareconnectedto thestructurednetwork.Thegoalis to connectonly the
innermostlayersof Gnutella's onion-like overlay, asdescribedin [1]. This is achieved
by ensuringthat only ultrapeerswith a suf�ciently high uptimeconnectto the hybrid
network.Stableultrapeersensurethatthemaintenancetraf�c in theDHT is minimized.

As only a subsetof the ultrapeerpopulationis stableenoughto participatein the
DHT we needto gatheranddisseminatestability characteristicsto enablethe system
to �nd goodcandidates.In additionto all the characteristicsdetailedin Section2 re-
quiredto becomeanultrapeerin theGnutellanetwork,wede�ne anadditionalvariable,
DHTCAPABLE, maintainedby eachpeer, which takesinto accountthecurrentsession
andaveragesessionuptimes.Following thestudyin [1], weproposeaninitial minimum
sessionuptimeof 24hoursin orderto ensurethattheultrapeeris partof thestablecore
of theunstructurednetwork.

Therestof theGnutellanetworkdoesnotparticipatein theDHT andis onlyallowed
to interactwith it to queryandpublish(rare)data.Therefore,theaddressesof theDHT
nodesneedto be announcedin theGnutellanetwork, which we achieve by extending
theexisting ping-pongscheme,suchthat thepongmessagecarriesan additionalven-
dor messagepartcontainingthesender's participationstatusin theDHT. This method
doesnot addany additionaloverheadto the network, aswe just adda small pieceof
informationto standardping-ponginteractionswhichalsodoesnotbreakcompatibility
aswe follow therecommendedprocedurefor extensionsto Gnutella.

Consequently, regularultrapeersholdanadditionalroutingtableof hostsconnected
to theDHT to whichthey canrouteDHT-relatedmessages.We introducetwo new ven-
dormessagesin theGnutellaprotocol:DHTQUERYREQUESTandDHTSTOREREQUEST,
whichareusedby leavesandnon-DHTultrapeersto interactwith thestructuredoverlay.
Whena peerwishesto querytheDHT, it sendsa GnutellaQueryRequest message
encapsulatedinto aDHTQUERYREQUESTmessageto aDHT peerit knows.If thepeer
sendingthequeryis a leaf nodeshieldedby ultrapeers,it sendsthemessageto oneof
its ultrapeerswhichforwardsit to aDHT node.Subsequentinteractions,suchasreturn-
ing resultsor downloadingdata,aredonethroughthestandardGnutellaprotocol.The
DHTSTOREREQUESTis usedto insertraredatainto the DHT andis handledin the
sameway astheDHTQUERYREQUESTmessage.

6 Hybrid ResourceLocation

Our hybrid systemstrivesto provide betterresourcelocationby combiningtheadvan-
tagesof unstructuredandstructurednetworks.However, this canonly beachievedby
relying on techniquesthatoptimizetheuseof bothnetworksdependingon querypop-
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ularity. In thefollowing we proposealgorithmsthatcanbeappliedin a hybrid system
basedon the Gnutellanetwork. We do not provide exact tuning parametervaluesfor
the variablesintroducedin thesealgorithms,dueto the fact that the optimumbehav-
ior of the overall systemhasto be determinedthrougha large-scaledeploymentand
continuousempiricalstudieswhich is on thewayat themoment.

6.1 Dynamic Querying

The dynamicquerierin LimeWire tries to ef�ciently locateresourcesin the unstruc-
turednetwork. It trims themessage�ooding to matchquerypopularityandcontrolsthe
aggressivenessof a search.It is hencestraightforwardto integratetheDHT searchinto
thedynamicquerier. Listing 1.1showsthehybridsearchalgorithmweuseatultrapeers
participatingin theDHT:

1 f or quer i es i n dy nami c quer i er S

2 whi l e ( t T QUERY TIMEOUT ) S / / t he dynami c quer yi ng t i meout
3 i f ( ! f orwardedToL eaves ) S

4 f orwardQueryToL eaves( ) ; / / f i r s t send quer y t o our d i r ec t l eaves
5 f orwardedToL eaves = t r ue ;
6 U

7 el se i f ( ! sentProbeQuery ) S

8 sendProbe ( ) ; / / t hen send pr obe quer y t o est i mat e data a v a i l a b i l i t y
9 sentProbeQuery = t r ue ;

10 U

11 el se i f ( ( ! quer i edDHT) AND
12 ( ( t V FIRST T DHTLIM AND r esu l t Set == 0) OR
13 ( t V = T DHTLIM AND r esu l t Set T RESULTSET DHTLIM ) ) S

14 sendDHTQuery ( ) ;
15 quer i edDHT = t r ue ;
16 U

17 U

18 el se S

19 sendDynami cQuery ( ) ; / / An adapt at i ve W TTL quer y i s sent i n Gnut el l a
20 U

21 U

22 U

Listing 1.1.Hybrid dynamicqueryingalgorithm

Thedynamicquerierstartsby sendingthequeryto all theultrapeer'sdirect leaves.
Next, it dispatchestheprobequery, whichenablesit to estimatethedataavailability for
this query. If a certaintime expires,which wasallocatedfor standardGnutellaqueries
to returnmeaningfulresults,it queriestheDHT for results.Thecriteriawhento query
the DHT are derived from our empirical studiespresentedin Section4.2 andare as
follows:

– Our empirical studiesshow that more than 99 percentof the successfulqueries
get their �rst result before100 seconds.We thereforedecidedto start querying
the DHT if no resultshave arrived beforethat time. To that end,we introducea
FIRST T DHTLIMconstant.

– Only searchesthat did not returnenoughresultwithin T DHTLIM time aretaken
into consideration.This timeoutis setto 120seconds.Theminimumresultsetsize
is determinedby RESULTSETDHTLIM, which we setto 23, asit is the average
sizefor unsuccessfulqueriesin our experiments.

For thisalgorithmtoworkwerequiretheleavesto implementthestandardQueryStatusResponse
synchronizationmechanismto notify their ultrapeerif they received enoughresults
throughout-of-bandreplies.

11
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6.2 Managing rar edata in the DHT

Publishingraredatain the DHT is a non-trivial problem,asindividually at eachpeer
thereis no a-priori knowledgeon theavailability of a particular�le in thenetwork. As
the hybrid systemonly usesthe DHT for rare �les, it is alsonot a option to system-
atically allow every hostto publishinformationaboutits entiredatalibrary. Thuswe
proposethefollowing techniquesfor publishingdatato theDHT.

Client-basedpublishing The�rst mechanismfor client-basedpublishingwe suggest
is to associateacounterwith eachdataitemsharedby apeer. Thiscounteris persistent
over sessionsandcountstherequestsreceivedfor a dataitem over a periodof time to
assessits popularity. Whenthe client detectsthat the demandfor a particularitem is
low, it sendsaDHTSTOREREQUESTto storeit in theDHT layer.

Thesecondmechanismfor client-basedpublishingis a two-stepprocessthatrelies
on �le downloads.Whena peerdownloadsa rare�le, i.e.,with a low numberof loca-
tion, it addsitself to theDHT asanotherlocationusingDHTSTOREREQUEST. If the
locationthe�le wasdownloadedfrom did notexist in theDHT yet,thepeeralsoinserts
theoriginal locationinto theDHT. Additionally, to complyto Kademlia'sspeci�cation,
werequireeverypeerto republishits dataeveryhoursothattheDHT canexpirevalues
for disconnectedhostsafter this timeout.Whena hoststartsa new sessionwith a dif-
ferentIP andport, it republishesall its data,suchthatthenew valueserasetheprevious
ones.

Network-based publishing Ultrapeershave two opportunitiesto detectandpublish
raredataitemsin casethesearchis proxied.The�rst is afterthedynamicquerierstops
becauseit did not get enoughresultsbeforethe timeoutor becauseit contactedtoo
many hosts.In this casethedynamicquerieriteratesthroughthelist of therepliesthat
havearrivedandpublishesrare�les asshown in Listing 1.2.

1 i f ( ( t V QUERY TIMEOUT ) AND ( r esu l t Set T RESULTSET DHTLIM ) ) S

2 f or each r esponse i n query . r esponses S

3 i f ( i sSpam ( r esponse ) ) cont i nue ; / / don ' t pub l i sh spam r esponses
4 el se S

5 i f ( r esponse . numberOf L ocat i ons T NUMLOCS DHTLIMIT ) / / l ow f i l e a va i l a b i l i t y
6 publ i shDHTFi l e ( r esponse ) ;
7 U

8 U

9 U

Listing 1.2.Post-querypublishingalgorithm

The only additionalvariableintroducedin Listing 1.2, with respectto the hybrid
resourcelocation algorithm, is NUMLOCSDHTLIMIT . It ensuresthat replicationof
the datato be insertedis really low and is an additionalprotectionagainstspam,as
maliciousnodesthatsystematicallyanswerqueriesalsofakealargenumberof available
locations.We useaninitial valueof 2 for thatvariable(basedonheuristics).

Thesecondopportunityto publishrare�les it to detectlatecomingresponses.When
a query is unpopular, it sometimesperformsa large numberof hopsbeforereaching
a host that hasthe data.Consequently, someresponsesmay arrive after the dynamic
querierdies,andmustbe interceptedandpublishedin theDHT usingthesamecondi-
tionsasabove.

12
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Finally, asa prerequisitefor both techniques,the ultrapeerhasto verify that the
�le it wantsto publishis not alreadyin the DHT. As the resourcelocationalgorithm
presentedin Listing 1.1queriestheDHT for rareitems,it is straightforwardto know if
theelementthat is going to bepublishedis alreadystoredin thestructuredoverlayor
not.For eachsearch,theultrapeerthereforekeepstrackof theresponsesreceivedfrom
theDHT andcomparesthosewith the�le it wishesto publishbeforestoringit.

6.3 Removing popular data fr om the DHT

Thepopularityof a �le in theDHT canbemeasuredby thenumberof timesit hasbeen
downloaded.With client-basedpublishing,peerssearchtheDHT for a �le, download
it, andaddthemselvesto thelist of locationsavailablefor that�le. Therefore,it is easy
to detectandremove entriesin the DHT which have becomepopular:If the number
of locationsfor a DHT entrygoesbeyonda threshold(NUMLOCSLIMIT ), this means
thatthe�le hasin factbecomepopularandthusis no longerto beconsideredasa rare
dataitem andcansimply be removed from the DHT. In our hybrid implementation,
this is accomplishedby storinganemptyvaluefor a givenkey, i.e., thecorresponding

X

5ZY"[�\9]_^_#a`b#

2Bcbd

]_^feg]

�

Y_h entryin theDHT is deleted.

7 Experimental evaluation

To fully evaluateour system,a large-scaledeploymentof our hybrid client would have
beenrequired.As this wasnot feasible,thegoalof our evaluationhasbeento simulate
queriesfor raredataitemsavailablein theGnutellanetworkandin theDHT andanalyze
bothnetworks' characteristicsandbehaviors.Our evaluationwasthereforefocusedon
the ef�ciency of our hybrid algorithmsin detectingandpublishingrare items in the
structuredoverlay.

7.1 Setupof the experiments

In the experimentswe deployed 50 hybrid ultrapeerson PlanetLab. Each ultrapeer
ran on a dedicatedPlanetLabnode.Then the ultrapeerswere connectedto the live
LimeWire Gnutellanetwork (approximately4 million usersduring the experiments)
andtheAzureusKademlianetwork (approximately800thousandusersduring theex-
periments).Thenweusedthenetwork-basedpublishingalgorithmpresentedin Section
6.2 to publish rare dataitems returnedin the responsesof queriescoming from the
LimeWire leavesconnectedto our hybrid ultrapeers.After a few hours,to receive suf-
�cient amountsof raredataitems,we issuedqueriesfor rare�les by iteratingthrough
rare�les publishedin theDHT, simultaneouslyqueryingtheGnutellanetwork andthe
DHT, andrecordingthelatency of thesearchfor bothnetworks.

In thesetupof theexperimentswe alsoconsideredthefollowing issues:

Data availability: As the DHT only indexesrare databut doesnot storethe corre-
spondingphysical�les, a searchmaysucceedbut thestoringpeersmaybeof�ine.
In Gnutellain contrast,only nodesthat have the queried�le respondto a query.

13
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To make a fair comparisonbetweenbothnetworks,thuswe hadto ensurethatthe
nodesholdingrare�les indexedin theDHT werestill onlineduringthetest.To that
end,we systematicallysenta ping messageto every hostbeforestartingthe tests
to verify theiravailability. As �re walledhostsareshieldedfrom thiskind of traf�c,
we couldnot includetheminto ourevaluation.

Nodeavailability: In LimeWire's implementation,a nodedoesnot answerqueriesin
thecasethatit cannotuploadthedata,for example,whenthenodealreadyhastoo
many openconnectionsor whenthenodeonly haspartsof thedataitem.Thusping
messageswerenotsuf�cient to verify thatthenodecouldrespondto aquery. To get
aroundthisproblemweadditionallyusedLimeWire'sproprietaryHEADPINGand
HEADPONGmessages,wherethe lattercontainsinformationabouttheavailability
of the�le andthenode.

Query trimming: Our �rst evaluationshoweda linearincreasein theDHT'sresponse
time.Thatwasdueto thefactthateachhybrid ultrapeerwasstartingthousandsof
queriessimultaneouslyontheDHT, andthateachqueryperformsmultiple lookups
in parallel. In order to correctthis, we enforceda 5 secondsbreakbetweenthe
queries,in ordernot to overloadthesystem.

Unbiasedrouting tables: After thecollectionphaseof raredataitems,wereinitialized
theGnutellaandKademliarouting tablesof eachhybrid ultrapeerbeforestarting
thequeryexperiments.Thisensuredthattheroutingtableswerenotbiasedtowards
contactsthathadalreadybeenseenwhile interceptingqueriesandpublishingdata
items.

7.2 Experimental results

Theresultspresentedbelow havebeenrecordedon08/02/2006,09/02/2006,11/02/2006,
12/02/2006,14/02/2006and15/02/2006.Table2 summarizestheresultsfor querysuc-
cessandquerylatency in bothoverlays.

Table 2. Meansearchlatency for bothoverlays

Overlay QuerysuccessrateMeanquerylatency

Gnutella 0.27 75989ms
DHT 0.99 3878ms

Although we only queriedfor raredatawhich wasavailable in the network (data
and nodeavailability was ensuredas describedin Section7.1), Gnutellacould only
�nd 27 percentof thesedataitems,whereastheDHT hada successrateof 99 percent.
The missing1 percentis due to individual nodefailuresin republishingdatain the
DHT. Moreover, thesearchlatency for theDHT is approximately20 timeslower than
Gnutella's.As shown in Figure4, morethan50 percentof theanswersfrom theDHT
comein lessthanasecond,eventhough800'000nodesparticipatedin theDHT during
our tests(the �gure shows only the �rst 5 secondsof the full plot which wasthemost
interestinginterval for us;thustheCDFdoesnot reach100%).

14
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Fig.4. DHT searchlatency

Theseresultsprovethatour algorithmsweresuccessfulin identifying andpublish-
ing raredataitems,andshow thepotentialgainin successrateandlatency. As expected,
they demonstrateGnutella'sunreliabilityandinef�ciency in �nding rareitems.

In orderto evaluatethe in�uence of theparametersRESULTSETDHTLIM (result
setthresholdfor unsuccessfulqueries)andNUMLOCSDHTLIMIT (replicationthresh-
old) discussedin Section6,wesplit thehybridultrapeersinto four groupswith different
combinationsof theseparametervaluesasshown in Table3.

Table3. Testgroupparameters

Group RESULTSETDHTLIM NUMLOCSDHTLIMIT

Group1 10 1
Group2 20 1
Group3 30 1
Group4 30 3

Figure5 shows theGnutellasearchsuccessratefor thedifferentgroups.It proves
that relaxing the parametersthat selectrare �les directly affects the ef�ciency of the
hybrid platform.This testalsodemonstratesthe importanceof �ne-tuning the hybrid
algorithm'sparametersin orderto stoptheGnutellanetwork'squerymessage�ooding
at theoptimaltime.

Thebandwidthoverheadin thehybrid approachmainly consistsof thebandwidth
requiredto insertdataitemsinto theDHT, i.e.,thelookupcoststo �nd thenodeto store
thevalueplustheputmessage'ssize.Thelookupcostis afunctionof thenetwork'ssize
andthe degreeof parallelismof the system,which is representedby the > parameter
in Kademlia.If for eachhop, > nodesarecontacted( >

:ji in Azureus)andwe need
approximately20hopsto reachthetargetin anetwork of 800'000connectedKademlia
nodes,a roughestimateof thenumberof requiredlookupmessagesis 80 messagesof
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Fig.5. Successratesfor differentparameters

size297 (41 bytesheader+ 256bytesdata),i.e., 23760bytesoverall in the DHT per
insertoperation.Queryingproducesa similarmessageload.

By analyzingthe statisticsfrom our plain Gnutellaultrapeers,we seethat the av-
eragenumberof nodesqueriedfor searchesthat last lessthan100secondsis 73'710,
while theaveragenumberof nodesqueriedfor searchesthatlastmorethan100seconds
is 697'050,i.e., use10 timesmorebandwidth.Consequently, if the longerqueriesare
performedthroughtheDHT, we shouldbeableto reducethemessage�ooding in the
network by approximatelyan orderof magnitude.Therefore,evenafter addingmain-
tenance,publishingandquerying,the DHT canpotentiallybe of greatbene�t to the
Gnutellanetwork.

Finally, load balancingin the hybrid systemis automaticallydoneby removing
overlypopularqueriesfromtheDHT. With thealgorithmspresentedin Section6.2,only
itemsbelongingto the tail of the �le distribution in theGnutellanetwork areinserted
in theDHT. Consequently, theseitemsshouldnevergenerateahighdemandatasingle
node.

8 RelatedWork

Our approachextendsthe casemadein [14] for a hybrid searchinfrastructure.That
paperprovidesan initial proof-of-conceptproposalfor a hybrid system,but doesnot
de�ne thetopologyof thehybridGnutellanetwork andthenecessaryinteractionsto an
extentwhich is requiredfor apracticaldeployment.Ourcontributionsbeyondthework
describedin [14] are:(1) We re�ned theproposedsystemby tightly integratinghybrid
queryinganddatapublishingalgorithmsinto themostrecentGnutellaspeci�cationand
provide a real-world, large-scale,experimentalevaluationof the algorithmsin a live
Gnutellanetwork to backup our claims.(2) We usethe up-to-datedynamicquerying
techniqueandextendthe ultrapeerelectiontechniquesto be ableto selectively build
andquerytheDHT. (3) We provide a detaileddescriptionof the interactionsbetween
thestructuredandtheunstructuredoverlay.

Castroet al. [18] proposea hybrid systemin which the network maintenanceis
handledby a structurednetwork andthesearchanddatareplicationis donein anun-
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structurednetwork. This studyis basedon theobsoleteoriginal Gnutellanetwork and
thereforedoesnot take into considerationall therecentimprovementsaswe do.

Severalapproaches[3,19–21]have beentrying to addressthescalabilityproblems
of theoriginal Gnutellaprotocolby modifying the network topology, the queryalgo-
rithms or the datareplicationstrategies in the network. Most of thesehave proposed
techniquesthatexploit nodeheterogeneityandintroducesome�o w controlfor queries,
similar to thoseusedin themodernGnutellanetwork andpresentedin this paper.

9 Conclusions

In this paperwe have presentedan extensionof Gnutellawith a DHT to addressthe
problemof queriesfor rare �les which are approximately20% of the total queries
in Gnutella.We presentedexperimentalresultsfrom a large-scaleexperimentalstudy
thatshow thatGnutellahandlessuchqueriesvery inef�ciently undunsuccessfullyand
that suchqueriescauseexcessive bandwidthconsumption.Our hybrid approachuses
Gnutellafor popular�les which it canhandleef�ciently anda KademliaDHT of ul-
trapeersfor rare�les. We presentedthealgorithmsto setup thehybrid infrastructure,
to detectandmanageraredataitems,andto queryfor suchdata,anddemonstratedthe
ef�ciency andvalidity of ourapproachby a large-scaleexperimentaldeploymentin the
live Gnutella(4 million users)andAzureusKademlia(800 thousandusers)networks.
Our resultsshow thatGnutellacanbene�t considerablyfrom our hybridapproachasit
increasessuccessratesfrom 27%to 99%anddecreasesbandwidthconsumptionby an
orderof magnitude.Theexperimentsweredonewith a production-qualityimplemen-
tationwhich is likely to includedin a futureversionof theLimeWire P2Psoftware.
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