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Abstract
This paper studiesthe problem of updatesin decen-

tralised and self-organising P2P systemsin which peers
have low online probabilities and only local knowledge.
The update strategy we proposefor this environmentis
basedon a hybrid push/pull rumor spreading algorithm
andprovidesa fully decentralised,efficientandrobustcom-
municationschemewhich offers probabilistic guarantees
rather than ensuring strict consistency. We describea
generic analytical model to investigatethe utility of our
hybrid updatepropagationschemefrom the perspectiveof
communicationoverhead.

1. Intr oduction

In most peer-to-peer (P2P) systemsdata is assumed
to be rather static and updatesoccur very infrequently.
For applicationdomainsbeyond merefile sharing,for ex-
ample trust management[2] or peercommerce,suchas-
sumptionsdo not hold andupdatesin fact may occur fre-
quently. Other typical applicationswherenew dataitems
areadded,deleted,or updatedfrequentlyby multiple users
are bulletin-board systems,sharedcalendarsor address
books,e-commercecatalogues,andprojectmanagementin-
formation.

To improve fault-toleranceand responsetime data is
heavily replicatedin mostP2Psystemsandthesystemmust
take into accountthatpeersareautonomousandmaybeof-
fline frequentlyandthatnoglobalknowledgeonthesystem
exists.Thisisespeciallyrelevantfor upcomingmobileenvi-
ronments.Thuswe areoperatingin a decentralisedsetting
without global control. This is the settingwe assumefor
updatesin our P-Grid P2Psystem[1, 3] describedin this
paper. To meetthe challengesimposedby a high replica-
tion factor, lack of global knowledge,andpeersbeingon-
line only with a very low probability, we exploit epidemic
algorithmsunderthe assumptionthatprobabilisticguaran-
teesinsteadof strict consistency is sufficient andsuchan
approachcan indeedbe usedin a decentralisedand self-
organisingenvironment.

Our proposedupdate algorithm is based on rumor
spreading. We modify existing messageflooding algo-
rithmsto achieve lower communicationoverheadsbut pro-�
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videsimilarprobabilisticguaranteesandlow latency. Since
we assumethat peersaremostlyoffline, we proposea hy-
brid push/pullalgorithm so that offline peerscan inquire
for updatesthat they had missedwhen they becomeon-
line again. In the push phasethe algorithm usesa new
mechanism,apartfrom traditionalfeedbackandprobabilis-
tic methodsto propagatea rumor, to avoid many duplicate
messagesby propagatinga partial list of peersto which a
particularmessagehasalreadybeensent. It alsoemploys
this list in conjunctionwith the numberof duplicatemes-
sagesreceived at a particularnodeasa local metric to es-
timate the extent to which a messagehasspreadglobally,
andtherebytunestheprobabilisticparametersof thegeneric
algorithm locally which is a novel contribution. As will
bediscussedlater, thecurrenttaxonomyof epidemicalgo-
rithmsdoesnotexploit theadvantagesof speculation(feed-
forward) for significantreductionof communicationover-
head.

Further, the algorithm dealswith logical connectivity
(knowledge),andis disentangledfrom the underlyingnet-
work/physicalconnectivity. Consecutively, thepropagation
of messagesin the physicalnetwork and thus the imple-
mentationof applicationsis an orthogonalissueand may
employ any point-to-point/multicast/ad-hoccommunication
mechanism(for example,[4, 13]). Thoughthis work was
initially motivatedby P-Grid, the algorithmis genericand
can be applied in other systemstoo. Our modifications
to existing messageflooding algorithmsand other results
mayaswell beappliedto othersearch/updatealgorithmsor
broadcast/multicastschemeswhich employ flooding.

Anothersignificantcontribution of this paperis anana-
lytical modelof thegossipingalgorithmunlike mostof the
literaturewhich relieson simulationresults. Sinceour al-
gorithm is genericasarguedabove the analyticalmodelis
valid for many of theothervariantsof floodingalgorithms
andsoaretheresultsof ouranalysis.

2. Moti vation and problem statement
Variousglobalstoragesystemshave beenproposed,for

example,Freenet[7], OceanStore[24], Pastry[26], andFar-
site [5]. Their main goal is to provide distributedstorage
that scalesto very large numbersof usersand datasets.
Additionally, they may exhibit certainspecialisationsthat
stemfrom their intendedapplicationdomains. For exam-
ple, Freenetwantsto supportfree speechand anonymity
on theInternet,whereasOceanStorefocuseson distributed
archival storage,which requiresspecialsystemsupport.



From the viewpoint of datamanagementthesesystems
shouldaddresstwo critical areas:

1. Efficient,scalabledataaccesswhich is providedmore
or lessby all approaches,and

2. Updatesto the datastored,especiallywith respectto
replicationandlow onlineprobabilities.

Many of the accessschemesarebasedon somemech-
anismthatassociatespeerslogically with a partitionof the
searchspaceby meansof adistributed,scalableindex struc-
ture (P-Grid, OceanStore)and usereplicationto improve
responsivenessand fault-tolerance. Someof the systems
supportupdates.For example,OceanStore,usesclassical
schemesfor updatingreplicasandassumeshighavailability
of servers,whereasin thesystemsweenvisionthepeersare
fairly unreliable.Our assumptionsare:

– Peershave low onlineprobabilitiesandquorumscan-
not beassumed.

– Eventualconsistency is sufficient.
– Sincewe do not target databasesystemsupdatecon-

flicts arerareand their resolutionis not necessaryin
general.

– Probabilisticsuccessguaranteesfor searchare suffi-
cient.

– Consecutiveupdatesaredistributedsparsely.
– The requiredcommunicationoverheadis the critical

measurefor theperformanceof theapproach.
– The typical numberof replicasis substantiallyhigher

than assumednormally for distributed databasesbut
substantiallylower thanthetotalnetwork size.

– The connectivity amongreplicasis high andthe con-
nectivity graphis random.

The two last pointsrequirefurther discussion:We may
expectafew hundredto thousandreplicasto bemaintained.
An intuitiveexplanationfor suchnumbersis thatif weneed
a 99.9%successguaranteefor a searchand only 10% of
thereplicasareonlineon average,thena serialsearchwill
needabout65 attempts(since ��� �	��
����� ����� ). This does
not accountfor load balancingamongthe available repli-
caswhich mayaccountfor anotherfactorof 5 to 10 times
of replication,particularlyfor “hot” items. Statisticsfrom
someof themusicfile sharingsystemsshow thatonaverage
200to 250replicasof samefilesareavailable,not counting
the replicasthat arenot shared[30]. This requiresdevis-
ing a schemewhich scalesat leastbeyondthehundredsto
thousands.

We assumethat thereplicaswithin a logical partitionof
the dataspaceare connectedamongeachother and each
replica knows a minimal fraction of the completeset of
replicas.If not enoughreplicasareknown they canbeeffi-
ciently obtainedby randomizedsearch.Additionally repli-
casgetknown throughtheupdatemechanismdiscussedin
this paper. Evenwhenpeerspotentiallyknow a largefrac-
tion of the completereplica populationthe useof rumor
spreadingbearsanumberof advantagesascomparedto im-
mediatelycontactingthe completeneighborhoodsfor up-
dates: better load balancing,reduceddelay due to paral-
lel propagation,improvedrobustnessagainstchangesin the
peernetwork, andonly partial knowledgeof theneighbor-
hoodis required.

3. Systemmodel

In the analysisof the updatealgorithm we focus on
the amountof communicationrequiredto achieve quasi-
consistency and provide probabilisticguaranteesfor suc-
cessfulandappropriateresultsfor queries.As observedin
[22] we assumea very low rateof conflicts. Indeed,many
applications,for example,musicfile sharingor news dis-
semination,have sucha profile where,if datais altered,it
maybetreatedasdistinctandcoexistsasdifferentversions.
Similarly, deletionsmay useconventionaltombstonesand
deathcertificates. Theseissuesare relatively orthogonal
to the communicationmechanismusedto convey the up-
datesamongthe replicas. Further, in a decentralisedsys-
tem, suchasP-Grid the “data” may indeedbe knowledge
regardingthesystem’stopology, for exampletheroutingta-
blesusedin P-Grid[1]. Mostof thesesystemsoperatewith
a relatively high degreeof imperfectknowledge,which is
why probabilisticguaranteeof information dissemination
in suchapplicationscenariosis sufficient.

Our systemassumesan infrastructure-lesspeer-to-peer
system,i.e., all peersareequalandno specialisedinfras-
tructure,e.g.,hierarchy, exists. No peerhasa global view
of thesystembut basetheir behaviour on local knowledge,
i.e., its routingtables,replicalist, etc. Thepeerscango of-
fline atany timeaccordingto a randomprocessthatmodels
the behaviour whenpeersareonline. Physicalconnectiv-
ity and topology are ignored. We canassumethat if two
peersare online a communicationchannelmay be estab-
lished betweenthem. This is not a seriousrelaxationof
assumption,sinceif two peersmaynot communicatewith
eachother, they will simply perceive eachother to be of-
fline. It is primarily the erraticbehaviour of online avail-
ability andthecompletelack of globalknowledge,aswell
as the absenceof any centralisation,and thus the needof
self-organisation,whichpromptsusto call thisenvironment
unreliable. The limited resources,particularly bandwidth
(andpower in wireless/mobileenvironments),andthevary-
ing degreefor toleranceof latency makesthe environment
evenmorechallenging.

Our updatepropagationschemehasa pushphaseanda
pull phasewhichareconsecutivebut mayoverlapin time. A
new updateis pushedby theinitiator to asubsetof responsi-
blepeersit knows,which in turnpropagateit to responsible
peersthey know similar to a constrainedflooding scheme.
By “responsible”we denotepeersthat areaffectedby the
updatebecausethey hold the original versionof the data
item. In our analysisof the pushphasein the next section
weassumeasynchronousmodelwhich is astandardmodel
for analysingepidemicalgorithms[18].

Peersthat have beendisconnected(offline, disruption
of communication)andget connectedagain,peersthat do
not receiveupdatesfor a long time (locally determined),or
peersthatreceiveapull request,but arenotsureto havethe
latestupdate,enterthepull phaseto synchroniseandrecon-
cile. The pull schemeis similar to anti-entropy [9], in the
sensethat the pulling party tries to synchroniseitself with
thepulledparty. Sincethepulledparty itself maybeout of
sync, it is preferableto contactmultiple peersandchoose
themostup to datepeer(s)amongthem.



Pushphaseof the updatealgorithm: Whena peer� re-
ceives a updaterequest ��������������� � ! , where � is the up-
dateddataitem, � its version1, � is a counterwhich counts
thenumberof pushroundsthathavealreadybeenexecuted
for theupdate,fromapeer" , it alsoreceivesapartial(flood-
ing) list ��� , to which the sameupdatehasbeensent(not
necessarilyreceivedby all peersin � � ). Then � choosesa
randomset �$# of its replicatingpeersandforwardsthere-
quest�������%��� �'& �(#�� �	)*�+! with aprobability ,.-/�0� ! to the
set � #	1 ��� . ,.-/�0� ! canbeany function,andis aself tuning
parameter, determinedlocally by � . Anotherbenefitof �2�
is that � possiblydiscoversreplicasunknown to her.3

4

5

6

/* At replica ‘p’ (push phase) */
IF received(Push(U, V, R_f, t)) THEN

/* process the update if not precessed it yet */
IF ProcessedUpdate(U, V, R_f, t) == FALSE THEN

Select a random subset Rp of replicas
with |Rp| = R * f_r;

With probability PF(t):
Push(U, V, Rf union Rp, t+1) to Rp \ Rf ;

/* PF(t): deterministic or self
tuning function */

ProcessedUpdate(U, V, R_f, t) = TRUE

Sinceany replicapushestheupdateatmostonce,theter-
minationdecisionis trivial, andthenumberof pushrounds
gives the latency of propagatingthe updateto all online
replicaswith highprobability(arbitrarily closeto 1).

Pull phaseof the update algorithm: Whena peergets
connectedagain becauseit was offline or suffered from
a communicationdisruption,received no updatefor some
time, or receivesa pull requestbut is not surewhetherit is
in sync,thenit entersthepull phaseandinquiresfor missed
updates.3
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/* At replica ‘p’ (pull phase) */
IF online_again OR no_updates_since(t) or

(received_pull and not_confident) THEN
/* not_confident is true:

no update received within time T */
Contact online replicas;
Inquire for missed updates

based on version vectors;

4. Analysis

4.1. Setupand notation for the analysis
Thegoalof our updatealgorithmis not to achieve com-

pleteconsistency but ratherto know whatis theprobability
of a correctanswergiven certainmodel parameters.We
assumethat every peerknows a subsetof all replicasthat
replicatethesamedata.We considerthereplicanetwork to
bea smallP2Pnetwork itself but with no internalstructur-
ing. It handlesupdates/requestsfor a partition of the data
space.

In the analysiswe start from a completelyconsistent
state,analyseasingleupdaterequest,andevaluatethenum-
berof messagesandtime(roundsof messageexchange)re-
quiredto reacha consistentstateagain. Sincemostof the

1This actually is a vector of version identifiers of the form798�:�;=<?>A@�BDC=E+F�GH8�:�;=<?>A@�BDC=EJIJG?K?K�K?GH8�:�;=<?>A@�BDC=E=L	M
. Versionidentifiersare

universally unique identifierscomputedlocally by applying a a crypto-
graphiclysecurehashfunction to the concatenatedvaluesof the current
dateandtime, thecurrentIP addressanda largerandomnumber.

replicasareoffline mostof the time, our notion of consis-
tentstateis morerelatedto the onlinepopulation�2NO P at a
giventime Q ratherthanthewholesetof replicasR . Though
our analysisis generic,we evaluatethealgorithmfor real-
istic scenarios:availability of thepeersto bearandompro-
cesswith expectedvalueof beingonline between10% to
30%. Thereplicationfactoris assumedto bebetween100
to 1000andthoughscalabilityis not a majorissuefor such
small numberslarger replicationfactorstoo have beenin-
vestigated.Table1 shows thenotationusedin our analysis.

When an update � is initiated for a set R of replicas
with cardinality � , in generaltheonlinepopulationin push
round� will be � O P �S� !%TU� O P �S�JVW�X! �	Y )/Z �[V\� O�P �0�]V^�+!�_ ��`
where Y Ta�(Vcb=d and ` Teb�f , where � O P �g�	!hTi�2NO P if the
updatestartsattime Q . b=d is theprobabilityof anonlinepeer
goingoffline in onepushroundand b f is theprobabilityof
anoffline peercomingonlinein apushround.Thesevalues
aretypically small andmay vary in differentpushrounds.
For the sake of simplification,we will initially ignore the
effect of replicascomingonline,andwill furtherassumea
constantY , hencewe have � O�P �0� !jTk� O P �S��Vl�X! �$Y . Ne-
glectingthe effect of positive b f is justified becausepeers
comingonlineneedto executepull any way, andthusdonot
contributeto thepushphase.Thus,evenif somepeerscome
online during a pushphase,and receives updatethrough
push, it will not make any major differenceto the whole
system’sbehavior or theanalysisof thesame.Theassump-
tion of a very small bmd is justified becausea single push
roundwill take a very small time (network delayfor a sin-
gle message),andunlessthereis any kind of catastrophic
failure,a very small numberof peerswill suddenlydecide
to go offline. Further, we choosea discretetime modelfor
the rumor spreadingalgorithm,just like mostotherrumor
algorithms.This in itself doesnot meanthatwe needsyn-
chronousrounds.It is indeedpossiblethatbecauseof vari-
ationin network latency, messagesof differentpushrounds
livein thenetwork atthesameinstantof time. Thus,instead
of treating� strictly astime, it needsto beinterpretedasthe
roundnumber, andthe replicaswhich get infectedby that
round areeffectively replicasthat eventuallygetsupdates
from this round.Thus � doesnot in itself necessarilydefine
anorderedchronologyof receiving updatesamongall peers
in thesystem.

Typically theparameters,suchas "on , Y , � , � O P �g�	! , may
vary over time. But for thepurposeof analysiswe mayas-
sumethat they remainconstantthroughouta singleupdate
pushphase.In Section6 we will give someindicationof
how theparameterscanadaptover time to thevaryingnet-
work topologies.

The choiceof two parameters,'p (probability of for-
warding an update)and "qn (fraction of total replicas to
which peersinitially decideto forward an update)rather
than defining only one parameterwhich couplesboth of
themtogetheris becausewe wantedto studytheeffectsof
boththesefactorsin limited floodingalgorithms.For exam-
ple, a protocol like Gnutella[8] usesfloodingwith a fixed
fanout,but usesno notionof , p . Actually its useof TTL
effectively meansthat , p is 1 for TTL rounds,and0 after
that.Someothersystems,for exampleoneusinggossipfor



� Cardinalityof thesetof replicasR� Numberof thepushroundfor a particularupdate� Theupdatemessageor its size(notationdependson thecontext)rts �0� ! Sizeof messagesin round �s �0� ! Normalisedsizeof thepartial list of replicaswhich have theupdatein round � . This is equalto the
numberof entriesin thelist dividedby � .� O�P �0� ! Numberof replicasonlinein round �Y Probabilitythatapeerstaysonlinein thenext pushround" n Fractionof replicasto which peersinitially decideto forwardtheupdatemessageuwvXx$yov �{zS|~}=���	�S� ! Numberof new replicasreceiving updatein round �� �J���S� ! Numberof messagesin round � , includingmessagesto offline replicas"	���m�w� n�� �S� ! Incrementin fractionof onlinereplicaswhich areawareof theupdateafterround �" �m�w� n��+�0� ! Total fractionof onlinereplicaswhich areawareof theupdateat thebeginningof round � ., p �S� ! Probabilitythatapeerpushesanupdatein round � if it receivedit in round ��V�� .�
Sizeof datarequiredto describeonereplica(e.g.,10 bytes).

Table 1. Notation used in the analysis

ad-hocrouting [13], on the otherhandusesprobability of
forwardingrumorsasa designparameter. In orderfor our
analysisto begeneralenough,suchthatall thesevariations
of limited flooding canbe reducedto specialcasesof our
model,we includedthenotionof bothfanoutandprobabil-
ity of forwarding.

4.2. Analysis of the pushphase
Round 0
Thereplicainitiating theupdatepropagationsends� to "on
fractionof replicas.Thuswe obtaina total numberof mes-
sages,� �J���g�	!�T�� � "on (including messagesto offline
replicas). The numberof new replicaswhich receive the
updateis uwvXx$yov ��z0|~}=�����S��!�Tl� O�P �S��! " n . Thenumberof on-
line replicaswithoutupdateis � O�P �S��!=�?��V."onJ! . Themessage
lengthin this roundis

rts �S��!�T��U)�� � � � "on
Round 1
Assumingmessageflooding,whereevery replicawhich re-
ceived an updatemessagedecideswith probability , p �?�+!
to forwardit to � � "on replicas,wehave:� �J���?�X!�Tl� O�P �S��! Y , p �?�+!?�." fn � �(Vc" n !

Theexpressionmaybeexplainedasfollows. � O�P �S�	!�"on
of theonlinepopulationreceivedtheupdatein theprevious
round,a fraction Y of thesereplicascontinueto stayonline
in thepresentround,a , p � �X! fractionof thesereplicasde-
cideto forwardthemessage.Eachof the � O�P �S�	!�"on Y ,'p$�?�+!
peersdecideto pushtheupdate,forwardingit to �[�g"on�V/" fn !
replicas,sinceit knowsthattheupdatehasalreadybeensent
to " fn of the " n fractionof randomlychosenreplicas.Actu-
ally, in caseareplicareceivesupdateinformationfrom more
thanonereplica,it canusethe list of ‘updatedreplicas’in
eachof thosemessages,andhencethenumberof messages
canbefurthertrimmed,atanadditionalcomputationalcost.

uwvXx$yov �{z0|~}=�����?�+!�T � O P �g�	! Y � �$V�"onJ! �
Z��(V�� �$Vc"qnJ!?�w�H�D����� � ���o �¡ � d �H_

The expressionmay be explained as follows: Of the� O�P �S��! Y � ��V¢"onJ! uninformed online peers, a fraction�?�.VU" n ! �w�g������� �?���o 	¡ � d � peerscontinueto stayuninformed
wheneachof the � O�P �S��! "on Y ,£p$� �X! informedpeersforward
(push)to "on fractionof randompeers.Theothersreceivethe
updateafterthis round.For themessagelengthwe have:

rts �?�X!¤T �¥)¦� � � � �g"on%)�"on	�?�(V�"onJ! !
T �¥)¦� � � � �?�(V¥�?�$V�"onJ! f !

Round �¨§�©
Theresultsmaybegeneralisedasfollows:

uwvXx$yov ��z0|~}=�����0� !¤T � O�P �0��V��X!=� �(Vc" �m�w� n��]�S��V��+! ! Yª�
�?�(V¥�?�$V�" n ! �w�g����«�¬ d � ��w®?¯D® �~° ��«�¬ d � �o 	¡ ��«0� !

Thus we obtain the fraction "����m�w� n�� �0� ! and "q�m�w� n�� �0� !
as:

"����m�w� n�� �0� !±T �?�(V�"q�m�w� n�� �0� !�! �
�?�(V¥�?�(V�" n ! � �H� ��«�¬ d � � �®?¯D® �~° ��«�¬ d � �o  ¡ ��«0� !

Then,

" �m�w� n��]�S� !±T " �m�w� n��X�0��V��+!w)�" ���m�w� n��]�S�£V��X!
T �(V�� �(Vc" �=�w� n��X�S�'V��X!�! �

�?�(V�"onJ!?�w�H�D��«�¬ f � ���® ¯�® �~° ��«�¬ f � �o 	¡ ��«�¬ d �
Notethatthis is a recursiverelationshipand " �=�w� n�� rapidly
growsto 1. Theexpressionfor " �m�w� n�� mayexceedthevalue
of 1, but thatwill have no physicalrelevance,andthusthe
functionneedsto bedeterminedusingaceilingfunctionand"����m�w� n�� too needsto be reevaluatedaccordinglyin the fi-
nal pushround. Also notethat ,£pj�0� ! canbe any arbitrary



function of � , which individual nodescandefinein an ad-
hocmanner, andwe will seethat this will be a self-tuning
parameterfor ourpushphasealgorithm.

It is subtle to determinethe numberof messagesand
lengthof thesemessages.If the partial list of replicas,to
which the updatehasalreadybeentransmittedalongwith
theupdateinformationU, is ignored,we have� �=���0� !�T�� O P �S�'V��X!�"����m�w� n�� �0��V��+! Y , p �0� ! �2" n

sinceeachof � O�P �0��V²�X! "	���m�w� n�� �S��V*�+! Y , p �0� ! replicas
(thesereplicasreceived the updatein the previous round,
and continuedto stay online, and decidedto forward the
same)forwardtheupdateto �."on replicas.If thepartial list
of replicasis accountedfor, thenthe numberof messages
decreaseto

� �J���0� !¤T � O�P �0��V��X! "	���m�w� n�� �S�'V��X! Y , p �0� ! �
�2"qnq�?�(V�"on]!?«

andthelengthof eachmessagein roundt is givenasrts �S� !�Ti�¥)�� � � � � �$V�� �(Vc" n ! «0³ d !
Wenow provethetwo equationsaboveby induction.Let

thenormalisedlengthof thepartiallist of replicasin ames-
sagebedenotedby

s �S� ! . Thenormalisedlengthof thepar-
tial list is thefractionof thetotal replicasthatthepartiallist
contains.Then

rts �0� !�Te�¥)¦� � � � s �0� ! .
Inductionhypothesis:

s �S� !�T´��V¥�?�$V�" n ! «0³ d
Now

s �0��)k�X!µT¶"on.) s �S� !$Ve"on s �S� ! , sincethe �."on
replicaschosenrandomlyareindependentof thereplicasin
thepartial list. Now, if ourhypothesisis truethen,

s �0�w)l�X!¤T "qn%)U�(V¥�?�(V�"on]!?«0³ d V�"onq� �(V¥� �(Vc"qnJ!~«0³ d !
T �(V¥�?�(V¦"on]! «0³ d )�"onq� �$V�"onJ! «0³ d
T �(V¥�?�(V¦"on]!~«0³ f

Thusthehypothesisis consistent.Sincethehypothesisis
truefor �¨Te���]� , usinginduction,we concludethat

s �S� !¨T�¨V��?�(Vc"onJ! «0³ d where
rts �S� !�T��¥)�� � � � s �0� ! . Thus,

� �J���0� !¤T � O�P �0��V��+! "����=�w� n�� �0��V��X! Y , p �S� !?� �
"qn��?�(V s �S�£V��X!�!

T � O�P �0��V��+! " ���=�w� n��]�0��V��X! Y ,£p$�S� !?�."onq� �$V�"onJ!~«
As maybeobserved,

s �0� ! increaseswith roundnumber� and a legitimate questionto ask is its effect on the re-
source(Memory/CPU/Bandwidth/Power)availableat each
of thereplicas.A way to dealwith increasing

s �S� ! maybe
to chosea normalisedthresholdlength

s%· �m¸��0� ! suchthats �0� !.T � | u � sh· �=¸��0� !=� s �S� !�¹X! where
s �0� !�¹/T s �S��V��+!�)"on¨V s �S�£V��X!�"on . Thiscanbeachievedby discardingeither

randomentriesor theheador tail of thepartial list. In this
case,� �J���S�D)c�+!�Tl� O P �S� ! " ���=�w� n��X�S� ! Y ,'p$�0��)c�X! �."on�� �'Vs%· �m¸��S� ! ! ."	���m�w� n�� and "q�m�w� n�� stay unchanged,since the extra
messagesgeneratedby reducingthe

s �S� ! areall duplicate

messages.Thus the nodeswhich pushthe updatein the
next roundpaythepenaltyof forwardingextra messages.

Notethatthecasewhere
s%· �m¸��S� ! is zerofor all replicas

correspondsto thecasewherenolist is propagated,andwill
enhancethenumberof duplicatemessages,withoutany im-
provementin coverageof unreachedreplicas.

4.3. Analysisof the pull phase

If a replica � comesonline at a randomtime (after the
pushphaseis over),thenit will (very likely) find theupdate
information from any of its online replicas. The underly-
ing assumptionfor suchanoptimismis thatany replicathat
cameonline in the meantimemusthave pulled the update
informationby the time theconcernedpeer� cameonline.
This justifiestheeagernessof theUpdatePull algorithm.

Whatis moreinterestingis whathappensif � comeson-
line while a pushof anupdateis underway. If " �m�w� n�� frac-
tion of thereplicas� O�P arealreadyawareof theupdate,the
probabilityof a replica� gettingtheupdatein � attemptsis

��VUZ��(V¥�S� O P " �m�w� n���ºq�.!�_ �
which implies that a constantnumberof pull attempts

shouldgive the updateinformation with high probability.
Sinceupdatesarepropagatingby pushaswell, the above
termgivesa worst caseestimate.Indeedif "����m�w� n�� (refer
to pushphaseanalysis)fractionof online replicasreceived
updatesin the previous pushround ( �$V»� ), then (if they
continuepushing)theprobabilityof gettingapushis

�(V�� �$Vc"qnq�?�(V s �S� ! ! ! � �H� ��«�¬ d � ���®?¯D® �~° ��«�¬ d � �o  ¡ ��«0�
4.4. Query (request)

Servicing requestsunder (possibly relatively frequent)
updatesis similar to the Pull phaseof updates.For simple
servicingof requests,we may indeedusethe sameanaly-
sisasin thePull section.Sincerequestsaremoresensitive
(updatescanbelazy, andstrongconsistency is notourgoal,
however we intendto returncorrectandmostrecentresult
for any query)we maydefinesomemajority logic, or usea
versionschemefor identifying latestupdates,or ahybridof
thetwo.

5. Analytical results

Basedon theanalyticalmodeldevelopedin theprevious
sectionwe investigatedfor variousenvironmentalparame-
tersthe performanceof the pushphaseof the propagation
of a singleupdate.For theevaluationof the recursive ana-
lytical functionsa C-programhasbeendeveloped.

Our performancecriterion for this analysisis primarily
thenumberof messagesthataregeneratedaspartof asingle
update,comparedto the extent to which the updatepropa-
gatesamongthe online population. As a simplifying (and
for fixednetworks,realistic)assumptionweignoremessage
size,assinglemessagescanaccommodatethemessagesof
maximalsizethatcanoccurin oursetting.

In the following resultplots (e.g.,Fig. 1) we will show
on they-axis thenumberof messagesgeneratedpermem-
berof theinitial onlinepopulation.As assumedin thepre-
vious sectionpeerscomingonline arenot participatingin



the propagation. Ignoring the fact that peersmay go of-
fline throughoutthe pushphasemakes the analysismore
pessimistic.On the otherhandsinceotherapproachesdo
not accountfor peersgoing offline, we chosethe simple
metricof comparingto the initial populationsize,in order
to enablecomparisonsto relatedapproaches.On thex-axis
we will give the percentageof the online peersthat have
becomeaware of the update. Sincethe analysisis made
in roundsthe plot is discrete,and the marks (points) on
the curves indicate the discretesteps. From the number
of pointson the curvesit canbe seenhow fast the rumor
spreads(latency), but our main interestis the communica-
tion costinvolvedin updatingall onlinepeers.

5.1. Result1: Impact of the initial onlinepopulation
size

In this analysiswe studiedtheimpactof varyingtheini-
tial onlinepopulationfor theplain floodingscheme.If the
initial populationsizeis too smallascomparedto the total
population,the probability that a peerto which a message
is sentis availableis too low, andtherumorwill notspread.
Varying initial online replicas � O P �g�	! between1 to 100%
it is observed in Fig. 1(a) that without a significantinitial
online population(¼¾½�¿ ), it is difficult to make all online
peersawareof anupdate.In casethereis asignificantinitial
onlinepopulation,themessageoverheadis relatively inde-
pendentof theonlinepopulation,asseenin theFig. 1(b) for
a variationfrom 5-30%of total population.However, mes-
sageoverheadis very high for this plain flooding scheme,
around80 messagesperonlinepeer.

5.2. Result 2: Impact of Varying " n
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Figure 2. Varying "on
Sinceflooding is exponentialin nature,a limited fanoutis
sufficient to spreadthe updateto a completepopulation.
A largefanoutwill causeunnecessaryduplicatemessages.
Varying "on it is inferredin Fig. 2 that theintuitive expecta-
tions aretrue, andit is not necessaryto pushto too many
replicas,sinceit doesnot significantlyenhancethe update
propagation,howevercreateseightto tentimesmoredupli-
catemessages.Thusit is sufficient,andindeeddesirableto
havea smallfanout.
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Figure 1. Varying initial online replicas � O�P �S�	!
between 1 to 100%
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Figure 3. Varying sigma ( Y )

Even if the environmentalparameterY (probability of on-
line peersstayingonlinein consecutivepushrounds)varies,
andis quite low, Fig. 3 demonstratesthat the algorithmis
quite robust to replicasgoing offline (without forwarding
the update)after receiving the update.Indeed,typically Y
will be larger than0.95. We investigatedlower valuesofY , becausecuriously the messageoverheaddecreasessig-
nificantly if several replicas‘f ail’ to forward the update.



Thiswasanadditionalreasonthatpromptedusto introduce, p �S� ! in ouranalysis,andis discussednext.

5.4. Result 4: Impact of , p �S� !
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With the progressof the pushrounds,a large popula-

tion will becomeawareof the update(exponentialgrowth
initially), anda very smallpopulationwill beleft unaware.
Consecutively, if all newly awarepeersdecideto continue
gossiping,a largenumberof messagesaregenerated,for a
small targetaudience.Thuseven if a small fractionof the
newly awarepeersgossip,it is sufficient to reachoutall un-
informedpeers,andusinga substantiallylower numberof
messages.Fig. 4 indicatesthatthebeststrategy is to reduce
the probability of forwardingupdateswith the increasein
numberof pushrounds,which eliminatesmany unneces-
sarymessages.On thedownside,it is essentialto properly
tune , p �0� ! , lest the updateis not propagatedto the whole
population.Wewill briefly describetuningof , p �0� ! in Sec-
tion 6 for optimisationsandself-tuningof parametersin a
decentralisedmannerusingonly local information.

5.5. Result 5: Scalability

As statedpreviously, scalabilityhasnot beenour princi-
ple concernwith replicationfactorbetween100-1000,but
our push schemealso scaleswell, as observed for a to-
tal populationvariedbetween�]��Á to �X��Â with � O�P ºo�ÃT���Ä��� Y T´�	��,'p(�0� !�T���� Å � ���ÇÆ « )ª���Ç© and "on chosensuchthat
to ten onlinepeersa messageis sent,i.e., � O P � " n TÈ�]� .
The resultsareshown in Fig. 5. As may be observed the
total numberof messagesperinitially onlinepeerhasa de-
cently low value. With theincreasein total population,the
numberof messagesperonlinepeeris decreasing,sinceall
parametershave beenkept fixed. For a small population,
we do not needa fanoutof ten onlinepeers,andchoosing
a smallerfanoutincreasesthe numberof pushroundsbut
decreasesthe messageoverheadas shown in Section5.2.
Thuswe concludethat for a very large rangeof total pop-
ulation, the messageoverheadcanbe, with properchoice
of fanout,limited to around20 messagesper initial online
peer. Giventhefact that this is sowhenthereis no knowl-
edgeasto which replicasareactuallyonline,andthusthe
bestthatcanbedoneis to usetenmessages,we think that
our simple(look andimplementationwise)pushalgorithm
is quiterobust,aswell asscalable.
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Figure 5. Scalability

5.6. Simpleflooding (lik e in Gnutella) and variants

Sinceour PushphasealgorithmusesGnutella-like lim-
ited messagebroadcast(flooding with somespecific fan
out),which is known to have scalabilityproblems[25, 28],
it is imperative to point out the improvementachieved by
very minor changes,since similar modificationsmay be
madeeven in the Gnutella messageflooding schemesto
make it moreefficient.

Thoughflooding(Gnutella)hasbeenamplyanalysedby
many researchersand music file sharingenthusiasts,the
ping andpongmessagesrequiredto establishsucha con-
nectivity/neighbourhoodaremostly ignored,which makes
Gnutella worse. Assumea random distribution for the
replicasto stay online, with a probability � O�P . We have��Ê����S� O P !�T¦� O�P � . Thentheexpectednumberof peersthat
arereachedin Ë attemptswhenactually Ì replicasareon-
line is �SÌ � Ë�!�ºo� . Thustheexpectednumberof attempts
to reach Í online replicas ÎjÏ£�SË�![T¢Ð �Ï � ¹ Ï ¹   �ÄÑ(�Ñ . As-
sumingpeersstay online accordingto a Poissonprocess,

i.e. ,/�gÌ*!�T ��Ò	ÓoÔ �g� �Ä� # �H�q�gÕÑjÖ wehave

Î Ï �SË\!h�lÍ×ºm� O�P Z��{V v]Ø �£� V$� � � O�P !�Ð Ï
� �S� � � O P ! Ñ ºoÌ�Ù _

We thenuse "qnÚTÛÎ Ï �gË\!�ºo� . Thenthe expectedmes-
sagesrequiredin pure flooding (without duplicateavoid-
ance)may be obtainedfrom the geometricsum ��)k�g� �
"onJ!')l�g� � "qn]! f )l�Ä�Ä�+)i�S� � "onJ! � �?Ü?Ý+ÞÄn�� ß   Ýoà?á � O Ý P ßmà ¬ d . In
thecaseof Gnutellalikeduplicateavoidance,thetotalnum-
berof messagescreatedperupdatewill beexactly theaver-
agefanoutmultiplied by numberof peersonline, that is to
say, therewill beonanaverage"on messagesperonlinepeer
andthe propagationof updatewill incur the samelatency
asin thecaseif floodingwithoutduplicateavoidance,since
duplicateavoidanceonly reducesthenumberof redundant
messageswithout any effect on thespreadof theupdateit-
self.

Recentlya variantof pure flooding hasbeenproposed
by Haaset.al. [13] called â/�ã�£� � ! for the “Ad-hoc On De-
mandDistanceVector(AODV)” routingalgorithm. There,
for thefirst � roundsit followsa pureflooding,while in the
next rounds �?äæå�� , eachnodedecidesto continueflood-
ing with aprobability � . Simulationresultshaveshown that
suchanapproachreducesmessageoverheadby aquarterto
a third, ascomparedto pureflooding. Sincethis schemeis
strictly aspecialcaseof ouralgorithm,it is obviousthatour



expectedresultsaresupposedto be better. In Table2 we
summarizethe comparisonin termsof total messagesper
initially online peerandlatency (numberof rounds). Our
analyticalresult agreeswith the simulationresult of [13],
asit maybeseenin Table2 thatusing â/�S��� Å���©�! eliminates
substantialunnecessarymessagesascomparedto duplicate
avoidancelikein Gnutellaor evenwith partiallist. However
improvementswith our schemearedramatic,eitherwhen
the whole populationis online or whenonly �X��¿ of them
areonline,andis significantlybettereventhan â/�ã�£� � ! [13],
with a marginal drawbackof anadditionalpushround(la-
tency) in eachcase.

Scheme ç à�è=à
� �g� ����� Pushrounds

Gnutella 4 7
UsingPartial List 3.92 7

Haaset.al.’sG(0.8,2)[13] 3.136 7
Our Scheme,,£pj�0� !�T���� � « 2.215 8

� O P ºq�iT´�X��é]º��]�	éoê Y T´�	ê�- n TU��� �	�që{�H"�� uwì+í �'TUë�!
Scheme ç à�è=à

�w�g������� Pushrounds
Gnutella 40 5

UsingPartial List 35.22 5
Haaset.al.’sG(0.8,2)[13] 28.49 5
Our Scheme,, p �0� !�T���� Å « 16.35 6

� O P ºq�iT´�X� f º��]�	éoê Y T´�	ê�-'n$Tl��� ��ë�SÎ Ø � v }m� v+î Î^"�" v }m�~|�Ê v -.� uwì+í ��T¥ë�!
Table 2. Comparison

In conclusion,what may be arguedis that onceneigh-
boursarelocatedin Gnutella,thereis noneedto repeatthis
exercise.Howeversincethis schemeis meantfor propagat-
ing updates,which arerelatively infrequent,andusingef-
ficient indexing schemessuchthatmessageflooding is not
requiredfor searching,it is incorrectto assumethatestab-
lishedonlinereplicascontinueto stayonline. It is primarily
thiskind of unreliableenvironment,whichhadpromptedus
for our pushscheme.

6. Optimisations and self-tuning
Apart from usingcertainoptimisationtechniqueslikedi-

rectionalgossiping[20], we may usecertainad-hoctech-
niquesto reducethetotalbandwidthusage.

Foremostwe can use an acknowledgement( ��}]ï ) that
replica � sendsback to replica " if � receives an update
from " . Here� mayadoptapolicy to replybackonly to the
first or first ï randomreplica " d , from which it receivesthe
update. Consequently, " d will have betterchancesto find
online replicasin future updates.Sincemostof the mes-
sagesare wastedin locating online replicas,this strategy
mayhelp. Furthermore,if thereareotherreplicas"oÞ which
hadforwardedan updateto � , they will assume(from the
lack of an �D}Jï ) that � is offline, andhencemaydecidenot
to sendfutureupdates,therebyreducingthenumberof du-
plicatemessagessentto � . This strategy will only beeffec-
tive for shorttime intervals,sinceover a periodof time, �

is expectedto beonlineaccordingto a randomdistribution
for all the replicas. Moreover it is desirablethat " Þ again
forwardsupdatesto � in remotefuture sinceit is possible
(quitelikely) that " d is no moreonline.

Thenumberof duplicatemessagesreceivedby a replica� alsoprovidesanessential,locally availablemetric that �
may utilise to tuneparameters,'p$�S� ! and "on . (In the case
that replicasadopta policy of sendingmultiple �D}Jï s then
thenumberof �D}Jï s maybeusedsimilarly.) Though ,'p(�0� !
hasbeenshown to beadeterministicfunctionof � , it canbe
assignedanad-hocvalueaswell without affectingthegen-
eral inferencesdrawn from suchsimplisticfunctions.Most
importantly, ,£p$�S� ! shouldbereducedsignificantlywith in-
crementof � , speciallysincetherearefewer unawarerepli-
caswith every � , andhencetheneedto propagatemessage
is lesser. Another information available to the replicasis
themessagelength

s �0� ! which providesanestimateof the
extentof propagationof updatemessage,andhenceto tune"on and ,£p .

Similarly, we may significantlydecreasethe numberof
Pull messages.It is not necessaryfor a replica � coming
onlineto instantaneouslypull updates.It canwait till it re-
ceivesupdatefrom somereplica " andpull updatesfrom" . This saves the unnecessarymessageswhich areother-
wise wastedto find an up to dateonline replica. However
this lazy andoptimisticapproachhasa performancetrade-
off duringqueries.This is becauseif thereis a query ð for� , thenit will notbeableto answerthequery(sinceit is not
awarewhetherit hasanup to dateinformation),but instead
will itself haveto initiatea pull.

7. Relatedwork

Updatesin the presenceof replication is a widely re-
searchedfield. This sectionpositionsour approachwith
respectto the researchdonein the areasof databasesys-
tems,groupcommunication,andP2Psystems.Most of the
relatedwork hasbeendonein thecontext of databasesys-
tems.Recently, groupcommunicationtechniques(lazyepi-
demicalgorithms)have beeninvestigatedfor this purpose
aswell. Only little work onreplicationandupdatesis avail-
ablefrom theP2Pdomain.

7.1. Replication and updatesin databases

Several recentapproachesexist that attemptto address
someof theproblemsgivenin Section2,but cannotmeetall
requirements.For example,iAnywhereSolutions[10, 17]
proposeacentralserver-basedschemefor mobiledataman-
agementwith wirelessandoffline dataaccess.Clearly, such
centralisedschemesdo not suit a totally infrastructure-less
environmentas we assume.[19] describeshierarchy-less
distribution of data,but the approachis confinedto highly
available sites. [12, 23] proposeoptimistic replica man-
agementschemesin a peer-to-peerway (or using hybrid
schemes),andprimarily addressmobility throughreconcil-
iation techniqueswhich may be consideredasvariantsof
anti-entropy. They usea pull-basedreconciliationscheme
which thusexhibits limited consistency guarantees.In Xe-
rox PARC’s Bayouproject[29], a weaklyconnectedrepli-
catedstoragesystem,updateconflictmanagementhasbeen



addressedthroughtentative and committedwrites to pro-
vide besteffort consistency, alongwith anti-entropy based
conflict resolution. It is similar to the approachpresented
in [11]. However, it assumessignificantlylessreplicas,less
updates(and henceconflicts), and while the systemsup-
portsfrequenttemporarynetwork partitions,it assumesthat
disconnectionsarerathershort.

Data replicationin Mariposa[27] useseconomicmea-
suresto determinewhen to replicatedataandusesunidi-
rectionalperiodicreconciliationtechniquesandrule-based
conflict resolution.Othereconomicparadigmsto maintain
distributeddatareplicasinclude [15, 16, 21] wherea pri-
marycopy modelis usedto provide one-copy serializabil-
ity. Theseapproachesoptimiseresourceusagebut inher-
ently assumethe availability of the resourcesandreplicas
in general. The Ficus [22] replicatedInternet-filesystem
triesto scaleto largenumbersof usersandfiles. It usesop-
timistic P2P-basedfile replicationbasedon theassumption
thatin file sharingsystems,conflictsarerare,andcanoften
beresolved.

7.2. Group communication and lazy epidemic
schemes

Many conventional databasereplication schemesand
file sharingschemesoften use either group communica-
tion methodsor rumor conceptsto propagateupdates[6],
assumingthat such primitives are in themselves robust
enough.Groupcommunicationprimitivestypically cantol-
eratea specificnumberof faultsbut arenot applicablein
suchhighly unreliableenvironmentsthatwe assume.Even
gossip-basedapproaches,for example,probabilisticbroad-
cast[4], areinsufficient, anda hybrid push/pullschemeis
required. The novel approachof our work is the useof
push/pullin the context of replicasbeingoffline long and
frequently, andin thesignificantreductionof messageover-
headin thepushphase.Ourapproachmaybeconsideredas
agenericversionof [13].

Randomisedrumor spreadingalgorithmsmay be cate-
gorized[9] by thegossipterminationdecisioncriteriaused
by peers. The first category is definedby whethernodes
usefeedbackfrom othernodes(for example,whetherthey
alreadyknow therumoror not) andthusdecideon their fu-
turecourse,or not (generallycalled“blind” then).Thesec-
ond category of algorithmsuseseither probabilistic(coin
flipping) or deterministic(counter)measuresto determine
when to stop. Many rumor spreadingalgorithmsare hy-
bridsof thesetwo categoriesandresultsindicatethat feed-
backandcountersimprovethelatency of rumorspreading.

By using the partial randomlist of replicasto which a
rumorhasbeensent,wearealsosendinginformationabout
replicashithertounknown to certainnodes,thusgradually
propagatingglobal information,and the idea is similar to
work donein the context of resourcediscovery, calledthe
namedropperscheme[14].

Thedirectionalgossipingapproach[20] exploits knowl-
edgeof the logical connectivity/topology of the systemto
minimisethe numberof messagesrequiredfor updatedis-
tribution. Unfortunately, this approachcannotbeappliedin
thescenarioswe addressbecausereplicasgo online/offline

frequentlywhichchangesthetopologyconsiderablysothat
topologicalknowledgecannotbeexploited.

In anotheranalysisof randomisedrumorspreading[18],
it has beenshown that a hybrid push/pull algorithm has
performancebenefitssincepushgrows fast (quadratically
in the beginning, and then exponentially)when thereare
veryfew nodeswith therumor, andavery largetargetaudi-
ence,while pull is efficient whenmostnodesalreadyhave
a rumor, and very few still needit. Their algorithm, be-
sidesbeingvery complex assumescontinuousavailability
of all peers,andcan toleratea limited numberof perma-
nentfailures,but cannotdealwith online/offline behaviour
at all. However, their hybrid push/pullschememotivated
usto employ thesamestrategy. In our work we exploit the
advantageof push/pull,thoughthereis a subtledifference
of objectives.We exploit theexponentialnatureof pushto
achieve a rapid spreadof updatesamongonline nodes,so
thatany nodecomingonlinelatermayeasilypull thesame.

7.3. Peer-to-peersystems

Generallystate-of-the-artP2Psystemsconsiderthedata
they offer to be very static or even read-only. Unsurpris-
ingly, mostof themthusdo not addressupdates.Typically,
centralised(or hierarchical)P2Psystems,suchaswasNap-
ster or now is FastTrack, maintaina centralisedindex of
dataitemsavailableat onlinepeers.If anupdateof a data
item occursthis meansthat the peer that holds the item
changesit. Subsequentrequestswould getthenew version.
However, updatesarenot propagatedto otherpeerswhich
replicatethe item. As a resultmultiple versionsunderthe
sameidentifier (filename)may co-exist and it dependson
thepeerthatausercontactswhetherthelatestversionis ac-
cessed.Thesameholdstruefor mostdecentralisedsystems
suchasGnutella[8].

The Freenet[7] P2Psystemusesa heuristicstrategy to
route updatesto replicaswhich is uncertainto guarantee
eventualconsistency. Searchesreplicatedataalongquery
paths(“upstream”). In the caseof an update(which can
only be done by the data’s owner) the updateis routed
“downstream”basedon a key-closenessrelation.Sincethe
routing is heuristic,the network may change,andno pre-
cautionsaretakento notify peersthatcomeonlineafteran
updatehasoccurred,consistency guaranteesarelimited.

In OceanStore[24] everyupdatecreatesanew versionof
the dataobject(versioning). Consistency is achievedby a
two-tieredarchitecture:A client sendsanupdateto theob-
ject’s “inner ring” (somereplicaswho aretheprimarystor-
ageof the objectandperforma Byzantineagreementpro-
tocol to achieve fault-toleranceandconsistency) andsome
secondaryreplicasthataremeredatacachesin parallel.The
inner ring commitsthe updateandin parallelan epidemic
algorithm distributes the tentative updateamongthe sec-
ondaryreplicas. Oncethe updateis committed,the inner
ring multicaststhe resultof the updatedown the dissemi-
nationtree. To our knowledgeanalysisof the latency and
consistency guaranteesfor this updateschemehasnot been
publishedyet.



8. Future work

Tuning the pushphasemay not only be donethrough
feedbackmechanisms(to determinewhento stoppushing),
but alsoby aspeculative(feed-forward)mechanism.In this
paper, we have usedheuristicsto find properparameters,
but weplanto explorethepossibilityof bothfeed-backand
feed-forward to evolve a propermechanismof parameter
tuningusinglocal knowledge.To verify thecorrectnessof
theanalysisif someof thesimplifying assumptionsarere-
laxed,we plan to usesimulations,which will alsohelp us
investigatewhetherthereis bimodal2 behavior [4, 13] even
in theassumedenvironmentof verylow peerpresence.Also
theeffect of non-uniformonlineprobabilityof peersneeds
to beexplored. In sucha scenarioa relatively reliablenet-
work backbonewould exist andthuswould make possible
furtherperformanceimprovements.We plan to useour P-
Grid peer-to-peersystemasa testbedfor the implementa-
tion andpracticaltestsof thealgorithm.

9. Conclusions

This paperdescribedanefficient,genericpush/pullgos-
siping algorithmfor highly unreliable,replicatedenviron-
ments. It providesan analyticalmodelto demonstratethe
significantreductionof messageoverheadusingcertainop-
timising techniques(partial lists) andpropertuning of the
gossiping(push)phasewhich in consequenceimprovesthe
scalabilityof the algorithm. The analyticalmodel for the
gossipingalgorithmis a significantcontribution in contrast
to mostof the literaturein this areawhich relieson simu-
lation results.Sinceour algorithmis generictheanalytical
model is valid for many of the other variantsof flooding
algorithmsandsoarethe resultsof our analysis.We have
demonstratedthatour algorithmis robustandapplicablein
unreliableenvironmentssuchas currentpeer-to-peersys-
tems. Anothermajor advantageof the algorithmis that it
is totally decentralisedand usesno global knowledgebut
exploits localknowledgeinstead.Thismakesit suitablefor
state-of-the-artsystemsin theP2P, mobility, andad-hocnet-
workingdomains.Finally, it introducesthenotionof specu-
lation (feed-forward)into thefield of epidemicalgorithms.
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