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Abstract

New e-commaese businessmodelsattemptto exploit in-
formationtechnolagy to overcomethe limitations of tradi-
tional businessnodelsandto lower costsby improving the
efficiencyof businessprocesses.A basic requirrmentfor
their successs securitymedanismsagainsttheftor other
fraud. Theoverall securityassessmerdf businesamodels
is complicated however, sincethe simplecustometvendor
modelis oftenaugmentedby a large numberof rolesandin-
teractions.Thispaperpresentsa simpleapproac to under
standinge-commaetrebusinessnodelsy phasesn business
processeandrolesandinteractionsin ead phase e use
our modelto categorize several typical new businesanod-
els and then analyzethe specificsecurity requirementsof
thesebusinessnodelsandhighlightpotentialthreatscenar
iosanddescribetheir solutions.Thecontribution of the pa-
peris in thedecompositiomppoad for e-commeze busi-
nesgnodelsandits applicationto thesystematiassessment
of their securityrequirements.

1. Intr oduction

The Internethasbecomethe mostrelevant platform for
e-commerceAs in ary businesghe maingoal of doing e-
businesds to make profit underthe assumptiorthatevery
involvedpartyrespectsherulesthataredefinedoy thelegal
framework. This assumptioris clearly too idealisticsince
e-commercauffersfrom the samepossiblethreatssuchas
theftor fraud,asnon-electronibusinessThenew business
models,however, canonly be successfulf their technical
designandimplementatioraredonein a securewayto pre-
ventsuchthreats.

Early e-commercesystemgaypically wereelectronicre-
implementationsf simpletraditionalbusinessnodelswith
a small numberof involved roles. Thesesystemsused
customizedsecuritysolutionsandmainly consideredecu-
rity issuesbetweentwo communicationpartners(2-party
security). Current e-commercebusinessmodels are far
morecomplex andevolving becausehey arebasedon the
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businesscooperationamong several partners. The sim-
ple custometvendormodelhasbeenaugmentedby a large
number of intermediariesand supplierswhich increases
complity due to the higher numberof roles and inter-
actions. Unfortunately 2-party security cannoteasily be
generalizedo n interactingparties(n-partysecurity),since
more and new securitythreatsare possible(for example,
by collusionsamongparties). Additionally, upcomingdo-
mains such as i-commerce(trading of intangible goods)
yield new securityproblems.

Secureandtrustworthy commercialelationshipsequire
a betterunderstandingf the risks and how they canbe
addressedechnically To thwart successfublttackspoten-
tial securityholesof the businessnodelsmustbe analyzed
carefullyin all respects.Suchanalysisprovidesthe basis
for determiningthe appropriatesecuritymethods. At the
momentsecurityanalysisof businessnodelsis doneadhoc
anddepends$eaily onintuition andexperience A system-
aticandgeneralpproacho discoverall possibleproblems
andscenariohasnotbeendefinedsofar.

This papermresentsa phasemodelfor e-commerceys-
temswhich is appliedin a systematicapproachto assess
the securityof e-commercéusinesanodelsanddiscusses
techniqueso overcomepossiblethreats.Section2 presents
the phasemodelwhich characterizetheinvolved business
rolesandthe exchangedrtifactsandbreaksdown the busi-
nessprocessnto phases.With this modelactualbusiness
modelscanbedefinedby thesequencén whichthephases
occurandby mappingthe phaseonto the rolesthatinter-
act. We then classify currently relevant businessmodels
in termsof our model. As a prerequisitefor the security
analysisof businessnodelsSection3 describeshesecurity
threatsto be considered.Section4 thenmapsthe security
threatontoour phasemodel(andthusactualbusinessnod-
els), analyzegossiblethreatsfor eachphaseand presents
securitymechanismso overcomethem. Finally, Section5
completeghe papemwith ourconclusions.

2. Modeling the businessprocess

In thissectionwe defineageneramodelfor e-commerce
businessnodelsaccordingo [16] which definesabusiness
modelfor e-commercas

— anarchitecturdor theproduct serviceandinformation



flows, including a descriptionof the variousbusiness
actorsandtheirroles;

— a descriptionof the potentialbenefitsfor the various
businessactors;and

— adescriptionof the sourcef revenues.

Firstwewill describeheinvolvedbusinessactorgroles)
andthe exchangedartifacts. Thenwe will defineandde-
scribethe phasesary businesamodel may involve includ-
ing the possibleservicesinformationflows, benefitsor the
businessactorsand sourcesof revenues. Finally we map
thesephasesonto currently relevant businessmodelsand
describehemin termsof ourmodel. Thedefinitionof busi-
nessmodelsin termsof phasesimplifiesthe investigation
of securitythreats(seeSection4) andfacilitatesthe cover-
ageof possiblebusinesamodelseventhosenot currentlyin
use.

2.1 Businessolesand artifacts

Every possible businessmodel can be modeledwith
three businessroles: customersproviders, and interme-
diaries. A customerrequestsservicesor productsfrom
providersor intermediariesgxpectsthe delivery of there-
guestedproduct or service, and possibly hasto pay for
it. A provider generatesnd offers productsor services
to customersand intermediariesdelivers them according
to the negotiatedbusinesderms,andmay requirepayment
for them. An intermediaryoffers servicesto customers,
providers,andintermediariesand possiblyoffers products
to customeror otherintermediaries.A concretebusiness
modelcaninvolve any numberof ary of theseroleshbut at
leastmustconsistof a customeranda provider.

Theservicesandproductsanintermediaryofferscanbe
manifold. It canprovide searchandretrieval services ad-
vertiseproductsor services,group, or aggrgateinforma-
tion products,or provide negotiationor paymentservices.
The underlyingideais that customersproviders, or inter-
mediariecandelegatecertainfunctionalitiesto specialized
intermediarieso that they do not have to addresscertain
issueghemseles.

In the trading (business)processtheseactorsproduce,
use,exchangeandmodify thefollowing mainartifacts[7]:
Request: definesa serviceor producta partyis interested
in; sentfrom a customeror intermediaryto a provider or
intermediary
Offer: definesa serviceor productof a provider or in-
termediary(including legal termsand prices); sentfrom a
provider or intermediaryto a customeior intermediary
Order: if apartyis satisfiedwith an offer (possiblyaftera
negotiationphasepnorderis placedwith theofferingparty;
sentfrom a customeior intermediaryto a provider or inter-
mediary
Product: goods (service, information, material goods)
which aretradedin a businessnodel;sentfrom a provider
or intermedianyto a customeror intermediary

A detaileddescriptionof the above terminologyanda
businessanddomainmodelfor informationcommerceare

givenin [7]. Additional optionalartifactswill bedescribed
togethemith themodelsin which they arerequired.

2.2 Businessprocesphases

A typical businessnodelconsistof acombination(of a
subsetpf thefollowing phases:
Advertising: A party publishesdescriptionsof the avail-
able productsto enableother partiesto discover products
of theirinterestandbrowsethroughavailableoffers. Offers
may be legally bindingor not. Typicalimplementationén-
clude publishingon web seners (passve), mail/pushdis-
tribution (active), or active searchingandmatching(robots,
mobileagents).
Negotiation: Oncea productof interestis found, negoti-
ating the businesgermsandpossiblythe propertiesof the
productcan start. Independentlyof the concretenegotia-
tion processhis phasenustendwith anagreemenbetween
theinvolvedpartiesto continuewith the succeedinghases.
If no agreementanbereachedat all the businesgprocess
aborts. However, negotiation and adwertising can trigger
eachother mutually: If a party disagreeswith an offer it
canrequeshew offersor the partyissuingtheoriginal offer
cansendnew offers.
Ordering: After anagreementn the productandthebusi-
nessermshasbeenreachedapartymayordertheproduct.
If theagreemenis legally binding,we call it a contract
Payment: If a productrequirespayment,then monetary
valuesmustbe exchanged. We considerpaymentfrom a
high-level point of view dueto the arbitrarywaysit canbe
done:It mayinvolve creditcardinteractionsa bonuspoint
systemmicro-paymentsor realmoney transfersandheav-
ily dependson the applied paymentmodel suchasrates,
pay-petruse,or flat fees. Sincethesemodelsinvolve very
differentconcernsve addresshe conceptuakupersetnd
assumehat the applied paymentsystemsecurepayment
transactiorin a feasibleway.
Delivery: In this phasethe involved productis delivered
to therequestingparties.Securityin this phaseheaily de-
pendsonwhethemproductsaretangibleor intangible.Secu-
rity for tangiblegoodsis providedby non-electronieneans
whereador intangiblegoodsadditionalsecurityissuesap-
ply. For example,intangible goodssuchas programsor
documentsnay be duplicatedandsoldwithout the consent
of the copyright holderor the productcould be tampered
with. Thesescenariogequirespecialconsideration.The
securityproblemsof intangiblegoodsand an approachto
addresshemarepresentedh [8].

Thepossiblebusinessnodelsarederivedfrom theabove
phaseshy mappingthem onto the roles that interactin a
certainphaseandthe sequenceén which the phasesccur
(seeSection2.4).

2.3 Theincrementalbusinesgphasesmodel
In the following we consideran incrementalbusiness

processin which the provider gradually delegatesphases
(i.e.,functionality)to theintermediaryIf aphases skipped



thenthe securityconcernsiefinedfor thatphasedo not ap-
ply; if aphasas performedoy theproviderinsteacbf thein-
termediary(asin ourincrementamodel)thentheinvolved
securityissueswverediscussedn a previousstep;andif the
initiative in a phasds reversedthenthe securityissuexan
easilybederived.

Dependingon the appliedbusinessmodelthe sequence
of phaseamay differ from the sequencen the incremen-
tal modelasdiscussedelown. For example,paymentmay
follow the delivery phaseor a productmight be delivered
to a partywithout prior adwertising,negotiation,andorder
ing, on the basisof a party’s profile and paymentis per
formedafterthe partyacceptghe product.In principleary
sequencef thepresenteghasess possible Also thenum-
berof intermediariesnvolvedmaydiffer: Oneintermediary
maybeusedfor all phase®r adedicatedntermediarymay
beusedfor eachphase For example oneintermediarymay
bein chage of all phasesxceptfor paymentwhich could
be donevia the servicesof a creditcardcompaly. Ourin-
crementamodelsimplifiestheassessmemindpresentation
of securityconcernsbut doesnot exclude othermodelsas
theonesabove or violatethe generalpplicability.

In the simplestcaseall interactionsoccur directly be-
tweenthe customeandthe provider. We call thisthedirect
model At the momentthis modelis usedfrequently It
involves2-partysecurityissuesonly which arewell investi-
gatedandstandardsolutionsexist for all phasesHowever,
it is likely to diminishin importancebecausé requireshe
full setof functionalitiesfor all phasest the customerand
theproviderwhichmayyield “heavy” applicationsandmay
necessitateonsiderablénstallationefforts onthecustomer
side. The provider is in full control of the whole process
but at the costof having to provide all requiredfunctional-
ity. Thesourceof revenueareclearsinceonly the provider
andno intermediariegreinvolved.

The current trend in e-commercegoes towards the
separation-of-concerrngaradigmin which specializedin-
termediarieggradually take over part of the functionality
(phases)Thebenefitfor theproviderin thesemodelsis that
it candelegatepartsof the procesandneednotimplement
it and paysthe intermediaryfor the service(s)it provides.
The customemay alsobenefitbecauséhe modelsmayal-
low the custometto comparepricesandproductscombine
them,or simply orderthemata singlelocation.

In the first model—the A model—shaovn in Figure 1
(UML sequencealiagram)the intermediarytakes over the
ad\ertisingphasefrom the provider. To be ableto do ad-
vertisingfor a provider the intermediaryneedsmarketing
informationfrom the provider suchasa descriptionof the
provider or individual productsor a productcatalog. We
summarizethis classof artifactsunderthe term catalag.
Advertising can then be done by putting the catalogon
the intermediarys web sener or sendingits datato cus-
tomersandotherintermediarie®r enteringinto into search
engines. The A modelis appliedfrequentlyin currente-
commerceapplicationsand correspondgo (process)por-
tals [14] suchas Amazon.comand/orassociatedbartner
programssuchasAmazon.cons|[1].
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Figure 1. The A model

In the AN modelthe intermediaryprovides negotiation
servicein additionto adwertising. For the negotiationser
vicetheprovidermustsupplytheintermediarywith anaddi-
tional artifact—thepricing anddiscountmodel Thismodel
shouldenablethe intermediaryto negotiatewith the cus-
tomerin a meaningfulway on behalfof the provider. De-
pendingon the compleity of this model, negotiation can
reachfrom simplediscountsfor orderinga highernumber
of productsup to sophisticateanodelsbasedon customer
history, customerclassificationgtc. This heavily depends
on the amountof informationa provider wantsto disclose
to theintermediary

Figure 2 shavs the ANO modelin which the interme-
diary alsodoesorderprocessingn behalfof the provider
additionallyto adwertisemenandnegotiation.
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Figure 2. The ANO model
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In this modelthe intermediaryadditionally requiresan
order specificationartifact from the provider where the
provider definesthe attributesandrequirementgor a syn-
tacticallyandsemanticallycorrectorder Sotheintermedi-
ary canrequestll requiredinformationfrom the customer
to createandsenda correctorderthatthe provider will ac-
cept. Theintermediarymay forward ordersimmediatelyto
the provideror collectordersandsendthemto the provider
in onemessagémaybeoncea day).

The ANO modelandthefollowing onesadditionallyal-
low theintermediaryto provide higherlevel servicego the
customer The intermediarymay offer combinedor syndi-
catedproductswhich the customemay ordet This (com-
bined) order may be split by the intermediaryinto sub-
ordersfor severalproviders(includingitself) to accomplish
theoverallorder In this caseseveralprovidersmayinteract
with the customerin the paymentand delivery phaseqif
thesephasesrenot coveredby theintermediary).

In theANOPmodeltheintermediaryalsoprovidesapay-
mentserviceon behalf of the provider additionallyto ad-
vertisementnegotiation,ordering. The intermediarytakes
careof customerspaymentrequestandforwardsthemto



paymentserviceprovidersin muchthe sameway as de-
scribedabove for orders. The intermediarymay also act
asapaymentatevay which freescustomerandproviders
of supportingmary differentpaymentmechanismandad-
ditionally allows themto usebestapplicablepaymentser

vices. For example,the customersmay pay the interme-
diary using a micro-paymentprotocol and the intermedi-
ary accomplishepaymentwith its providersvia a macro-
paymentprotocolafterhaving accumulateé large number
of customepaymentgo keeptransactiorcostslow.

Finally, Figure3 shovs the ANOPDmodelin which the
intermediaryalso takes over the delivery and thus is the
singleinteractionpartnerof the customeron behalfof the
provider. Thisis a degenerateaseof thedirectmodel.
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advertize product I

order product

forward order
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forward payment

[intermediary does not have product]
deliver product

deliver product

" Figure 3. The ANOPD model

Typical delivery mechanismaare: download, email, or
push. Physicalshipmentis outsidethe scopeof our model
becausewe are concernedwith intangible (information)
products.Theintermediarymayalsoactasadelivery gate-
way. For example theintermediarymay provide a uniform
delivery servicefor its customersyia WWW downloadand
have multiple differentdelivery channeldor its providers.
A problemin thismodelis thattheintermediaryhasaphys-
ical copy of the productwhich it may exploit to produce
unlicensedcopiesand sell them. This is a generalprob-
lem of intangiblegoodsandwill bediscussedn Sectiord.
The ANOPD modelalsoallows the intermediaryto actin
a new role. It cancombineproductsof several providers
autonomouslyand create,offer, and sell combinedprod-
ucts. Thusthe intermediarybecomes kind of provider it-
self (value-addingeseller contentsyndicato). However,
it is unclearwhereto exactly draw the line betweeranin-
termediaryanda providerin this case.

As statedat beginningof this sectionphases$n theincre-
mentalmodelmaybeleft out. As anexample,we will also
evaluatethe securityof the ANODmodelin Sectiord. This
practicallyhighly relevantmodelis similar to the ANOPD
modelbut paymentis donedirectly betweerthe customer
andthe provider. Sucha configurationis applicablef, for
example,the provider doesnot have enoughnetwork band-
width to distribute its productsto a high numberof con-
sumersandfor this purposaisesafeasibleintermediarybut
doesnotwantto handover paymento theintermediary

2.4. Mapping of businessmodels

In the previous section we have already identified
somecorrespondencesf our model with well-known e-

commercanodelsandarchitecturesThee-shopmodeland
portal (for oneprovider) correspondo thedirectmodel A
(processportal [14] andtheassociateghartnermodel.e.g.,
[1], canbe mappedontothe A model Severalothers,such
as (process)vortex, dynamicallytrading processesthird-
party marketplace,(value-addingyeseller or virtual com-
munities,requirespecialconsideratiorsinceno simple1:1
mappingcanbe definedfor them.

The(process)ortex architecturg14] is similarto apor-
tal. Thedifferenceis thatin a vortex marketplacetheinter-
actionsbetweencustomersand providersoccur througha
third-party (the intermediary).A vortex would correspond
to the AN modelandthe subsequentodels(dependingn
the servicelevel of the vortex). The dynamicallytrading
processesnodel [14] extendsthe vortex model. In this
modelneitherbusinesgprocessenor the setof possiblen-
teractionsare predefined.Insteada uniqueprocesscanbe
dynamicallyconstructen a per custometbasis.Dynami-
cally tradingprocessebave thesamemappingasthevortex
sincethey only addhigherflexibility to thevortex modelbut
do notextendit otherwise.

A third-party marketplacearchitecturecan be mapped
onto all our modelsother than the direct model and de-
notesa wide rangeof architecturesDependingon the ser
vices that an intermediaryprovidesit definesa more ad-
vancedmarlketplace.The (value-addingyesellerand(con-
tent) syndicatormodelscorrespondo our ANOPD model
whereasheconcepf virtual communitiess orthogonato
our modelsandsimply dependn whethersucha service
is providedby theintermediaryor producer

3. Security threatsand solutions

Beforethe designof a securesystenthe businessnodel
hasto be analyzedto identify what hasto be protected
againstwhich potentialattacler and which partsneednot
be securedbecausehe partiestrust eachother The re-
sult is the trust modelwhich is the basisfor ary further
steps. To enablean analysis,we have to considerthe ca-
pabilities, skills, andtime the attacler is assumedo have.
Thencritical pointshave to be determinedthevaluesfor all
involved partiesand the possibilitiesfor dishonestparties
to achieve advantagesllegally mustbe identified. Other
problemswith dishonespartiesto beregardedconcernthe
infliction of lossesto other parties,e.g.,denial of service.
In suchcasesthe advantagesare indirect: causingprob-
lems for a competitorcan have positive influenceon the
attacler’'s own business. Anotheraspectto be considered
in atrustmodelarepotentialcollusionsof involvedparties.
Evenif securityconceptsesistattacksthatwereperformed
by individual attaclersthey canbecomedramaticallyinse-
cureif attaclersexploit theircommonpower. In reality, the
strengthandrestrictvenesf the trustmodelto be chosen
is notonly drivenby securityaspectsBecausesecuritycan
often be expensve, the expenditurefor securityhasto be
comparedvith expectedosses.

Securitymethodscanbe classifiedinto thoseproviding
preventionof attacks(e.g.,encryptionof information)and



thosefor detectionof attacks(e.g.,verificationof signature
forgery). Furthermoreconsequence®r attaclershave to
be definedclearly This mustbe accomplishedy laws and
regulationswithin a legal framework sincetechnicalsecu-
rity is not sufficientfor a securebusinessrvironment.Ad-
ditionally, anarbitrator is neededvho hasthe authorityto
imposetheseconsequencdsasedntheevaluationof some
evidenceprovidedby thedetectiormechanismsA party A
which is in conflict with party B cancorvince an arbitra-
tor of B’s fault only if it can presentan evidencewhich
can be only createdby party B. Presentingnformation
thatcanalsobe createdby otherparties,e.g., 4, is insuffi-
cientfor this purpose Thereforethetechnicaldesignmust
include specialmechanismsvhenerer a businessinterac-
tion requirescornvincing meango preventmaliciousparties
from infringing the businessor legal rules. Additionally,
trustedthird parties(TTP) suchas certificationauthorities
or time stampingauthoritiesarefrequentlynecessarin se-
curity concepts.

Actions of maliciouspartiesare catggorizedunderthe
summarizingermsprivacyinfringementandfraud
Privacy infringement: This cateyory denotesactionsby
which maliciouspartiesntendto find outinformationabout
other parties. Suchattackscan hardly be detectedby the
victims. Consideringa businesgelationwe have to distin-
guishif the privagy infringementis performedby a party
which is involved in the businessrelation or which does
not participatein the businessrelation. Inside a business
relationthe involved partnersin generalhave to revealin-
formationto eachotherto a certaindegree.For example,a
customemayhaveto providenameandaddresstheknowl-
edgeof a customers buying preferencegan be exploited
for identifiablecustomeprofilesfor datamining anddirect
marketing purposes. Studieshave shavn that userswant
to revealaslittle personainformationaspossiblebecause
they fearlossof privacy andpotentialmisuse6, 17].

Two approachesxist for avoiding misuseof personal
datasuchas collecting, processingor passingit to other
parties:regulationby legal framework, e.g.,[4], andtech-
nologieswvhichconstrairor fully avoid unauthorizedhsight
into personaldata. Solely relying on a legal framework is
aninsufficient protectionsincethis is equivalentto trusting
thatotherpartieswill follow therules. Furthermorejn an
internationalcontext the legal framework is still very het-
erogeneousTechnologieghat hide personaddatafrom in-
teractingbusinesgartnersarenotdevelopedio anextentto
be usedin realtradingscenarios Technologiesvhich pro-
vide anorymity exist andcanbeusedto surftheInternetor
to hideall identifiableinformationfrom the communication
partnerin emails,e.g.,[5, 13, 15], but cannotbe usedin
businesselationsthatarebasecdn contracts.

Beside this intra-businessprotection also protection
againstpartiesnot participatingin thebusinesgelationship
mustbe considerede.g.,a wiretapperwho is interestedn
what a specificpersonbuys or how often a vendorsellsa
specificproduct. This problemcanbe easilysolved by en-
crypting messagesSeveral encryptionmethodsand ways
for exchangingeryptographidkeys canbeusedhere[9].

Fraud: In this classificationfraud covers differentinten-
tions of maliciouspartiesthat caneitherbe inside or out-
side the businesgelationship. It comprisesmasquerading
of parties,manipulationof messagesepudiationof bind-
ing agreementsandtheft of goods. Securesystemamust
be ableto detectsuchattacksmmediatelyandthey should
providethevictim with enoughevidenceto identify thema-
licious partyundoubtedIyto corvinceanarbitrator

In masqueradingttacksmaliciouspartiesclaimto have
someotherparty’sidentity. Examplesresendingnessages
with forgedsendermaddressor usingservicesandchaging
it to someotherparty’s account.The solutionto this well-
known problemis authenticationywherewe have to distin-
guishbetweerdataorigin authenticatiorandentity authen
tication. Dataorigin authenticatiorprovidestherecever of
amessageith theidentity of thepartywhichoriginatedhe
messageHowever, this doesnot preventanattackin which
a maliciousparty copiesan authenticateagnessagandre-
sendsit later claiming the identity of the originator This
securityhole canbefixed by applyingentity authentication
which guaranteedoth the identity of the communication
partnerand that he/shereally sentthe receved message.
Authenticationrmethodscanalsobe classifiedaccordingto
whetherthey provide therecever with anevidenceto con-
vinceacthird partyor not.

Manipulationof messagess anotheisecurityproblemin
businesgelationshipghathasto be prevented.E.g.,anat-
tackerwhois notinvolvedin thebusinesselationshipcould
increasethe pricesin offers on their way to a customerto
dissuadéhim/her The motivationto manipulatemessages
canbefor profit or simply wantingto be detrimentato oth-
ers. To preventmanipulationmethodsor verifying thein-
tegrity of exchangednessageareapplied. Again we can
distinguishtwo casesis it sufficientto detectmanipulation
at all or shouldthe detectionalso provide an evidenceto
convinceathird party of theintegrity andvalidity of a doc-
ument?In the secondcasethis additionallymeanghatthe
originatorof a valid documentannotclaim thatthe docu-
mentwaschangedt a latertime. This alreadytoucheghe
problemof repudiationof bindingagreementsln business
relationsagreementareoftenbinding. E.g.,a party should
not be ableto claim not having placeda certainorderif it
actuallydid, or it shouldnot be possiblethata partyfalsely
claimshaving recevedanorderfrom anothemparty. In both
casesthe orderingparty would repudiatevhatthe recever
claims.A conflictin whichapartyrepudiate®iaving agreed
to somebusinesdletailsrequiresevidencethatcanbe used
to corvince a third party or to identify the dishonesparty.
A solutionto this problemareunforgeabledigital signatures
asfirst sketchedn [3]. A digital signatureof amessagés a
numbemwhichdepend®nasecrekey thatis only knowvnto
thesigner andon the contentof the messag¢hatis signed.
Thevalidity of thesignaturecanbeverifiedeasilyby every-
oneusingthe signers public key andwithout knowing the
secret.

Whene&er commercialgoodsare tradedthe possibility
of theftmustbe consideredThis problemis well-knowvn in
thetangibleworld andmeasurearetakento avoid it. In the



areaof i-commercedealingwith intangiblegoodsthesitua-
tion is differentandmuchmorecomplicated Digital goods
canbe copiedeasilyat nearlyno costsandwithout loss of
quality. An original andits copiesareidenticalandcannot
bedistinguishedlllegalcopying andredistritutionof intan-
gible goodsis hardto detectbecausén contrastto theftin
thetangibleworld theoriginalis still availableto its rightful
owner afterwards. Two approachesxist to copewith this
piragy problem: preventive methodsusingtamperresistant
hardware and repressie methodsbasedon fingerprinting
theintangiblegoods.

The approachbasedon specialtamperresistanthard-
waremoduleshasshavn its limitationsbecausef practical
andeffectivenesgeasons.Although fingerprintingcannot
malke copying datatechnicallyimpossible,it can prevent
malicious parties from redistrituting information goods.
The goal of fingerprintingis to embedinvisibly somein-
formationinto eachcopy to make it unique[10]. Thisin-
formationcanbe usedlaterto identify the buyerof a copy.
If anillegal copy is foundthesellercantracethe copy back
to the buyer who hasredistritutedthe copy. Fingerprints
in information goodshave to fulfill several requirements:
They shouldnot harmthefunctionalityor representatioof
the datathey areembeddedn, buyersor a certainnumber
of colluding buyersmustnot be able to locatethe marks,
marksmustnot be deletedby processingandcompression,
andmustnot be corruptedoy embeddinghew fingerprints.

If it is sufficient for a sellerto know which buyer has
redistritutedan illegal copy the sellercanfingerprinteach
sold copy on his/herown. But if he/shealsowantsan evi-
dencefor athird partyto prove thatanillegal copy wasre-
distributedby a specificbuyer, thentheselleris notallowed
to know the fingerprintedcopy at the time of sellingit. If
the sellerhasthe fingerprintedcopy he/shecouldillegally
distributeit afterhaving soldit to anhonestiuyerandthen
claimthatthis buyerhasredistritutedit. Ontheotherhand,
he/shemust be able to identify the buyer if he/shefinds
a copy one day at an unexpectedparty. Theseproperties
are provided by asymmetricfingerprintingasdescribedn
[11, 12]. Unfortunatelythecasdn whichamaliciousbuyer
redistributesan asymmetricallyfingerprintedcopy cannot
be distinguishedrom the casein which someother party
stealsanasymmetricallyfingerprintedcopy from anhonest
buyer.

The methodsdescribedabove arebasictechnicalmeans
to avoid privagy infringementandfraud. Besidethesetech-
nical meansrganizationameansarealsonecessarj?].

4. A security view on businessprocesses

In this sectionwe shov security problemsin comple
businesgprocessemvolving threepartiesanddescribeos-
sible solutions. The well-known directmodelof two inter-
actingpartieswill notbediscussedin thediscussiorof the
considerednodels—A,AN, ANO, ANOP, and ANOD—
we assumaeslittle trustaspossibleandthatall communi-
cationis encryptedby default to preventwiretapping. We
alsoaddressheissueof non-repudiationwhichis required

to obtainbindingmessagesyherererreasonable.
4.1 The A model

In this modeltheintermediaryl only performsadvertis-
ing on behalf of the provider P. If I's marketing efforts
are successfulthe costumerC' startsto negotiatewith P.
Therefore,P hasto provide its catalogcat at I's disposal
beforel canstartmarketing. cat hasavalidity periodstart-
ing attime t; andendingat ¢ which have to be commu-
nicatedto I. For reason®f authenticationintegrity verifi-
cation,andconflict resolutionby third parties,P createsa
digital signaturesigp(cat, I, t1,t2) thatdepend®n cat, I,
t1, andty, andpasseshesignaturdo I. After positive ver-
ification of the signature,l createssigs(cat, P, t1,t2) and
repliesit to P. Thissignaturds aconfirmationthatI really
recevedcat andis informedaboutthevalidity period. The
signaturealsodepend®n P sothatnootherparty P provid-
ing thesameproductscanclaim having aconfirmationof I.
If P distributesdifferentcatalogscat; andcat, to differ-
entintermediaried; andl,, I; andI, shouldbeprevented
from exchangingthe catalog. Therefore,P’s signaturede-
pendson the recever I. Both parties, P and I, should
storethe receved signaturesbecausehey canbe usedas
evidencedn caseof maliciousactionsby someparty. The
evidencescanbe verified by a third party (e.g.,an arbitra-
tor) to identify a dishonesparty. E.g.,since P hasstored
sigr(cat, P, t1,t2), I cannotadwertiseexpiredoffers.

Having receved P’s catalog,I canstartwith the mar
keting actiities. In general,P andI cancooperatén two
ways: (1) P paysa constaniamountof money to I for its
adwertising service,or (2) P paysa commissionto I for
eachsaleresultingfrom I's adwertising actiities. In the
first case,P andI have a contractthatguaranteeg afixed
income. The secondcaseis more attractve for P sinceit
motivates! to do goodadwertisingand P needsnot check
if or how I is doingits job.

Wheneer I givesary adwertisinginformationto C' it
shouldbedigitally signed.Thisis necessarfor severalrea-
sons:(1) it canbeusedfor anintegrity check;(2) it canbe
usedasproofif I doesnotwork properly;and(3) it canbe
usedfor the authenticatiorof I andfor the assignmenof
thecommission.

The third pointis essentiain this model. The identity
of I hasto be forwardedby C to P while negotiatingor
ordering. Then, P knows which intermediarydeseresthe
commission. Therefore,the information referencing/ as
the intermediaryhasto be protectedagainstmodification
by a maliciousparty I thatcouldreplacethereferencdo I
by areferenceo itself: A digital signatureof I could be
deletedandreplacedoy a new signatureof anotherparties.
The stratgiesto avoid this attackdependon the power of
theassumeddwersary In casethe adwersaryis anexternal
partythattriesto replacel’s signatureby its own signature,
it sufficesto encryptthe communicatiorbetween/ andC'.
In the casethatthe adwersaryhasthe power of I's Internet
serviceprovider, the situationis morecomplicated Here I
shouldaskC to confirmthatits signedadwertisemenhas



reached” properly If I doesnotreceve C’s confirmation,
it may becomedistrustful. In reality, thereare several ex-

amplesn whichtheinformationfor theidentificationof the
intermediaryis transmittedwvithout protection.

The low protectionlevel in real businessrelationships
maybedueto furtherweakassumptionsvhichareinherent
in theA model:In the A modell musttrustP. Sincel does
notseeary orderor contracinegotiatecbetweerC andP, I
doesnotknow if C really buysandhow muchit pays.Thus
I hasto trustthat P is honestand provides I with proper
salesinformation. Of course,I couldaskC for a signed
anduniquepurchaseonfirmationwhichindicateshe price
and also holds a signedand uniquereceiptfrom P. But
it is questionabléf sucha schemewould work in practice
becaus&’ gainsno benefitfrom its additionalwork. Even
if sucha schemewasintroduced,P could colludewith C
to achieve a win-win situationby offering goodsat a lower
priceif C did notinform I aboutthe purchase.

Sofarwe have only describedhe potentialfor ary kind
of fraudin the A model. The secondissueto consideris
privagy infringement.As longasI getsnoinformationif C
and P aredoingbusinesswith eachotherthereareno data
concerning” thatcanbecollected processedyr usedby 7
for otherpurposesEvenif I recevesinformationspecify-
ing how muchmoney C' spendswhile doing businesswith
P it doesnotknow which productsC' is buying.

In summarythe A model hassomeadwantagesn the
areaof privagy protection:While providersgetinsightinto
the personaldataof costumersno otherpartiescanlearn
aboutthe costumersiinterestsor collect personaldataof
the customer The A modelis basedon a trustedrelation
betweenthe intermediaryand the provider. The interme-
diary shouldnot cooperatewith the provider if it doesnot
trustthe provider. Thus,it is questionablef the A model
shouldbe appliedfor ad-hochusinessooperationsOn the
otherhand,introducingsecurityinsteadof trustwould have
anegativeimpacton potentialprivagy infringements.

4.2 The AN modeland the ANO model

In thesemodelstheintermediaryl performsadvertising
andnegotiation. In the AN modelthe orderingis doneby
C, whereasn theANO model,I is alsoresponsibléor for-
wardingtheorderasasignedcontractto P. In bothmodels
P provides! with apricinganddiscountmodelpdm, in ad-
ditionto thecatalogueat, to enablenggotiationby I. Both,
cat andpdm, andtheir validity periodshave to be signed
by P similarly to the signingdescribedn the A modelto
avoid the attacksdescribedabove. The sameappliesto the
adwertisingphaseAll adwertisingmessageshouldbedigi-
tally signedby I. If C is interestedn someproduct,it can
startto negotiateaboutthe final price or other nggotiable
properties. All messagethat are exchangedn the nego-
tiation phasebeforethe final contractshouldbe protected
againsmodificationandalsobechecledif they arecreated
andsentby the claiming party. If bothnegotiatingpartners
finally agreeandC' intendsto purchasehey finish the ne-
gotiationwith a binding contract. Therefore,I andC sign

thecontractwhichincludesall therelevantbusinesgparam-
eterssuchasdescriptionof thegood,price,identity of both
I andC, date,constraintdor delivery, andmore. This will
bedoneby filling in andsigninganorderform providedby
P. Inthe AN model,thecontracis sentto P by C', whilein
the ANO modelit is forwardedby I. The contractandthe
signaturecanbeverifiedby P andadditionallyit cancheck
whetherI followedtherules. If not, P cancanprove I's
faultby shawing I's confirmationsignatureonthepdm and
I'ssignatureonthecontract.If I did actproperlyit cannul-
lify ary falseaccusatiorthroughP’s signatureon the pdm
andthe contractsignedby I andC.

In the ANO model, after having forwardedthe signed
contract,! requiresP to sendhecommissionAll contracts
have to be uniquelyidentifiable(e.g.,by a uniquenumber)
becauseopiesof the samecontractwill notbeacceptedy
P. This preventsan intermediaryfrom sendinga contract
twice. Uponreceiptof thecommission] mustsendacon-
firmation of having recevedit for eachspecificcontractto
P. This confirmationprotectsP againsimultiple commis-
sionclaims. If amaliciousI requestshe commissiormul-
tiple timesandrefusego sendthe paymentconfirmationP
canprove themonegy transactiorvia a trustworthy payment
authority ThusI canbeforcedto sendthe paymentcon-
firmation. As long as P hasno evidencethat provesthe
paymenbf thecommissiorit will losea conflictwith I and
hasto pay Sincel hasa proof for every good P sold as
aresultof I's actvities, this modelalsoworks evenif T
doesnottrust P. Thereis alsono obvious possibilityfor a
collusionbetweenP andC.

In the AN model,after C hassentthe signedcontractto
P, I waitsfor thecommissiorfrom P. Having recevedit,
I hasto confirmthereceiptof eachpaymentasin the ANO
model. In AN model,it is still possiblethat C' changests
mind after having signedthe contract—ofwhich I holdsa
copy—anddoesnot sendthe signedcontractasanorderto
P. Inthiscase I wouldwait a certaintime for the commis-
sion, andthenwould inquire P aboutthe commission.At
thisstage,I cannotknow if C' did notsendthe contractor if
P triesto cheator simply failedto sendthe commissiorto
I. Inall cased canshaw acopy of thecontracto P, andas
longasP hasnoconfirmationfrom I for thepaymenbf the
commissiorfor thatspecificcontract,P would haveto pay.
In the casethat C' changedts mind anddid not sendthe
contractto P, P canusethe copy of the contractprovided
by I anddeliver the goodswhich C' hasconfirmedin the
contract. This modelalsoworksif I doesnottrust P. But
in caseof notreceving thecommissiorin time, hedoesnot
know whosefault—P’s or C’s—it was. The delivery and
paymentin both modelsare handledbetweenC' and P as
in thewell-known directmodelandthusrequireno further
discussion.

Regardingprivagy aspectsthe propertiesof the AN and
the ANO modelareequivalent.In bothmodelsI gainscon-
siderablénsightinto the costumerspersonabata,theirin-
terestsandactivities. I knows all productsC is interested
in andhow muchit is willing to payfor them. This knowl-
edgenot only derivesfrom the interactionwith C' during



marketing,negotiation,andcontracting:Sincel hasaccess
to the pdm it cancateyorize customergprobablyenriched
with further propertiesthat can be critical from a privacy

protectionpoint of view. Sincel canactasanintermedi-
ary for several providers Py, ..., P, it canaggreateand

concentratéots of personablata.

Summarizingthe propertiesof the AN and the ANO
models,we seethat thereis a larger potentialfor privacy
infringementbut a muchmorebalancedrustmodelfor the
businesprocessThe AN andANO modelscanbeapplied
evenif thereis notrustbetween/ andP. However, sinceC
hasthepossibilityto changeéts mind aftersigningabinding
contractwhich implies somefurther workflow for conflict
resolutionthe ANO modelseemgo be preferable.

4.3 The ANOP model

The ANOP modelis similarto the ANO model.Thedif-
ferenceis that I is alsoinvolved in the paymentprocess.
C sendsthe paymentto I after ordering. Thus, I candi-
rectly withhold thecommissionit is entitledto. Therestof
the moneg is forwardedto P togetherwith the orderand
the signedcontract. Having receved this artifacts P can
deliverthe orderedgood(s)to C. To enablepropercooper
ationin the ANOP model,the sameprerequisitegsin the
ANO modelhave to befulfilled (e.g.,provision of cat and
pdm). Thesecurityrequirementsor theearlyphasesn this
modelareclearby the discussiorof the previousmodels.

Let us supposenow that I hasreceved the signedor-
derfrom C and C repliedthe confirmationto it. Sincel
recevesthe mone directly from C in the ANOP model,
thereis no necessityfor I to collectevidencesin orderto
proofits claim for thecommissiorresultingfrom its activi-
ties. Uponthereceiptof the payment,[ hasto confirmthe
receiptto C with adigital signaturaeferencinguindeniably
the paymentto the uniqueorder Thus,C getsan undeni-
able proof thatit paid for a certainorderif someconflict
arisedlater Of coursea dishonesC couldtry to cheatby
claimingthemoney transfemwithoutactuallyhaving doneit
andaccusd of nothaving senttheconfirmation.Similarly,
adishonest couldrefuseto sendthe confirmationto C' af-
ter receiptof themoney. All theseproblemscanbe solved
easilywith thehelpof theinvolvedpaymentauthoritieghat
have registeredall mongy transactions.

After deductingthe commission,/ forwardsthe restof
the paymentto P with anundeniableeferenceo the con-
cernedorder The uniqueordercontainingC’s addresand
the descriptionof the orderedgood(s)whichis alsosigned
by I canbesendin parallelto thepaymenbr before.Thus,
P knowswheretheorderedyood(s)haveto bedeliveredto.
In ary case thereceiptof the undeniableorderandthere-
ceiptof the paymenthave to be confirmedundeniablyto I
by P. Thus P cannotclaim later having receved different
data.Sinceboth P andI hold evidencesi.e., signedconfir-
mations,aboutthe exchangednessageall responsibilities
for intentionalor unintentionalfaultscanbe assigneceas-
ily. Otherproblemsconcerningpaymentandconfirmation
canbe solved with the help of paymentauthorities. After

P hasverifiedall datait hasrecevedfrom I it candeliver
the orderedgoodsto C. In caseC complainsthatit did
not receve the goods,the dishonesparty canbe identified
(e.g.,I did notforwardthe money andorder or P receired
themoney but did not deliverthe goods)becausehis party
doesnothave thenecessargvidences.

Fromtheprivagy pointof view the ANOP modelis com-
parablewith the ANO model. HereI alsogainsconsider
ableinsightinto C’s personaldata. I canlearnthe same
thingsaboutC asin the ANO model. Like in the ANO
model,the ANOP modelis basednabalancedrustmodel.
The ANOP modelcanbe appliedevenif thereis no mu-
tual trust betweenl and P. Oneadvantageof the ANOP
model over the ANO modelis that potential doubtful in-
termediariexanbe corvincedeasierto participatein such
businesgooperationsThey obtainmoney directlyfrom the
costumerlnddo nothave to wait for theircommissiorfrom
the provider. Corverselythereis no risk for the producer
sinceit cankeepthegood(s)until receving themoney. The
ANOP modelseemdo beattractveif P cannoffulfill some
requirementgoncerningpaymentg.g.,P acceptonly one
or a few paymentsystemsawhile I offersa variety of pay-
mentsystems.

4.4. The ANOD model

In the ANOD modelI performsthe delivery of the or-
deredgood afterthe receptionof the orderwhile C' trans-
fersthe paymentto P. Therefore P hasto provide I with
the good(s). Let us assumehat the earlier phasesare se-
curedasin the ANO modelandbothC' andI hold asigned
copy of the order In the ANOD model I knows exactly
how much was sold resultingfrom its actvities and also
hasundeniablgproofsby the ordersthat are signedby the
costumers.Thusthereis no possibility for a dishonestP
to claim thatit soldlessproductsvia I's actities. There-
fore, I non-repudiablyforwardseachreceved orderto P
andwaits for a confirmation.(Later, we will alsoneedthe
forwardingof the orderandthe confirmationof receiptfor
copyright protection.Therethesenon-repudiablenessages
areusedfor informing P abouttheidentity of legal buyers.)
Thereby P knows which costumerorderedwhich product
at what price via which intermediary Meanwhile,C can
sendthe paymentto P accompaniedith its order Upon
receiptof the paymentP sendsa confirmationof receiptto
C. If adishonesC refusesto sendits paymentP canen-
force the paymentby usingthe copy of the orderwith C’s
signature Problemgelatedto dishonestlaimsconcerning
paymentndtheconfirmationcanbe solvedvia trustworthy
paymenfauthorities.

Further security aspectsconcerningthe provision of
goodsto I anddelivery dependon the kind of goods. In
this context we classifythemastangibleor intangible. In
the caseof tangiblegoods,P hasto provide eachpieceto
I physically After the receiptof the order I candeliver
thegood(s)itself or via adelivery service.In bothcases(
confirmsthereceiptof thegood(s)andrepliesthe confirma-
tionto I sothatC latercannotclaimthat did notdeliver.



For the sale of simplicity assumehatthe delivery service
is trustworthy. If C refusedo payandclaimsthat did not
deliver the good(s) P asksI to shav C’s confirmationof
delivery. If C is dishonesand! provides P with C’s con-
firmationof delivery P canforceC to pay. If I cannotshov
C’sconfirmationP canforceI to deliver.

In the caseof intangible goodsthey can be delivered
electronically We assumethat I holds one copy of each
intangibleinformationproductin its databas&vhichit uses
to createthe copiesof the productsto be delivered. If de-
livery is doneelectronicallya dishonesiC' canreceie the
good(s)without replying a confirmationand claim that it
neverrecevedthegood(s)drom I. In this situationit is not
possibleor P to decidewho—I or C—cheats A malicious
C couldrefuseto pay: In this case,P would askI to send
thegood(s)or to sendthe samecopy againasbefore.Even
if I deliveredthegood(s)beforeit requiresno costsfor I to
sendthesamecopy twice whichis in contrasto the caseof
tangiblegood(s).If sucha conflictariseshedeliverycould
bedoneundertheobsenationof P or ary othertrustworthy
party. ThusC canbeforcedto pay.

A seriousproblemwith intangible goods stemsfrom
piragy andcopyright infringement.Sincedigital goodscan
be copiedat no costswithout lossof quality, illegal copies
arevery attractve for pirates.Sincethe ANOD modelcom-
prisesthree parties—P, I, and C—that trade with digi-
tal goods,andsincetwo parties— and C—candealwith
illegal copies, a specialspecial protectionmechanismis
neededThismechanisnshouldhelp P to identify theparty
whichhasdistributedillegal copiesof P’'sgood(s).Further
more,theidentifying informationmustalsobe sufficientto
convincethird partiesof theidentity of the maliciousparty.
Thereforethe marked copy which is distributedlegally has
to beunknownnto thedistributor. If notthedistributor could
giveacopy to someotherpartyandaccusehelegalrecever
having redistritutedit. The mechanisnto overcomethese
problemss offeredby thedoubleapplicationof asymmetric
fingerprinting.

The conceptof asymmetricfingerprinting of digital
good(s)was alreadypresentedn the previous section. In
thefollowing we restrictour discussiono thosekind of in-
tangiblegoodsto which asymmetricfingerprintingcanbe
applied,e.g., multimediacontent. In a first step,while P
providesits productto I, the productis marked by asym-
metricfingerprinting.If I redistritutesthis productlegally
to C uponC’sordet thecopy whichis deliveredgetsa sec-
ond asymmetricfingerprint. Both asymmetridingerprints
do notinterferewith eachanother Furthermore] informs
P that C ordereda copy of a specificgoodby forwarding
C’sorder and P confirmsthereceiptof thisinformationas
describedbove.

If P findsacopy of adigital goodatsomeC it cancheck
by theinformationprovidedby I if C is alegalbuyerof the
good. If C is not known asa legal buyer P cananalyze
the copy and prove to third partiesthatit stemsfrom I's
copy. Herethe first asymmetricfingerprintin the copy is
exploited. But evenif someillegal copy turnsupwhichcan

be tracedbackto I it is not clearat this time which party
is malicious.Therearetwo possibilities:(1) I is malicious,
becausde hasredistritutedanillegal copy to C. Thisim-
pliesthat I hasnotinformed P thatC is alegal buyer. Or
(2) I hasdeliveredalegal copy to a maliciousC which has
redistritutedanillegal copy to C.

If I actechonestlyit hasinformedP abouttheidentity of
thelegalbuyerC'. Now, I cananalyzethecopy foundby P
andproveto third partiesthatit stemsfrom C’s copy. Fur-
thermore [ hasP’'s confirmationthat! informedit aboutC
to bealegal buyer. This provesthat! is honest.Addition-
ally, P canverify itself if it knows C to be a legal buyer.
In this case,C will be accusedor redistritution of ille-
gal copies. Here the secondasymmetridingerprintin the
copy is exploited. If I cannotproveto third partiesthatthe
found copy oncebelongedto a certaincustomemwho was
announcedo P by I to bealegalbuyer, I will beaccused.

Concerningprivagy problems the ANOD modelshavs
the samepropertiesasthe previously consideredANO and
ANOP model.

To summarizethe ANOD modelwe seethat it is also
basedon a more balancedrust model. Like in the ANO
andthe ANOP case the ANOD modelcanalsobe applied
if thereis no mutualtrustbetweenl and P. Sincethein-
termediaryhasaccesdo the digital goods,this modelre-
quiresspecialmechanismgo copewith copyright protec-
tion problems. Hereit alsohasto be consideredhat the
costsfor copyright protectionand possiblynecessargon-
flict resolutionmustbein relationto thevalueof thetraded
goods. This implies thatthe value of the tradedgoodshas
an impacton the applicability of the ANOD model. Be-
sidesP, I gainsconsiderablénsightinto C’s personablata.
The ANOD modelis attractve whena specialdelivery ar-
rangements requiredthatcannot be providedby P, e.g.,
delivery of large datapackagesvhen P only hasaccesgo
limited network bandwidth.

4.5, Comparison of the models

The previous discussionshawvs that modelswith better
privagy protectionhave morepotentialfor fraud (A model)
andviceversa(/AN, ANO, ANOP, andANOD models).The
A modelcanonly be appliedif the intermediarytruststhe
provider. In contrastthe AN, ANO, ANOP, and ANOD
model do not require mutual trust betweenintermediary
andprovider. This distinctionmay considerablyinfluence
the decisionwhethertwo partiesstarta businesscoopera-
tion without knowing eachother In the ANOP andANOD
modelstheintermediaryoffersspeciaffunctionalitiegpay-
ment,delivery) to the provider. Thesemodelsareattractve
if the provider cannotfulfill specialrequirementselatedto
thesefunctionalities. The A, AN, ANO, andANOP model
areapplicableto tangibleandintangiblegoods,whereasn
the ANOD modelprecautiongor securingntangiblegoods
arerequired. The valueof the tradedintangiblegoodshas
animpactontheapplicabilityof the ANOD model.



5. Conclusions

The successof businessmodelsin e-commercede-
pendsonhow well they supporisecuréusinessnteractions
amongthe businessactors. Due to the compleity of the
new models,which involve a higher numberof rolesand
interactionssecuritymustbe basedon a systemati@analy-
sisthatclearly exposeghe possiblethreatsandsupportsan
overall securityassessmenmf theintendedmodelbeforeit
is deployed. On the basisof suchanalysisit is possibleto
apply, combine,or augmenttandardsecuritymechanisms
to achieve therequiredlevel of security

In this paperwe have presented systematicapproach
for the assessmerntf businessmodelsecurity As the ba-
sisfor a securityanalysiswe have broken down the busi-
nessprocessnto 5 phasesadertising,negotiation,order
ing, payment,and delivery. We have presentedh 3-party
model(customerintermediary provider) for modelingin-
teractionsn e-commercédusinesanodels,describedheir
possiblerolesin thephasesandtheexchangedrtifacts.We
then mappedthis generallyapplicableunified modelonto
thecommone-husinessnodelsandconcepts.

We analyzedthe security concernsof eachphasewith
respecto mappingf the phase®ntothe differentparties
in our model. This analysisfacilitatesoverall securityas-
sessmenf specificbusinessnodels. The5-phases/3-party
model allows a designerto classify a businessmodeland
asses#s security We have analyzedusinesgprocessesn
a conceptualevel, discussedheir securityproblems,and
have provided conceptuaproposaldor addressinghe se-
curity issuesf technicallypossible.

As amainresultof oursecurityanalysisve have demon-
stratedtheimpactof assigningdifferentphasedo different
partieson the securitylevel thatis objectively achievable.
The level of securitythat canbe achieved dependson the
party that performsa certainphase.For example,different
securitylevels arepossibledependingon whethernegotia-
tion is doneby theintermediaryor theprovider. As aresult,
dependingnwhich party performsa givenphasedifferent
securitymechanismsnustbe applied.

In somemodels,correctoperationdependsn trustand
cannotbe securedin an objectve way, i.e., someparties
mustalwaysbehonestor the modelto work. For example,
the A model—portal,associategpartners—caronly work
correctlyif the intermediaryis trustworthy (but no mech-
anismexists to enforcethis). In several other modelswe
have analyzedpbjective securityis possible. This distinc-
tion may heavily influencethe choiceof possiblebusiness
partnerssinceit definesvhethera businespartycanpoten-
tially defraudanothemparty or suchfraudmaybe prevented
by securitymechanisms.

If a 2-party businessmodelis extendedto an n-party
modelthenthesecurityissuesannoteaddressetly solely
applyingstandardsecuritymechanismsuchasauthentica-
tion, signaturespr securepaymentmethods. Insteadthe
overall security of the n-party model heavily dependson
the assignmenbf phasesamongthe partners. Additional
securityissuesemegedependingn a concreteassignment
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evenasthe securityissuesof a 2-partymodelmuststill be
addresseddequately

Our resultsshowv that mary intrinsic securityissuesex-
istin commone-husinessnodelswhich areaddressednly
to a limited extentin currente-businesssites. Assessment
of theseproblemsandthe applicationof adequateolutions
may determinethe succes®of e-husinesssitesin the long
run. Suchassessmenhay be madesystematicallyon the
basisof our phasemodel.
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